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HTMLS Cross Domain Access Method for ECHONET Lite-based
Home Server with Simple Authentication Mechanism

SHIGERU OWADA''  FUMIAKI TOKUHISA ™

We propose a framework to access ECHONET Lite-based home network from untrusted HTML5 web application with a simple
authentication mechanism. Our system is based on message passing using PostMessage between third party app and trusted
iFrame (called a server panel.) It allows web app programmers to easily access home network while suspicious operations can be
blocked by user’s manipulation. Basic ideas are three-fold: 1. The server panel is located on different domain from third party
app to capture all access to home network, 2. Dubious operations can be blocked by user’s intension, and 3. Encrypted
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WebSocket connection.
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Figure 1 System architecture
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Figure 2 Three modes of the server panel
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Figure 3 Device configuration panel in the server panel
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