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An Anti-spam Method with SMTP Session Abort
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Tempfailing, which temporarily refuses the first delivery attempt of a message
from an untrusted Mail Transfer Agent (MTA), is one of typical anti-spam tech-
nologies commonly used in many organizations. This method can refuse spam
mails considerably. However, it also may refuse legitimate mails sent from do-
mains resending the temporarily failed message with a different MTA or those
without resending function. In such a case, an administrator of the receiver
MTA has to register those domains by hand. In this paper, in order to reduce
these drawbacks, we propose an anti-spam method introducing SMTP session

abort function. This method performs the same effect as existing tempfailing
methods by means of SMTP session abort during the first delivery attempt. In
addition, this method can obtain the header or the whole message even if it
would not be resent and can use the header for second delivery checking and
can use the whole message of unresent messages in case of false positives. Ac-
cording to the operation tests of the prototype systems, we confirmed that the
proposed method received messages from domains using a different MTA for
retry.
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Fig.1 A system layout of the proposed method.
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Table 2 Operation result of the first prototype system.
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