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Detection of Password Cracking by Virtual Machine Monitors

ToOSHIRO MIURA ,* JUN HONDA ,+ KAZUSHI TAKAHASHI *
and YOSHIHIRO OYAMA't

Cloud computing infrastructure is now a basis of our lives. Unfortunately, it can also be
used for malicious purposes. For example, several engineers pointed out that Amazon EC2
was an attractive platform for password cracking. In most cloud computing infrastructure,
operating systems and applications run on virtual machines provided by virtual machine mon-
itors, which can monitor the execution of programs running in virtual machines. In this work,
we propose a method for detecting the behavior of password cracking from the layer of a
virtual machine monitor. The method periodically obtains memory data of processes running
in a guest operating system and collects character strings that may be used as password can-
didates. Based on a set of collected strings, it finds a process that is performing password
cracking.
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static int inc_key_loop(int length,
int fixed, int count, char *charil,
char2_table char2, chars_table *chars)
{
char key_i[PLAINTEXT_BUFFER_SIZE];
char key_e[PLAINTEXT_BUFFER_SIZE];
char x*key;
Lo /x 0000 %/
key = key_i;
if (1f_filter
|l ext_filter_body(key_1i,
key = key_e))
if (crk_process_key(key))
return 1;

}
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void do_wordlist_crack(struct db_main *db,
char *name, int rules)

{

while (fgetl(line, LINE_BUFFER_SIZE,
word_file)) {
line_number++;
if (line[0] != *#°) {
not_comment:
if ((word = apply(line, rule, -1,
last))) {
last = word;
if (ext_filter (word))
if (crk_process_key(word)) {

rules = 0;
break;
}
}
continue;

}
if (strncmp(line, "#!comment", 9))
goto not_comment;
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