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An analytical method for the pure P2P traffic
that focus attention on a bidirectional
connection for encrypted connection

Masashi Suzuki,† Hirotake Abe,†† Masayuki Okabe†††

and Kyoji Umemura †

Today, There are problems such as the information leak and the copyright infringement by
the peer-to-peer file-sharing application, and the traffic occupation by some heavy users. For
these reasons, P2P communication discrimination becomes necessary to suppress the above
problems. As a result, various discrimination techniques have been proposed. However, if
the communication is encrypted, it is usually difficult to distinguish P2P traffic from ordinal
traffic by the existing discrimination technique. In this paper, we propose a technique to
detect P2P traffic in encrypted communications, focusing on the inter-connecting behaving of
P2P traffic. We have evaluated using the proposed methodology for an encrypted P2P traffic.
In addition, by measurement in the wide-area networks using planetlab, we have discussed
the limitation of the proposed methodology.
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