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Abstract: We often face the information leakage incident. However countermeasures are inadequate about
information leakage on the Internet. Attackers use HTTP requests to theft information. Researches describe
ways of calculating the approximate entropy to detect abnormal behavior. The approximate entropy is a
value calculated by counting the edit distance of HT'TP requests. We proposed the way to refer the historical
HTTP requests to calculate the approximate entropy more accurately. Moreover, we designed the system
raising alerts if information leakage comes into being. The system raises alerts whose false positive rate was
11.6% when the amount of leaked information was 1,000 bytes.
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Fig. 1 How to calculate the edit distance.
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POST /download HTTP/1.1
Host: example.com

GET /download HTTP/1.1
Host: example.com

POST /download HTTP/1.1
Host: example.com

I'm free. Keep-Alive: 115 Keep-Alive: 115
I’'m busy
k2 18 i

2 HTTP Y7 ITXofl1
Fig. 2 Example of the HTTP request (1).

GET /test.jpg HTTP/1.1

Host: example.com

3 HTTP V7T FDfl2
Fig. 3 Example of the HTTP request (2).
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GET / HTTP/1.1

Host: example.com

Referer: http://example.com/test.jpg

4 HTTP V)7 xZX D3
Fig. 4 Example of the HTTP request (3).
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Fig. 5 The number of referring to history and the approximate

entropy.
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Fig. 6 The number of referring to history and the runtime.
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Fig. 7 Distribution of the number of the HT'TP requests’ char-

acter.
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Fig. 8 Distribution of the approximate entropy.
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Table 1 False positive rate.
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