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Feasibility study on method of dynamic analysis for sending
user information using ContentProvider in Android applications

TAKAAKI NAGUMO' MITSUAKI AKIYAMA
TAKEO HARIU'

Malware that target Android devices is increasing, and countermeasure against them has become an important issue. As one of
the approaches for preventing infection of Android malware, taking countermeasure on the application market is important not
only for preventing infection to users but also for ensuring reliability of the market itself. Particularly, it is urgent to devise a
countermeasure against Android malware causing sending user information. In this research, we aim to establish a technology to
extract information to identify applications causing sending user information, intended for use when applications are inspected by
a market administrator. To date, as a method for checking applications, taint analysis, which is one of the dynamic analysis
methods, has been proposed. Current methods limit the range of user information to be targeted. However, it is difficult to
identify applications causing sending user information. In this research, we implemented an extension for the current taint
analysis method. In addition, we conducted an experiment with market applications, and report the results showing some newly
detected applications that send user information to the outside.
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DUMENHD I ERELNT.

LD B IRICHONTIE, BEEFRETIE3 >0
IP7 RLZ, KEETIZ8HODIP 7 FL R % sink f§# &
Té#%ﬁﬁ;f%t(%9.97PVXD££QHmK
FETHECEONEZ IP T RLATHS. &I, IP T
FL 2 Al ﬁb“(?f&'ﬁbf_sourcefﬁ%&%%fm@‘é oY
WX, 2L, BT 2T /bR, 14 OJREEY

2V EREEL TNV EPMRTE N, RPETIES
TOIREEY 2 — VR TE 2h ol Tk, =—%
AVHT I arELEETHEMES, FRICKEF LIZ8)
EEFATTE T eWz®, a— R Ly YR Sh
TWRWI EEBWT L. AN a— RINL y Uk E
DL HEIEBOBETH D.

£S5 IPT7 FLARLHEET B source DXHIG

IPT7 KL A #1595 source
IP7 KL A2 A | ICCID, &3 =7 i E
IP7 FL 2B | IMEL IMSI, EiFE 5
IP7 KL A C | IMEL IMSI, &% 5
IP7 KLAD | EXa7RERBR

IP7 FLRE | BF=2T7REFHR

IP7 KLAF | EXa7REHR

IP7 FLAG | BFaT7REFHR

IP7 FLAH | BF=2T7REHHR
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6. TLHESHE

AT T, FAEHROLEE S E 23 Android 7
TV —va v ERETOHNE LT, fERFIETIIEE
L7270 7z, DB IEHMOERE ZFET 5 FIEORRSE & G-
AT 7.

BREFETIL, BEE TO Android =7 = 7I2BWT
FifTH-o72 DB ZFAH L2 WEROEFLLEIZ, DB %
FIAT DM OEENERRA T v Mgl &R 37
HEMENEVEIZEBR L, 74 2 MRV FIEOIEET 5729
OFEER L. Fio, EFEREZFEELTC—F > b2
BIWEE LT T r—va v ERE LRER, _ETIET
DHNEEFRE/REBMBFIET 2 Z LR LN o7z

A1%0T, sink HHOWRLa— ROV v VORMEE K
FHI D0, 77— a VIEERESICT - TR
O TR L, REFEOLELND.
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