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Abstract: In recent years DDoS (distributed denial of service) attacks have been serious threats to secu-
rity of the Internet. To counter such attacks, in this paper we propose a short hop IP traceback scheme,
which is a kind of hybrid traceback schemes and tries to trace back attackers by repeatedly recovering attack
paths in short hops and going closer to attackers gradually. Furhermore in this paper we conduct simulation
experiments in order to evaluate efficiency of our traceback protocol.
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Table 1 Notations
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Fig. 1 Example of RIHT’s marking and logging
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Fig. 2 Example of RIHT’s path reconstruction
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Algorithm 1 markig and logging scheme
for each Packet P do

r
R
← [0, 1)

if P.counter == 0 or r < p then

insert P into Bloom filter

P.counter ⇐ counter

else

P.counter ⇐ P.counter − 1

end if

forword P to the next router

end for
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Fig. 3 Example of a short hop IP traceback scheme’s marking

and logging

Algorithm 2 path reconstruction scheme

when router R receives traceback packet P with Lv from R′

if R received P before then

drop P

else

for each packet Q in Lv do

if Q is found in the Bloom filter then

mark R itself as convicted

break

end if

end for

if R is convicted then

P.counter ⇐ counter

else

P.counter ⇐ P.counter − 1

end if

if P.counter == 0 then

drop P

else

broadcast P to adjacent routers other than R′

end if

end if

R6 R8 R9 R3 R4 R5 R7

Victim c V V

R8 Bloom filter

R8

c 2

R4 R5

Bloom filter

R4 R5

c 1

Attacker

4

Fig. 4 Example of a short hop IP traceback scheme’s path

reconstruction

c 2

2

3.1.3 Bloom filter

Bloom filter

Bloom filter[5]

Bloom filter m k

index Bloom filter

0 m x Bloom

filter x k

k index 1

y Bloom filter

y k k

index 0

Bloom filter

1

False

Positive False Negative

5 Bloom filter

4.

4.1

Np=100000 Attacker Victim

d=16 100 2000

4ⓒ 2013 Information Processing Society of Japan

Vol.2013-DPS-154 No.45
Vol.2013-CSEC-60 No.45

2013/3/15



IPSJ SIG Technical Report

5 Bloom filter

Fig. 5 The process of a Bloom filter with k hash functions
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Fig. 6 Counter and marking probability oscillation
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Fig. 7 The number of times of marking per packet from at-

tacker to victim
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Fig. 8 Evaluation of False Positive
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