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Abstract: In Infrastructure-as-a-Service (IaaS) clouds, the users remotely manage the systems in the pro-
vided virtual machines (VMs) called user VMs. Out-of-band remote management via the management VM
allows the users to manage their systems even on failures inside the user VMs. However, information leakage
can occur via the management VM because it is not always trustworthy in IaaS clouds. To solve this security
issue, this paper proposes FBCrypt for enabling secure out-of-band remote management. FBCrypt encrypts
the inputs and outputs in a VNC client and the virtual machine monitor to prevent information leakage
via the management VM. We have implemented FBCrypt in Xen and TightVNC and confirmed that the
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keyboard inputs and video outputs did not leak.

Keywords: Virtual machine, remote management, information leakage
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