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Guess and Determine Attack on Simplified Stream Cipher KCipher-2
with Non Linear Function
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Abstract: KCipher-2 is a stream cipher, outputs a 64-bit keystream on each cycle with a 256-bit input which
consists of a 128-bit secret key and a 128-bit initial vector. In the previous study, we suggested the bit slice
cryptanalysis based on Guess and Determine Attack without clock control estimate on simplified K2 which
made except for Substitution and Permutation Functions. In this study, we improved the previous method,
investigated a method of Guess and Determine Attack on simplified KCipher-2 with non linear function,

could break the experimental model.
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