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A Partitioning Mechanism for Automotive Control Systems

Abstract: In recent years, automotive software has become more large and more complex with the de-
velopment of high performance automobiles. As a result, to ensure the safety of the automotive systems
including massive software is getting difficult. And the cost of software development has been increasing.
From this background, we have developed DefensiveZone which is a partitioning mechanism for development
of automotive software which is required high safety level with more lower cost. DefensiveZone provides the
protection facilities by appending the small hardware to microcomputer to prevent that some software bugs
influence behavior of other software. In performance evaluation, we confirmed that the execution time in
DefensiveZone to realize partitioning for software protection is about half compared to AUTOSAR OS with
memory protection.
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