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A study on the problem of use Third-party certification
in case of cloud services

EIKI SATO™!  YONOSUKE HARADA!

Recently, public cloud services have become popular. Business users can choose various information services
without managing hardware resources on-premises, but the other hand, higher security threats compare with
in-house systems are identified and recognized. Therefore, user entity tends to refer the presence of third parties
certificates, such as the Privacy Mark (P-mark) of Japan or ISO/IEC 27001(ISMS) Certification, for selection of a
cloud service provider. There is a gap between the user's expectations and the actual warranty coverage, for
instance, guarantee of system safety is not considered in certification systems/process. The user's data loss and
leakage case by First Server Corporation who has certified both certifications is studied as a case.

In this paper, the features and problems in Third-party certifications as well as similar assurance service,
information disclosure are summarized and compared. A model is proposed to explain gaps with actual coverage
and the required elements for certification in cloud services.
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