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In recent years, P2P networks have been evolving at a rapid pace, and a lot of applications which runs on P2P
networks have been developed. However, it is difficult to use public key encryption on large P2P networks, because
a secure and efficient scheme for public key management is not realized. Therefore, we proposed Hash-based
Distributed Authentication Method (HDAM) which is a decentralized public key management method. HDAM
realizes an efficient decentralized public key management mechanism by using Web of Trust and Distributed
Hash Table. HDAM, however, is not resistant to insider attacks which are performed by inside nodes of HDAM
network. In this paper, we propose S-HDAM, which is a secure scheme of public key management. It makes
a public key management system resistant to insider attacks by using several Distributed Hash Tables. Thus, in
S-HDAM system, users can get an valid public key, even if attackers are in the system. Simulation result shows
that proposal method realizes more secure communication than before.
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