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Enhanced ICMP Traceback against Low
‘Rate DoS Attack
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ICMP Traceback (iTrace) is an efficient technique for a victim to specify sources of DoS attack
caused by spoofed packets. However, it generates an iTrace packet with a low probability in consid-
eration of the overhead given to the network. Therefore, it is unsuitable for low rate DoS attacks.
In this paper, we propose ICMP Traceback with Periodical Transmission (iTrace-PT), which is an

- improvement of ICMP Traceback technique, to solve the stated problem above. In the iTrace-PT,
each routers don’t transmit iTrace packets in a constant time to destinations where it is once already

- transmitted. By doing so, the generation probability of the iTrace packet can be increased and the
overhead is kept low. We verify by simulation results that the iTrace-PT keeps the overhead low

- even if the generation probability of the iTrace packet is increased and it can specify sources of
attack even on low rate attack.
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ﬂet BF be a hashtable of Bloom Filter \

\_n=o /

let p be a generation probability of iTrace packet
let ¢t be a hash clear interval
let m be a timer
at Router R
for each received packet a
if isiTrace(a) = true then
set(a.dest,BF)
append(a, R)

let = be a random number from [0,1]
if x < p then
if isset(a.dest,BF) = false then
generate_iTrace(a)
set(a.dest,BF)

if m > t then
clear(BF)

Fig. 2 iTrace packet generation algorithm
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Table 1  Characteristic of various generation probabilities
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Fig. 4 Traffic overhead (p = 1/1000, f = 100,¢ = 100)
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