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Abstract

-Objects are distributed to peers in a P2P overlay network. Service supported by an object is modeled to be a set of
methods and QoS. An acquaintance peer of a peer p is a peer about whose service the peer p knows and with which p
can directly communicate. We define how satisfiable a requesting peer is for access requests by taking into account the
authorization. Acquaintance peers of a peer p may hold inconsistent information on target peers since it takes time to
propagate change information of the target peers and peers may be faulty. Hence, it is critical to discuss how much a peer
can trust each acquaintance. We define the trustworthiness of each acquaintance by aggregating the satisfiability which
is obtained through each interaction with the acquaintance. Each time a peer gets a new acquaintance and acquaintance
information is changed, each peer keeps it in record. Due to the limited size of memory, the peer throws away information of
less trustworthy acquaintances to make a space to store new acquaintance information. The trustworthiness of acquaintance
of each peer is propagated in a peer-by-peer way while some acquaintance information is recorded in a peer. We evaluate
how the trustworthiness of acquaintance is changing through interactions among peers.

1. Introduction

Various types and huge number of peer computers are
interconnected and the membership is dynamically changed
in a peer-to-peer (P2P) overlay network. An object is a unit
of resource. A group of peers (processes) on peer comput-
ers are cooperating by manipulating objects and exchanging
messages. Service supported by each object is characterized
by types of methods and quality of service (QoS). An object
is distributed to peers with various ways like downloading
and caching [13, 14] in P2P networks.

A peer is classified according to types of service, holder
peer where objects are stored, manipulation peer which
are allowed to manipulate objects, and authoriza tion peer
which can grant access rights to other peers [12-15). An
acquaintance peer of a peer p; is a peer p; whose service
p; knows and with which p; can directly communicate. A
peer first asks its acquaintances to detect target peers which
can manipulate a target object so as to satisfy an access
request which the peer issues. Even if some peer holds a
target object, the peer cannot to manipulate the object if
the peer is not granted an access right (permission). If
acquaintances which satisfy the access request are not de-
tected, each acquaintance peer furthermore asks its acquain-
tances. Acquaintance concepts are so far discussed only to
detect target peers holding target objects [2,4]. The authors
discuss how peers cooperate with each other to obtain re-
quired service, e.g. find a manipulation peer of a target ob-
ject and then ask the peer to manipulate the object in the
paper [12,15].

If service supported by a peer is changed, the change in-
formation is propagated through acquaintances. However,
it takes time to propagate the change of the service to every
peer due to the scalability and openness of the P2P overlay
network. Hence, some acquaintances of a peer may show

obsolete and inconsistent information on target peers of a
target object. In addition, acquaintances may not only stop
by fault but also be arbitrarily faulty [6]. Hence, it is critical
to discuss how much a peer trusts its acquaintance. A re-
questing peer p is satisfiable for each access request to find
a target peer if a target peer is detected. However, if p is not
granted an access right, peer p is not satisfiable to manipu-
late a target object, even if the peer p finds where the object
exists. We define the satisfiability of each type of access
request to find an object, manipulate an object, and grant
an access right of an object. Thus, we define the trustwor-
thiness of an acquaintance by aggregating the satisfiability
of each access request obtained through each interaction.
The acquaintance relations are propagated through peer-to-
peer interactions. Each peer can admit only limited amount
of the acquaintance relations. Obsolete and untrustworthy
acquaintance relations are thrown away to make space to
store new acquaintance relations. We implement the algo-
rithm for detecting target peers updating and propagating
trustworthiness on peers. We evaluate the peers in terms of
hit ratio and number of messages.

In section 2, we present acquaintance relations of peers.
In section 3, we discuss the trustworthiness of an acquain-
tance. In section 4, we discuss how to implement peers. In
section 5, we evaluate the peers.

2 Acquaintances

In P2P overlay networks [1, 7-10], it is discussed only
how to detect a target peer with a target object. Even if a
target object is detected, the object cannot be manipulated
if the requesting peer is not authorized. An access right
(on permission) is specified in a form [o, op] for an object
o and a method op [3]. An access request to manipulate an
object o through a method op is written in a from (o, op).



Only if a peer p is granted an access right [0, op], an access
request {o, op) issued by p can be accepted.

First, an application issues an access request (o, op) to
a local peer p. On receipt of request (o0,0p), a peer has
to find target peers of the access request. It may be im-
possible for each peer to perceive what service of what ob-
jects each peer supports due to the scalability. In addition,
the type and quality of service supported by each peer, and
the membership of a P2P overlay network are dynamically
changed. Each peer is in an acquaintance relation with
another peer, and the peers exchange service information
of their acquaintances with each other. Information on the
type and quality of service of each peer is propagated in the
network. A peer makes a decision on which acquaintances
the peer issues an access request based on the information
obtained from the acquaintances. If a peer p; issues an ac-
cess request to another peer p;, p; and p; are requesting and
requested peers, respectively. There are the following types
of peer-to-object (P20) relations [13, 14}:

a. A peer p holds an object o (written as p | o).

b. A peer p can manipulate an object o through a method
op (p [=op 0), ie. p is granted an access right [o, op).
Here, p is a manipulation peer of an access request
(0,0p). pis a surrogate peer of (0,0p) (p —op 0)
if p l=0p 0 and p can issue (o, op) on behalf of a re-
questing peer.

c. A peer p can grant an access right [o, op] to another
peer (p Fop 0). Here, p is an authorization peer.

d. A peer pis a direct manipulation peer of an access
request (o, op) (pDop 0) iff p | 0 and p =, 0.

e. A peer pis a servicing peer of {0, op) (p Oy 0) iff p
| 0, P Fop 0, P0p 0, Or plop 0.

f. For a peer p and an object o, p = 0, p+ 0, p O 0, and
poiff plEop 0, plop 0, p Ogp 0, and p 4, 0,
respectively, for some method op.

We define the acquaintance relations — on the P20 re-
lation O for a peer p, object o, and method op as follows:

o p — (p; O,p 0) iff a peer p perceives p; Oy 0.
o p—" (p: Oop 0) iff p — (p; Dop 0) or p — (pr —*
{pi O,p 0) for some peer p.
e p— (p; Oo)andp —* (p; B 0)iff p— (p; O,p 0) and
p —"* (p; O,p 0) for some method op, respectively.
If pi —=*(®jlo), pi —*(pjl=0), pi —*(pj—0), and p;
—*(p;to0), a peer p; is a holder, manipulation, surrogate,
and authorization acquaintance of an object o, respectively.
Let view(p;) be a set of acquaintance peers of a peer p;.

3. Trustworthiness of Acquaintance Peer
3.1 Satisfiability of access request

A peer may lose objects and obtain new acquaintances.
Thus, the P20 relations are changed in a P2P overlay net-
work. An acquaintance peer p; of a peer p; may not hold
the same information of a target object as one which p; has

previously obtained from p; because it takes time to propa-
gate change information in networks. Thus, some acquain-
tance peer maintains up-to-date information of a target peer
but another acquaintance holds obsolete inconsistent one.
Hence, each peer p; has to recognize what acquaintance
peers can be trusted by p;.

Suppose a peer p; issues a manipulation request {o, |=
,0p) to another peer p; for manipulating an object o through
a method op as discussed in the preceding section. First,
suppose the peer p; is granted an access right [o,0p] (p;
=op 0). The peer p; locally manipulates the object o if p;
is a holder of an object o (p; | 0), i.e. p;j>opo. Then, p;
sends the reply r; to the requesting peer p;. Here, p; is sat-
isfied because p; can obtain the result for the access request
(0, 0p). Unless p; | o, one of the peers p; and p; has to de-
tect a holder peer. Here, suppose p; asks the acquaintance
p; to detect a holder peer and p; finds a holder peer px. in
the acquaintances. The manipulation peer p; issues the ma-
nipulation request (o, =, op) to the holder peer p. since p;
=op 0. Here, p; is less satisfiable since p; cannot directly
get the result from the acquaintance p;.

We define the satisfiability o;;({0, 0, op}) of a peer p;
to an acquaintance peer p; in terms of type of network ac-
cess request (0,0, 0p) and states of the peers p; and p;.
state(p;) shows how the peer p; is related with an object o
with respect to a method op, i.e. p; | 0, p; [=op 0, and p; b,
o. Table 1 summarizes the satisfiability o;; ({0, O, op)). Sup-
pose that a peer p; whose state is p; |=op 0 and p; [ o issues
an access request (o, |, -) to another peer p;. If p;|o, p; is
the most satisfiable. Here, 0y;({0,],.)) = 1. Next, if p; [
o but p; knows another peer pi is a holder, i.e. p; — (px
| 0), p; cannot get the result from p; but may get the result
from pi. Here, ¢i;({0, |, -)) = &;, where §; is a distance fac-

- tor showing how friendly and open-minded a peer p; is for

another peer. 0 < §; < 1. “4; = 1” means the a peer p;
is open-minded, i.e. p; can always ask another peer p; if p;
knows p;. “d; = 0” shows that p; dislikes to ask another
peer.

3.2 Trustworthiness

The trustworthiness 7i;((o, O, op)) of a peer p; to an ac-
quaintance peer p; for an access request {0, 0, op) is ob-
tained by aggregating the satisfiability of each access re-
quest issued to p;. The peer p; keeps in record. The satis-
fiability o;; obtained at each interaction with each acquain-
tance p;. The trustworthiness is calculated by the function:
TrustO(r, o, @) = a7 + (1 - a)-0. Suppose a peer p; ob-
tains the satisfiability o;; for an access request (o, 0, op)
from an acquaintance peer p;. Let 7;; be the current trust-
worthiness of the peer p; to p; on {0,0,0p). The trustwor-
thiness 7i; ({0, O, op}) is changed with TrustO(t:j, oij, ).
Initially, 7:;({o, O, op)) is defined as 0. Here, a; is a con-
stant (0 < a; < 1) for a peer p;. If a; = 1, the trustworthi-
ness is not changed even if new satisfiability is obtained. If
a; =0, the trustworthiness is decided only by the satisfiabil-
ity. The smaller ¢; is, the more important the satisfiability
obtained for a current request {0, O, op) is.

Suppose a peer p; issues an access request (o, 0, op) to



Table 1. Satisfiability o:;((o, O, op)).

state of p; network access requests | states of p}s acquaintances satisfiability
pi|oandp; |Fop 0 {0, op) - oi =1
Pi [=op 0 and p; fo (0,1, pilo oij =1
p; — (px | 0) 0ij =0i, 00 =1
pi | o and p; opo {o,F, op) pj Fop 0 o =1
{0, =, op) Pj —op 0 gij=1
pi bop 0and p; fo (o1,-) pilo oij =1
p;j — (px | 0) gij =6, 0 = 1
pi%po {0, =, op) Pj |=op o o5 =1
{0, 0p}, (0,1, -) pjFop0,pr |0 0i; = 0;, O = §;
(0, F=,0p), (0,1, ) PiEop 0Pk |0 oij = 0;, oi = 0

another peer p;. Here, the peer p; does not support the P20
relation p; O,, o but p; perceives that some peer py sup-
ports the required service, i.e. p;Popo and p;j—(px0,p0).
On receipt of the request from p;, the peer p; informs p;
of “pr Oop™ 0. Here pj is referred to as informing peer
of p;. There are two choices, the requesting peer p; di-
rectly manipulates py or p; asks the acquaintance p; to ma-
nipulate px. Suppose p; directly issues an access request
(0,0, op) to py. If p; receives the reply from pg, the satis-
fiability o;x({0, O, op)) is obtained from Table 1. Here, the
trustworthiness is calculated by the function: T'rustl(r, o,
B) = [B + (1-B)-o]r. The trustworthiness 1:x({0, O, op)) is
Channg with TruﬂO(Tik((O, 0, op)), Uik((o’ a, op)), ai)
as discussed here. In addition, 73;({0, 0, 0p)) to the in-
forming peer p; is also changed. Let 7;; be the current
trustworthiness of a peer p; to a peer pr and oy be the
satisfiability of an access request {o,0,0p) issued to the
peer px. The trustworthiness 73;((0, O, op)) is changed with
Trustl(7ij, oi, B;). Here, B; is a constant defined for a
peer p; and 0 < B; < 1. The smaller §; is, the more the
satisfiability ¢ ({0, O, op)) dominates the trustworthiness
7i5{(0, 0, op)). This means, 7;;({0, 0, op)) is decreased if
the peer p; introduces a less trustworthy peer py to p;.

3.3 Ranking factors

The reputation [5] of a peer p; shows how much an ac-
quaintance peer p; of a peer p; is trusted by other peers. In
this paper, each peer p; only takes into account how much
its trustworthy acquaintance peer trusts the acquaintance
peer p;. We introduce the ranking factor p;;({o, D, 0p))
to show how much an acquaintance peer p; of a peer p;
is trusted for an access request (0,0, 0p). In this paper,
pij({0, 0, op)) depends on how much a trustworthy acquain-

tance peer py; of p; trusts p;, i.e. 7ix({0, O, 0p)) - 7; ({0, O, 0p))

[12]. Suppose there are six peers po, p1, P2, P3, Pa, and ps
where view(po) = {p1, p2, P3, P4} and view(p,) = {pa, ps,
P4, Ps}. Suppose the trustworthiness for each peer is given
as 7-02((0: '=, Op)) =07, 7'03((0’ }2) Op)) =03, 7-04((0a i=
,0p)) = 0'4’ T21(<0’ |=: Op)) = 08, 7-31((0’ I=,Op>) = 0‘5’
141{(0, }=, op)) = 0.6, and 751 ({0, =, op}) = 0.5. Here, the

ranking factor pg; ({0, |=, op}) to p; is (0.8-0.740.5-0.3+
0.6-0.4)/3 = 0.317. The trustworthiness 751 ({0, |=, op)) is
not considered in the ranking factor pg; since ps is not an
acquaintance peer of pg. According to the traditional repu-
tation concepts [16], the ranking factor pg; is given as (121
+731 + 741 +751) /4=(08+05+0.6+0.5)/4=06. If
ps is not trustworthy for po, e.g. ps is malicious, pg; is not
reliable. Only the trustworthiness of a trustworthy acquain-
tance peer is considered. In the paper [15], we show how to
shake off the trustworthiness from an untrustworthy peer.

Let 7;; and o5 stand for 7;;({0,0,0p)) and o;;({0,0,0p))
for an access request {o0,0,0p), respectively, for simplic-
ity. Each peer pi distributes the trustworthiness 7x; for
every acquaintance peer p; to every acquaintance peer in
the view view(py). Each peer p; calculates the ranking fac-
tor p;; by using the formula Rank(p;, p;, (0, O, op )) =
Y pieview(p:)Tik * Thi | [{ Pr € view(py) | Tir - 75 # O}.
The ranking factor p;;({o, O, op)) is changed with Rank(p;,
pj.(0, O, op)) after updating the trustworthiness informa-
tion in AB;.

4 Implementation

4.1 Acquaintance bases

Each peer p; maintains an acquaintance base AB; to
store the view view(p;) and acquaintance information ob-
tained from the acquaintances. A scheme of AB; is givena
tuple (pid, sid, oid, op, req, o, T, p, {1id} ) of attributes.
Here, an attribute pid shows an identifier of an acquaintance
of p;. oid is an identifier of an object, req is a type O of ac-
cess request € {|,F, =}. sid is an identifier of a peer which
supports service satisfying the request req on the object oid.
op is a method. o, 7, and p are the satisfiability, trustwor-
thiness, and ranking factor of p; to the acquaintance peer
pid, respectively. iid shows a set of informing peers which
informs p; of the acquaintance information. Suppose a peer
p; newly obtains an acquaintance peer p; which is a target
peer of an access request {0,0,0p), i.e. p; —(p; Oop 0).
A tuple (p;, p;, 0, 0p, O, 035, Tij, Pij» - ) is stored in AB;.



Here, 0i; = 6; and 73 = Trust0(0, 0ij, @;) =(1 - a;)oi;. The
ranking factor p;; is obtained by Rank(p;, p;, (0,0,0p)).

Next, suppose a peer p; is an acquaintance of a peer pj.
where py Oop 0 and sends acquaintance information p;—
(pr Oop 0) to a peer p;. On receipt of the acquaintance in-
formation from pi, a tuple (p;, Pk, 0, op, O, 03, Tij, Pijs
-) is stored in AB;, where oy; = 6; - 0k, Tij = TrustO(t;j,
Tij» a;) = a; - Tij + a- a)-aij, and pij = Rank(pi, Dj»
(0,0,0p)). In addition, a tuple (pi, pk, 0, op, O, ik, Tik,
Pik, {P;}) is stored in AB;. If the trustworthiness in the tu-
ple is updated, the trustworthiness of the tuple of py, is also
updated. In the manipulation, the informing peer p; in the
tuple is removed after it takes time. Here, oix = 6;-0jk, Tik
= (1l - @;)-0ik, and p;x = Rank(p;, p;, (0,0,0p)). Suppose
p; issues an access request (o, 0, op) to py by using the ac-
quaintance information tuple (px, Pk, Or, 0p, O, Gik, Tik,
Pik. {p;}) in AB;. Then, p; receives the reply from py and
obtains the satisfiability o. Here, the tuple is updated as o
= ¢ and 7y is changed with TrustO(Tix, 0, o;) = (1 - a;)Tik
+ a; - 0. The ranking factor p;i is changed with Rank(p;,
pj» (0.0,0p)). In addition, 7;; of a tuple { pj, p«. o, op, O,
Oij» Tijs Pijs {pl} ) in AB; is changed with Trustl(7sj, Oik,
B =0 + (1 - B)ow) - 1ij. I éid # ¢, T of (py, - - -, Tar,
-++) in AB; is also changed for every peer p; in iid since p;
is introduced to p; by p; as discussed here.

4.2 Inter-peer communication

A peer communicates with acquaintances by exchang-
ing request and reply messages. Suppose a peer p; sends
an access request (o, 0, op) to an acquaintance peer p;. A
request message g is composed of the following fields:

g.id = unique identifier of the message q.
g.src = requesting peer p;.

g.TTL =TTL (time to live) of the message q.
g.oid = identifier of the target object o.

g.op = method op.

q.atype A = type of access request.

In this paper, we assume there is some mechanism to as-
sign a unique identifier to each message. Each time a mes-
sage m passes a peer, m.TTL is decremented by one. If
m.TTL =0, mis discarded. i

Suppose that a peer p; receives a request message g for
an access request (o, 0, op) from an acquaintance p;. The
peer p; checks if p; supports service required by the access
request {(on, 0, 0p). If supported, i.e. p;0opo, p; sends a
reply message 7 to the requesting peer p;. Otherwise, p;
forwards the request ¢ to the acquaintances. A reply mes-
sage 7 includes the following fields:

¢ r.id = identifier of the reply message .

e r.sTc = source peer which sends 7.

o 7.gid = identifier g.id of the access request g, i.e. 7 is
a reply of the request gq.

r.0id = identifier of the target object, r.0id = g.0id.
r.sid = identifier of the target peer.

.0 = satisfiability of p; to the target peer r.sid.

r.7 = trustworthiness of p; to the peer r.sid.

r.p = ranking factor of p; to the peer r.s1d.

Since the peer p; is a target peer of the object o, p; sends
the requesting peer p; a reply message r such that r.oid =
o, r.8id = p;, and r.o = 0y = 1. If p; P, o, p; searches
the acquaintance base AB; for tuples of the access request
(0,0,0p). Suppose a tuple { p;, px, 0, op, O, 035, Tij, pij,
py ) is found in AB;. Here, j = k if p; —(px Oop 0). If
Pi—(pj—(pk|0)), j # k. The peer p; sends a reply message
7 to the requesting peer p; where r.sid = py, 7.0 = gyj, .7
= Tij, and 7.p = p;j.

If not found in AB;, p; decrements q.TTL by one. If
d.TTL > 1, p; forwards the access request g to every ac-
quaintance peer. The peer p; waits for a reply from the ac-
quaintance peers. If ¢.TTL = 0, p; discards q.

On receipt of a reply message r of the request g from p;,
a peer p; updates AB; as follows:

1. Ifa tup]e ( Pjs Pks Oh, OD, aq, Tij» Tijs Pijs Pf ) is
found in AB;, oyj, 75, and p;; are replaced with .o,
a;-7ij + (1 - ;)-03, and Rank(p;, p;, (0,0,0p)), re-
spectively.

2, If py # “_", the trustworthiness 7; 5 of p; to py is also
updated as discussed here.

3. If {pj, px, 0,0p, 0, 0:j, Tij, pij, p1) is not found, a tu-
ple { p;, r.sid, r.0id, q.0p, g.atype, 1.0, 7.7, p, _) is
added to AB; where p = Rank(p;, p;, (0,0,0p)).

The peer p; waits for a reply message from every ac-
quaintance peer which p; sends a request message q. If p;
receives every reply message or the timer expires, p; takes
a reply message r whose satisfiability is the largest, out of
the reply messages received. The peer p; sends the reply
message of the request g to the requesting peer p;.

On receipt of a reply message 7 showing p; —(prBop0)
from an acquaintance peer p;, p; perceives that a peer px
is a target peer of the target object o for the acquaintance
p;. The peer p; cannot just take the target peer pj as an ac-
quaintance peer of p;, i.c. a tuple (pk, px, 0, op, O, ok, Tik,
Pik» pj) where Tik = 6,', Tik = Ok, and Pik = Rank(pi, Pij»
(0,0,0p)). Because py might not intend to directly commu-
nicate with p;. That is, the target object o cannot be obtained
by p; without asking the acquaintance peer p;. One way is
that p; sends an invitation message to py. If pi accepts the
invitation to be an acquaintance of p;, px. sends an accepted
message to p;. Here, p; adds a tuple {p, p, 0, op, O, ok,
Tiks Piks pj) to AB;. This is a polite way. In another way, p;
unilaterally recognizes pj, as its acquaintance if p; receives
the information pxO,p0 from another peer p;. Here, (px,
Dk, 0, 0p, O, 0k, Tjk, Pjk, P;) is added to AB;. Then, p;
may send a request (o,00,0p) to pk. If py rejects the request
from p;, oix, Tik, and p;;. are decreased and p; asks p; to be
an acquaintance.

The acquaintance base AB; can include only a limited
number ¢; of tuples. Suppose a peer p; would like to add a
tuple a into AB;. If AB; is full, the tuple a cannot be added
to AB;. Here, a tuple b in AB; is selected and removed to
make a space to store the tuple a by the following rule:

[Selection rule]
1. Select a tuple b where b.7 is the smallest in AB;.
2. if there are multiple tuples at step 1, select a tuple b

where b.p is the smallest in the tuples.



3. if there are still multiple tuples at step 2, select a tuple
b where b.o is the smallest in the tuples is selected.

{(Maintenance of AB;] On recept of a reply message r from
an acquaintance pj, p; obtains acquaintance information:
if pi—(p;00p0), {

03 =1.06;5; StAB(p;, (pj, Pk 0, op, O, 0;-8;, Trust0(0,

. Tij» ai)) ov - 0)); }
if pi—>(P;—(Px00po)); {
Oij = 7'-0"61'; StAB(Pi’ (pJ’ Dk» O, OD, D, Ug’j, TrustO(O,
gij, i), 0, pj, 0));
if p; is not careful, {
Oik = Oij,
stAB(p;, (P, Pk, 0, op, O, oik, Trust00, ok,
} } ai)’ Oy p_‘p 0));

stAB(p;, (pj’ Dk 0, 0p, O, 0, T, p, Py, C)) {
if (¢ = findAB(p;, o, op, 0)) # NULL), {
oij =t.0-0;
upAB(p;, t, oy, TrustO(t.7, 0ij, o), t.p, 0, op, O,
t.iid U {ps});
} else {
if AB; is full, {
one tuple is selected and removed;
(pj. Pk, 0,0p, 0, 0,7, p, py, 0) is stored is AB;;

1
if iid = ¢, return;
for every py in iid, {

u = findAB(py, o, op, O);

if NULL,

“ ;é'r,-k = Tru.s{tl (u.T, Tijs ﬂi);
Pik = Ro“nd(pi9 pk,(o, D’ Op));
11} upAB(py, t, u.o, Tik, pik, 0, op, O, u.iid);

upAB (), t, 0455 Tijy Pijs 0, O, 0p, tid) {
t.o =0ij; t.7 = Tij; t.p = pij; titd = iid; }
findAB (p;, o0, op, O) {
ift=(pi,pj,0,0p,0,---,c)is found in AB;, {
t.c=t.c + 1; return (2);
} else return (NULL); }

5 Evaluation

Each peer is realized as a Java process in the distributed
simulation Neko [11]. A P2P overlay network includes n
(21) peers p1, - - -, pn. Initially, each peer p; is in an ac-
quaintance relation with {; (<n) peers which are randomly
selected. There are m (>1) objects o1, « - -, 0. Each ob-
ject op, is randomly distributed to some number of peers.
Here, the distribution ratio ¢, is the ratio of the number I},
of peers each of which holds a replica of an object oy, to the
total number n of the peers, ¢, =l / n. The acquaintance
base AB; of each peer p; can admit at most ¢; tuples.

In the simulation, one peer p; is randomly selected as a
requesting peer and an object oy, is also randomly selected
as a target object. We consider a detection request in the
evaluation and a simple flooding algorithm to send the de-
tection request. The selected peer p; sends a detection re-
quest {op, |, -) message to every acquaintance peer of p; to
find target holder peers of the object o5. This is the first
round. Then, one requesting peer and a target object are

randomly selected again. The requesting peer issues the de-
tecting request as presented in the first round. This is the
second round. In each round, the acquaintance bases (AB;)
of peers are changed as discussed. Hence, acquaintance in-
formation is distributed to the more number of peers after
more rounds. However, since the volume of AB; of each
peer p; is limited, some acquaintance information might be
lost due to the tuple replacement. Here, some acquaintance
peer may hold inconsistent acquaintance information. A se-
quence of rounds is referred to as one run. In this evalua-
tion, totally 100 runs are performed.

In the evaluation, we assume that there are 1000 peers,
i.e. n = 1000. Each peer p; is initially related with three
acquaintances, i.e. !; = 3. We assume each peer p; can store
at most five tuples in AB;, i.e. t; =t =5. We assume 7; =
7 for every peer p;. The distant factor §; for each peer p; is
assumed to be 0.5, a; = =0.9, and §; = 8 = 0.9 for every
peer p;. TTL is 7. We assume ¢, = ¢ for every object op,.

First, we measure the hit ratio and the satisfiability for
one object, i.e. m = 1. The hit ratio for an access request is
defined to be probability that a target peer is detected. For
the kth round, the number s (<100) of runs where a target
peer is detected are obtained in the 100 runs. Then, the hit
ratio of the kth round is given as s / 100.

Figure 1 shows the hit ratio for ( = 1 [%] and { = 10
[%]. The horizontal axis shows the number of rounds.

Through interactions among peers, acquaintance infor-
mation is propagated in the network. At the more rounds,
the higher the satisfiability must be. Figure 2 shows the
satisfiability for ¢ = 1 [%] and 10 [%].

Tuples in the acquaintance base AB; of each peer p; are
replaced with new tuples. Figures 3 and 4 show the hit
ratio and satisfiability for sizes of the acquaintance base for
t =3,5, and 10 tuples.

hit ratio (%]
3
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[/
e 1] 10 0 30 40 50 60 70 80 " m
aumber of request
Figure 1. Hit ratio.

6 Concluding Remarks

We discussed how each peer trusts acquaintances in a
peer-to-peer (P2P) overlay network. First, types of acquain-
tance relations are defined with respect to types of service of
each peer. In addition to finding where a target object exists,
a requesting peer has to find an authorization acquaintance
to obtain the access right and a manipulation peer which
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Figure 2. Satisfiability.
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Figure 3. Hit ratio for acquaintance base size.

can manipulate the target object. Based on the acquaintance
relations, we defined the satisfiability of an access request
issued to an acquaintance peer in terms of types of service.
Then, we defined the trustworthiness of each acquaintance
and the ranking factor of each peer by aggregating the satis-
fiability obtained through each interaction with the acquain-
tance. We discussed how each peer behaves to obtain the
trustworthiness and ranking factor by issuing access request
to and receiving replaces from acquaintances. We evaluated
how the trustworthiness and satisfiability of acquaintances
are changing through interactions among peers.
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