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Abstract 

RSA isαvery popularαnd secure public key cryp-
tosystem， but the security陀 lieson the difficulty 0 f fiαc-
toring lαηe integers. The General Number Field Sieve 
(GNFS)α19o吋thmis currently the best known method 
for fiαctoring lαrge integers over 110 digits. Our previ-
oω work on the parallel GNFS algorithm， which inte-
grated the Montgomery匂blockLanczosμ9}α19orithm 
to solve the large and spar8e linear systems over GF(2)， 
is less 陀 liαble.

In this paper，ωe suω'essfully implemented the par-
allel Geneml Number Field Sieve (GNFS) algorithm 
αnd integrated withαnew algorithm for so1-悦ng1αηe 
αnd spαrse lineαr system cαlled lookahead block Lαnc-
zosα19o吋thm/6}. This new algorithm is bαsed on the 
look-αhead technique， which can provide more reliabil-
ity. The algorithmωη find more dependencies than 
Montgomery匂blockLanczos method using le8s itera-
tions. The detailed experimental陀 sultson αSUN clus-
terωill be presentedωωell. 

1 Introduction 

Today， RivesレShamir-Adleman(RSA) algorithm 
[17]恒themo抗 popularalgorithm in public-key cryp-
tosystem. It also h邸 beenwidely used in the real-
world applications such舗 internetexplorer， email 
sys七ems，online banking， cell phones and many other 
places. The security ofぬ抱 algorithmmainly relies on 
the difliculty of factoring large integers. Many integer 
factorization algorithms have been developed. Exam-
ples紅 e: Thial division [18]， Pollard's p・1algorithm 
[15]， Lenstra Elliptic Curve Factorization (ECM) [10]， 
Quadratic Sieve (QS) [16] and General Number Field 
Sieve (GNFS) [1， 2， 3， 12] algorithm. GNFS包thebesむ
known method for factoring large composite numbers 

over 110 digi旬 sofar. 
Although GNFS algori出m詰thefas七回七 oneso far， 

it still .takes a long む凶eto factor large 泊tegers. In 

order七oreduceむheexecution time， one natural solu-
tion is七0凶 eparallel compuもers.The GNFS algorithm 
contains several steps. The most time consuming step 
is sieving which is used to generate enough relations. 
Thiss旬pis very suitable for p釘 allelizationbecause the 
relation generations are independent. Another possi-
ble s加Pis， in GNFS， the Montgomery's block Lanczos 
[13] algorithm. It is used to solve 1町 geand sp釘 se
lineぽ systemsover GF(2) generated by the GNFS al-
gorithm. The disadvantage of this block Lanczos is less 
reliable. The lookahead block Lanczos [6] 加 overcome
this disadvantage and improvedもhereliability of block 
Lanczos algorithm. In this paper we have successfully 
implemented the lookahead block Lanczos algorithm 
together wiぬ theGNFS algorithm. 

The left of the paper is organized as follows: we first 
briefly describe the original GNFS algorithm in sec-
tion 2. Then we present two block Lanczos algo出 hms，
namelyもheMontgomery's block La附 os[13] and the 
lookahead block Lanczos algori七hm[6] in section 3 and 
4 respectively. Section 5 shows the detai1ed implemen-
凶七ionand corresponding p町 allelperformance res叫句.

2 The GNFS Algorithm 

The General Number Field Sieve (GNFS) algori七hm
[2，3，12]泊 derivedfrom the number fields sieve (悶S)
algorithm， developed by Lenstra et al [11]. It isもhe
fastest known algorithm for integer factorization. The 
idea of GNFS is仕omthe congruence of squares alg'か
rithm [9]. 

Suppose we want色ofactor an integer n where n h邸

two prime fac七orsp and q. Let 's assume we have two 
integers 8 and r， such th叫 82and r2紅 eperfect squ紅白

and satisfyむheconstr凶nt8
2

三 7・2(modn). Since n = 

pq， theおllowingcondi七ionsmust hold [2]: 

pql(;-r'2 )キ pql(s-r)(s付 j

キpl(s-r)(s十r)and ql (s-r)(sチr).

We know that， if clαb and gcd(b，c) = 1， then clα. 
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80 p， q， r and s mus色sat泊fypl (s-r) or pl (sチr)and 
ql (s-r) or ql (sチr). B錨 edon色his，i色canbe proved 
that we can find factors of n by computing the greatest 
common divisor gcd(n， (s+r)) and gcd(n， (s-r)) wi色hthe 
possibil比yof 2/9 (see [2]). 

Therefore， the essence of GNF8 algoriぬmis b邸 ed
on the idea of the fa瓜oringn by comp凶ingthe gcd( n， 
S押')and gcd(n， s-r). There釘 esix major steps [12]: 

1. 8electing p釘創neters:Choose飢 integermEZ and 
a polynomial f which s叫isfyf(m)三 o(mod n). 

2. Defining three factor basωrational factor base 
R， algebraic factor b邸 eA and quadratic ch町邸ter
b蹴 Q.

3. 8ieving: Generate enough pairs (1α，b) (relations) 
もobuild a linear dependence. 

4. Proc鰯 ingrela:七ions:Filter 0¥訪問efulpairs (a， b) 
色hatwere found from sieving. 

5. Building up a large and sp町田 l泊e町 systemover 
GF(2) and solve it. 

6. 8quaring rooむ，凶ethe r邸叫ts仕omむheprevious 
前epto generate two perfect squares，むhenfactor 
n. 

3 Montgomery's Block Lanczos AIgo・

rithm 

Montgomery's block Lanczos algorithm w凶 pro-
posed by Montgomery in 1995 [13]. This block Lanc-
zos algorithm is a vari銅色 ofstandard Lancozs method 
[7，8]. Both Lanczos algoriぬ四位eusedもo叫 velinear 
systems. In七hestand町 dLanczos algorithm， suppose 
we have a symmetric matrix AE~xn. Based on the 
no同 ionsused in [13]，色healgorithm can be described 
as follows: 

叩o = b， 

4-1UJj T dA司L2Wi_l

問 =Am-1-ZwFA切'j
(1) 

j=O 

The iteration will stop when 叫=0.{町， W}， ...叫}
紅 eb槌詰 ofspan{b， Ab， A2b，・・・}wi七hthe properti回:

The solution z can be computed鎚おllows:

z= 恥~ w[b ω・
おwiTAwi-~ 

(4) 

Fur色hermorethe iteration of叫 canbe simplified舗

あllows:

... ...Aω←1)T(Aωω) 
向=Aω←1-wL(Aω←1)ω←1 

(Aω←2)T(A均一d
ω乙2(A却は)-Wi

-
2・ (5) 

The total time for the 8もand紅 dL阻 czosalgori色hm
is O(dn2)十O(n2).

The block Lanczos algoriぬmis an extension of the 
8tandard Lanczos algorithm. by applying it over field 
GF(2). There are some good properti関 onGF(2)， for 
ほ ample，we can apply matrix色oN司rectors抗 atime 
(N面白ecompu附 wo吋)and we can also do bitwise 
operations. Insもeadof using vectors for i色eration，we 
m泊gsubspace instead. Firs色wegenerate subspace: 

Wi is A -invertible， 
14JFA同={O}， {i # j}， (6) 

AW  c; W， W = Wo + W1 + ... + Wm-1・

Then we define z to be: 

t二~W'.;WTb

x= )， 一一 ' 
(7) 

i=O .... j 

where W is a basis of W. The iteration in the 前an-
dard Lanczos algorithm will be changed to: 

Wi = ViSi， 
z 

Vi+1 = AWiS[ + Vi-玄WiCi+1，j (iさ0)，
j=O 

同=(Wi，) (8) 

in which 

0..1.1'; = W，J A(A wisf + Vi) 
i+l，j 'W'W ... T (9) 

¥10三i<m， ωfAωi# 0， (2) T凶 iterationwill stop when ViT AVi=O where i = 
m. The iteration can a1so be simplified舗 follows:

¥10三i<jくm，叩fA切Ij=ωf AWi =0. (3) Vi+l = A ViSiS'[ + ViDi+l + Vi-1E削+Vi-2Fi+l・
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name number 
tSt10030 727563736353655223147641208603= 

743774339337499・978204944528897
F739 680564733841876926926749214863536422914= 

5704689200685129054721・59649589127497217
ts色15045 799356282580692644127991443712991753990450969= 

32823111293257851893153・24353458617583497303673
BriggS51 556158012756522140970101270050308458769458529626977= 

1236405128000120870775846228354119184397・449818591141
七st20061 1241445153765162090376032461564730757085137334450817128010073= 

1127192007137697372923951166979・1101360855918052649813406915187
ts七25076 3675041894739039405533259197211548846143110109152323761665377505538520830273= 

69119855780815625390997974542224894323・53169119831396634916152282437374262651
Table 1. The composite number n and the results a悦erInteger factorization 

where Di+1， Di+1， Di+l can be computed: 

D臥t峠+村= IN 一w叫;m吋(V可'[A必2V杭iSiSぽ'[+V可'[AV杭刊i)

Ei件+判一w!士~~V'[AViS，S好'[， (10) 

Fi+l -wお(IN-VLIAVi-l w1~~) 
(v'f-1A2v←lSi-1S'f-l + V'[_lAV←!)SiS'[. 

Si包 佃 NX Ni projection matrix. We can reduce 
色hei七erationtime from O(n) to O(n/lりusingthe block 
Lanczos algori七hm.

4 Look-ahead Block Lanczos AIgか
rithm 

The Look-ahead block Lanczos algorithm proposed 
in Hovinen [6] h邸 somead叫 agescomp紅 edwiもh
Montgomery's block Lanczos叫gorithm: first of all， 
this algorithm is bi-orthogonalizing， so the input ma-
trix does no色need七obe symmetric. Secondly，抗 solvl偲
ωbreakdown problem， namely (WiT AWi={O}). 

First we choose tb and t句仕om1RnxN • tb and t勾
are choosing uniformly and randomly. Then we will 
compu色e'lJ}， 句 γ ・・ ， 叫n-land Ul， 'l勾p ・・・ ， 叫n-l・

For each iteration， we build up two matrices ei andωt 
sa;出身むhefollowing conditions: 

1. eiAωi is invertible. 

2. For each 0壬i< j < m ， eiA 'l1i=0 and uf A凶 =0.

3. EDお1(ふ)=ED立。(ATt句)，
@ZSI(ωi)=ED立。(A句).

We also define variables vわぬ， h，64，e;，匂， σrand 
σr have the properti白:

1. v; Av， = 0; 

2. uf AVi; 

3.包FAgt恒 泊ve凶ible.

σ:組 dσ?紅 etwo matric偲泊 1[{NxN組 dVi=句σ;，
Ui=UiO'f.向+1and t勾+1can be compu旬 by:

向+1=ATUi一乞也飢え)TAT吟)-1(え)T(AT)弘， (11) 

的+1= AVi -~ン飢え)TAえ)-1(え)TA弘 (12) 

IfdTA2山 fullrank， V~+1 can be definedω: 

V;+1 = (tiil17i+l) ， (13) 

otherwise 
呼=(ザー11η3). (14) 

17i+l is a matrix consisting of columns of V，+l・
F泊ally，七hesolution x can be calculated by: 

ミー1伊(包r)Tbf m(15 )  
お(伊)TAvr'

5 Implementation Details 

As we mentioned beゐ，re，ぬ，emos色色泊leconsuming 
P紅色 inGNFS is色hesieving parιThis p紅色 h凶 al・
陀 adybeen paralleIized in our previous work [19]. An-
other part in GNFS program can be si，伊埠cantlyim-
proved is to solve the large and sp紅 seline町 S戸七ems
over GF(2)泊 p町 allelby look-ahead block Lanczos al-
gorithm， in抗eadofぬeMontgomery's block Lanαos 
algoriむhmwhich is less reliable. Our parallel code is 
built on the sequential source GNFS code仕omMon-
ico [12]. 
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5.1 Parallel sieving 

The sieving step in sequential G NFS is very sui七able
ゐrp町 allel.The purpose of sieving is to find enough 
fψ，) pairs. The way we do sieving is: fixing b， let a 
change仕om-N to N (N泊 ainteger， usually larger 
もhan500)，もhenwe check each (a， b) pair whether i色
smooth over factor b邸 es.The sie吋ngfor next 'b can 
not start until the previous sieving面白nished.

In para11el， we use severa1 proce部orsdo sieving si-
multaneously， each slave node tak偲 asma1l range of b， 
then send results back to masむernode. The deぬiled
para11el sieving implementation c組 befound in [19]. 

5.2 Hardware and programming environment 

The whole implementation uses two so島warep副主-
ages， the sequentia1 GNFS code仕omMonico [12] 
(Wri抗enin ANSI C) and sequentia1 Look-ahead block 
Lanczos code from Ho巾 en[6] (Written泊 C++).For 
parallel implementation， MPI (Mωsage Passing Inter-
face) [5] library is used. In order七odo町 bitr町ypreci-
sion凶 hmetic，the GMP4.x is a1so used [4]. We use 
GUN compiler to compile whole program and MPICH1 
[14] for our MPI lib町・ Theversion of MPICH2 is 
1.2ふ2.The clus色erwe use is a Sun clus七er仕omUni-
versity of New Brunswick Canada whose system con-
figurations is: 

• Model: Sun Microsystems V60. 

・Architecture:x86 cluster. 

• Processor coun色:164. 

• Master node: 3 GB regis旬redDDR・266ECC 
SDRAM. 

・Slavenode: 2七o3 GB registered DDR・266ECC 
SDRAM. 

h ぬeprogr邸 n，Each slave node only communicates 
with the master node. Figure 1 shows the ftow chart 
of our parallel program. 

6 Performance Eva1uation 

Wehavesixt回 tcases， each t邸 tcase have a different 
size of n， a11 are listed in Table 1. 

The sieving time increases whenぬesize of n in-
creases. Table 2 shows七heaverage sieving time for 
伺.chn with one procωsor. Table 3 showsぬenumb町
of processors we use for each test case. Figure 2 and 
3 show出etotal低 .ecutiontime for each色白色 C槌 ein
seconds. 

The色ota1sieve timeおr色白色 case:旬色100，F7，白色150，
Briggs and胤 200紅 epresented泊 Figw;e4. Figure 5 
giv1ωthe sp回 d・upsand para11el efficiency for each tωt 
case with different proc回 sornumbers. 

Flgure 1. Each processors do the sieving at 
the same time， and all the slave nodes send 
the result back to master node 

One explanation of inefficiency in this parallel imple-
m阻むation面白ecommunication time. Inぬisprogr却し

we assume b change仕ombo to b1， use p processors， 
the total m邸 sagesend and receive is 仰向-b止金字1.)
(every sieve resulむcontains七hreemessages)， these mes-
sages will be buffered and send to m鎚 terwhen sieving 
is finished in each processor. This cause a lots of com-
mu凶cations釦 dmakesぬemaster node very busy. 

Another explanation source of inefficiency包 the
loading ba1ance. The m邸 ternode h鎚七owait until all 
むhemessages are received仕omslave nodes. Further 
improvement is being conducted. The deむailedres叫ts
will be reported in the ne紅白色ure.
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