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The design and implimentation of Automated Worm Fingerprinting for

high speed transmission unknown worms with IDS
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Damages from worm attacks are increasing on the Internet. IDS is a system which observe packets to de-
tect attacks. IDS has to define attacking signature in advance. Therefore it is effective in defined attacks,
however it is not effective in unknown attacks. Automated Worm Fingerprinting is well researched to
solve this problem, however it creates duplicated signatures. This research suggest and design Automated
Worm Fingerprinting without duplication method for high speed transmission unknown worms which IDS
is not supporting. In this research, we also implements a prototype system to evaluate. From the result
of evaluation, this system indicates it can automatically create worms fingerprint without duplication in
high load network.
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