2V FAF 4 TRIEEHBRABY—2 a3 v7) FERISEIZA

24y FRIDEHEICIDZAER Yy bT—7€F 21U 7 1 A L#E4E

ENBR! SBveat FREAY HEAL BHRSEH
AR AT MR, | BERBKFRER B - A 7 1 THIEH

{sagawa, hitomi, masato, haru, hxt} @ht.sfc.keio.ac.jp

A5 =39 bRENBRY VT = Do EONEAR Y bT— 2133 2B ML, 1F
RoOYMPL, EHEEROFEP 2 S FTELMEALFIEEILTWS. 22T, TN6EHT774
T A= VRRARMY AT & (IDS) e EDBRBHL (bR TVE. L LIhoDRIZAE
Ay FI—HROBBEEEL TV EWVWD, ALy P72 B0nTHhRelim b€ 5 LB
bb. £ZT, 2y FT—7 A4 v FIIEBEXMR, ReM2m L S¥ 51 Dynamic DeFense Switch
(DDFS) #1#% 9 5. DDFS 2k > T, COMBLHRL, SVKE2F v PT—7 2R HET 5.

A Local Network Security Improvement System
Using Cooperation Between Switches

Hiroto Aida?

TFaculty of Environmental Information, Keio University
tGraduate School of Media and Governance, Keio University

Akihiro Sagawa’  Hitomi Takahashi! Masato Saito? Hideyuki Tokuda'-#

Increasing computer security attacks from external networks like the Internet to internal local area net-
works (LAN) like office networks, lead to some problems such as falsification of information and loss of
administrative right. There are some widely used defense systems against these attacks — firewall and an
Intrusion Detection System (IDS). However, these defense systems do not assume any attacks between LAN
hosts. We should pay attention to security for LAN and its hosts. We propose Dynamic DeFense Switch
(DDFS) which improves existing LAN switches. DDFS solves the LAN security problems and realizes the

more secure LAN.
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