
マルチメディア通信と分散処理ワークショップ 平成10年11月

Key Sharing Method for Flexible Virtual Private Networks 

Mirang PARK"t， Akira WATANABE"t， Naonobu OKAZAKI"t and Tetsuo IDEGUCHI"t"t 

t Information Technology R&D Center，島IfitsubishiElectric Corporation 

5-1-1 Ofuna， Kamakura， Kanagawa， 247・8501Japan 

t t Faculty of Information Science and Technology， Aichi Prefectural Univ. 
Nagakute， Aichi， 480・1198Japan 

E-mail: mirang@kousoku.isl.melco.co.jp 

Abstracts FPN (F1exible virtual Private Network) is a new service which provides secure end-to-end 
communications. When constructing FPN using secure encryptiou device， key sharing mechanism is a major 
technology. 1n this paper， we propose a key sharing m巴thodto apply FPN over the ente中ris巴目etworksand 
d巴finecommunication characteristics for its realization. 1n this method， all communication entities in a FPN 
request a session key to key management entity and share the samc cncryption key. Also， to keep the s巴crecy
of FPNs well， session keys should be updated frequently. An application of this method for secure 
communication systems will show that inexpensive and f1exible VPNs with various communication groups can 
be constructed easily. It is also shown that the proposed method works effectively in an enterprise network 
system. 
Keywords Virtual Private Networks， Secure Communication Group， Key Distribution， Key Shari目g，Data 
Encryption 

1. Introduction 

VPNs (Virtual Private Networks) are remarkable new 
services that provide seωre group communications. 
However， it has a problem that it can not provide a 
construction method of a seωre end-to-end 
communication group independent from IP subnetworks. 
Also， users of VPNs communication groups can not join or 
leave in tbe group at any time. Therefore， it is necessary 
to consider a method that could be f1exibly construct end-
to-end VPNs over the Intemet and enterprises networks. In 
白ispaper， we consider a constructing metbod f1exible end-
to-end VPNs (we call here“FPNs") and a key sharing 
method between the sender and the receiver for secure 
end-to-end communications. 
Now， Internet standardization is being progressed by the 
IPSEC (IP S巴curity)WG of the IEfF to support tbese 
technologies， which defines enαyption formats[1)[2)[3J岨 d
sharing mecbanisms of encryption keys[4]15J. 

In [4]， it is proposed to distribute a key ac氾ordingto 
request from eacb communication entity and to negotiate 
each otber. In tbis method， all the communication patbs 
have differeut keys. It may be able to build f1exible 
networks， but settings and management will be 
complicated because number of keys increases 
dramatically wben a system grows. 
We consider a pre-distribution metbod for FPNs， whicb 
distribute a key from management entity to all 
communication entities beforeband. This is easy to 
define groups and number of keys stays reasonably small 
even in a large system. However， there is fear that tbe 
entire system will be exposed to danger in tbe case tbat 

someone compromizes tbe key. To keep the secrecy of 
the secure communication groups well， session keys 
sbould be updated frequently. Also， authentication 
between communication entities and key management 
entity is necessary. We propose a key distribution proto∞l 
based on user autbentication. 
We first consider a construction metbod of FPNs，四d
give some problems of tbe key sharing for FPNs. In 
section 3， we propose a secure aud e田cientkey sharing 
protoω1. We define key distribution sequence， key 
searching method and command packet format for 
realization. Section 4 discusses an implementation and 
estimation of the proposed method. We realized a simple 
trial system on tbe LAN and measured key sharing time. 

2. Flexible Virtual Private Networks 

VPNs is most commonly implemented in firewalls， 
allowing organizations to create secure “tunn巴Is"across 
the Intemet. We consider a加uta construction method that 
is easy to define a f1exible secure communication group 
that is protected from the various security threats. 

2.1 Construction Methods of FPNs 
FPN defines a secure communication group by a single 
encryption key (session key). Tbis provides noteworthy 
new services that a user can being to multiple secure 
communication groups. Fig.l shows a construction 
methods of FPNs that is applied to ente叩risenetworks. 
Here， EU (enαyption unit) could be implemented such as 
a hardware-type encryption device or software-type 
encryption device. In this system， syst巴m manager can 
manages FPNs easily by using a MGE (management 
equipment) that manages encryption keys and users. It will 
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MGE: Managem巴ntServer EU: Encryption Unit Ki: Encryption Key 

Fig.1 Construction methods of FPNs. 

show that inexpensive and t1exible secure communication 
groups can be constructed easily. 

2.2 Problems of Key Sharing 

When a constructing these FPNs， a key sharing metbod 
between the sender and the receiver for seωre end-to-end 
communications becomes an important problem. We first 
discuss some problems to be solved on key sbaring for 
FPNs and then briet1y state how to solve the problems. 
Here CEi describes a communication entity， which 
represents a communication terminal or a set of them， and 
MGE is a management entity. 
(1) Securi，砂problem
On the key sharing process， there are many types of 
security threats as below. 

• Masquerade 01 MGE: intrudιrs create false session 
keys. 

• Masquerade 01 CE: one user pretends to be another 
user. 

• Eavesdropping: third person monitors tbe key 
distribution sequen田 andanalyses the session key. 

• Data Manipulalion: because of inadequate access 
control， packet data are modified on the way of 
transmisslOn. 

• Repl，句1:in order to disturb a key distribution action， 
previous sequ四回sare sent to MGE. 
To protect masquerade threats， authentication of CE and 
MGE is necessary. Also certification of packet data could 
be performed for checking of modification. Careful 
definition of packet formats and selection of strong 

encryption algoritbms can solve data manipulation and 
replay. 
(2) Peげ'onnancetime 01 Key update 
ln order to update session keys， entire systems may be 
temporarily stopped to distribute new keys to all 
communication entities. Tberefore， shortening tbe time of 
the key distribution is very important to keep high 

performance. 

(3) Conflict 01 Keys 

MGE CEl" .. CEi .... CEn 

ncqUt'5t I，KEY-REQ 
Pal1 
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Part 

Key 
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Fig.2 Key distribution sequences. 

ln key update process， there is a time when old and new 
keys exist simultaneously. lt is feared that an incorrect key 
could be decrypt ∞ntents of packet. To e1iminate cont1ict 
01' keys， key sharing proto∞1 must have a key elimination 
mιchanism. 
(4) Search 01 Keys 
lf a CE is included in multiple FPNs， a has a multiple 
session key. It is necessary to decide a key automatically 
for each data. To decide a key， key sharing protocol must 
have a key searching sequenα. 

3. Key Sharing Method for FPNs 

h 也issection， we propose a key sharing method for 
FPNs， whicb solves the above problems. We describe a 
key distribution sequence， key searching method and 
packet format as below. 

3.1 Key Distribution Sequence for FPNs 

We propose a key di抑 ibutionmethod based on key 
elimination mechanism to prevent conf1ict of keys. We 
consider that entire systems may be temporarily stopped 
for distribution of new key to all communication entities. 
As shown in Fig.2， tbe sequence consists of a key request 
part， a key distribution part and a key update part which 
aims to avoid conflict of keys. Authentication is performed 
in these parts. We assume that MGE is positioned at 
physically safe plaα. 

i) CEi→MGE: KEY-REQ 
At first， C日requestsa session key to MGE. 
ii) MGE→ai : KEY-DIS 
MGE distributes a s巴ssion key to CEi referring 
database， which keeps session keys. 

iii) CEi→MGE: ACK 
CEi sends acknowledge to MGE. 

iv) MGE→CEi : STOP， CEi→MGE : STOP-ACK 
MGE request白echange of the session key to each CEi. 
Each CEi update a session key and stops data relay 
function by the old key. Each CEi sends acknowledge 

toMGE. 
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(a) saving time of key distribution. 

public key field りmmt?triclay fU?/d 

Encryption field of KEY-DIS consists of 
public enαyption field for public key 
cryptography and symmetric key field for 
S戸nmetrickey cryptography. Master key 
(Km) in public enc吻 tion field is an 
encryption key for symmetric key field. This 
is hash value occurred on each KEY-DIS 

(c) 

Check 
I nformation 

(d) STOP/START/STOP-ACK/STARτ~ACK 

|Command / ACK I 
Fig.3 Key distribution command packet format. 

v) MGE→CEi : START， CEi→MGE: START-ACK 
MGE sends communication restart t.o each CEi 
using the new key 

3.2 Key Searching Method 

We propose a key searching method that selects a session 

key automaticallyおreach data. In出ismethod， ECHO/ 
REPLA Y packet used of ICMP (Internet Control Message 

Proto∞1) to decide a session key. Here， we consider only 
normal sequen田.Other discussions are needed about the 
case of communication error. 

When CEl requests a secure communication to CE2 in 
Fig.l， they can decide a session key according to following 
steps. 
step l:EUl references a table of session keys. 
step 2:EUl sends key search command packet to CE2. 

step 3:EU2 adds own key information to this relay packet. 
step 4:CE2 sends acknowledge to EU1. 
step 5:EU2 renew own key table according to this packet. 
step 6:EUl register communication path information 
between CEl and CE2 to own key table. 
step 7:EUl enαypt a buffered data according to白is

information， and sends to CE2. 

3.3 Command Packet Formats 

We define command packet format of the proposed key 

distribution sequence as shown in Fig.3. In this format， 
each field defines user data on the UDP. It does not 

inf1uence any router. .In the following， contents of each 
packet format are brief1y described. Only command 
packets for authentication and key distribution need 
cryptography. 

(1) KEY-REQ Command 
This is constructed by a header which describes key 

request and ID information. ID information is encrypted 
by RSA， which is an asymmetric encryption algorithm. 

This includes information used for identifying a CE. 
(2) KEY-DIStribution packet 
A hybrid enαyption algorithm for authentication is 
applied for key distribution packet. We combine two 
types of algorithms， RSA， and MISTyllOl， which is a 
symmetric encryption algorithm. This is e回cientfor 

command from MGE. Ksl "-' KsN means 

distributed session keys from the stored MGE 
data base. If a CE is included in two or more 
FPN， corresponding session keys叫Ilbe sent 
simultaneously by using proposed key sharing 
method. Each field includes a checksum that 
was caIculated before encryption. 
σ) ACKnowledge packet 
This includes acknowledge information and 

check information. Acknowledge information shows 
whether the KEY-DIS command has been received by CEs 
correctIy or no1. Check information is the hash value of 
decrypted KEY -DIS packet and used for the authentication 
ofCEs. 
(4) STOP/START packet 
A STOP command stops the relay function of CEs and a 
ST ART command restarts relay function of CEs. 
(5) STOP-ACK/START-ACK packet 
It is a response packet ofSTOP/START commands. 

4. Implementation and Estimation 

In this section， we describe a trial system and estimation 
of the proposed method. We also consider further study 
based on the result of this estimation result. 

4.1 Implementation System 

A trial implementation system construction of the 
proposed method and its specitication are shown in Fig.4. 
10 this system， CE is realized by a network encryption unit 
(EU) and MGE can be realized on workstation (WS). 

NEU MGE 
Inlerface lOBASE-Tx2 
CPU 33MHzRISC 60MHzRISC 

OS OriginalOS UNIX 
RSA Original Soflware Software Package 

NEU:Network Encryplion Unit 
MGE:Management Entity CE:Communication Entity 

Fig.4 A trial implementation system 
and its Specification. 

-215-



MGE 

9.5 

1.1 

(m配)

262 

20 

:[1.3 

:[1.4 

(のKeysharing証明e配e

脚

下
イ
l
L

considerations about communication 

delay time over the network 姐 d

packet error wil1 be needed. 
It is considered that it is necessaηfor 

an application to maintain a state that 

make it possible to resends messages 

whenever communication stops. In 
case of large system via WAN， it is 
desirable to a1together acknowledge al1 
CEs. 

5. Conclusion 11.4 
We proposed a key sharing method 
applicable to f1exible VPNs. We 
defined a key distribution sequences 

and key sharing protoco1. And we 
applied it to 巴nterpris巴 network.

Final1y， we constructed a trial 
implementation system， and measured key sharing time 10r 
proposed method. As a resu1t， it is shown that the 
proposed method works effectively 泌氏ωre

communication systems for lANs or smal1 size enterprise 
networks. 

As future studies， we wil1 consider applying it to large 
system over the Internet such as an extranet. We wi11 
also ∞nsider applying it to multicast application system. 

(b)官AP判問問

Fig.5 Measured values 01 key sharing sequences. 

NEUs are set between hub and communication termina1. lt 
defines a FPN and encrypts/decrypts a communication 

packet by using a shared session key. RSA computation by 
MGE and NEU are realized by software. 

4.2 Estimation of Key Sharing Method 

We measured time for a key sharing sequenαand a 
KEY-REQ sequ四回 betweenMGE姐 done CE. Fig.5 
indicates the result. We also measured time when RSA key 

length is changed as shown in Fig.6. It is shown that time 
for receiving a key acknowledges message increases 

exponential1y with key length. lt is said that 由巳
performanαof key sharing depends largely on RSA 

communication time. 

4.3 Consideration about Estimation Result 

In 3.1， we defined STOP/STRAT commands to solve a 
problem of key conf1ict. However， during this sequence， 
communication between CEs is interrupted. From 

estimation of the trial implementation system， we can infer 
出edelay time as fol1ows. 

As seen in Fig.6， a transIDIssion interval between STOP 
and START for one CE needs 3.3 msec. If we suppose 
0.2 msec of delay time over a router[llJ， the transmission 
interval becomes about 4.1 msec in case that there are two 

routers in the path. From this measurement， we can 
estimate that， for example， in the case of a group incIuding 
1000 NEUs， it needs approximately 4 seconds from when 
the first NEU changes the key to when the last NEU does. 
This means that ωmmunication temporal1y stops in a 
secure communication group at worst for 4 seconds during 

a key change process. Because of retransmission 

mechanisms of applications， this does not cause a serious 
problem in case of LANs or small size enterprise 

networks. 

Because the stop time depends on performance of MGE 

(Key Manage蹴 ntEquipment)， it is necessary to select 
MGE considering system size， kinds of application， key 
exchange method and investment cost. 

1n this estimation， we measured the time. for normal 

sequence. In c.ase of a very large system， further 
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