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Abstract: Recent wireless terminals usually have multiple wireless interfaces, and can switch them to access
networks. TP mobility is the technologies that can keep communication when access networks are switched.
Most of conventional studies about IP mobility focus on IPv6 networks and those about IPv4 networks are
quite few. The Authors have been proposing Network Traversal with Mobility (NTMobile) that can achieve
IP mobility and solving the NAT Traversal problem at the same time. In this paper, we will propose the
detail of mobility mechanisms and implementation of NTMobile that can achieve IP mobility in global IP
networks and private IP networks by introducing virtual IP addresses and constructing tunnels between end
terminals. In NTMobile, applications use virtual IP addresses to achieve continuous communication when
physical IP addresses change due to switching of networks. We have implemented the packet manipulation
mechanisms in Linux kernel module to achieve high throughput performance.
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managed by DCcN
) (FQDN: cn2.dc-cn.org)

NTM Node MN
managed by DCmn
(FQDN: mn.dc-mn.org)

NTM Node CN1
managed by DCcN
(FQDN: cnl.dc-cn.org)

1 NTMobile D#E%
Fig. 1 Overview of NTMobile network.
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Table 1 Assumed patterns of terminal movement.

Pattern | NTMobile node | Correspondent node | Tunnel route after terminal movement

1 G =G G (NTMobile) End-to-End

2 G =G G (General) via Relay Server

3 G =PA4) G (NTMobile) End-to-End

4 G =PA) G (General) via Relay Server

5 P(A) = G G (NTMobile) End-to-End

6 P(A) = G G (General) via Relay Server

7 P(A) = P(A) G (NTMobile) End-to-End

8 P(A) = P(A) G (General) via Relay Server

9 P(A) = P(B) G (NTMobile) End-to-End

10 P(A) = P(B) G (General) via Relay Server

11 G =G P(A) (NTMobile) End-to-End

12 G = PA) P(A) (NTMobile) via Relay Server

13 G = P(B) P(A) (NTMobile) via Relay Server

14 P(B) = G P(A) (NTMobile) End-to-End

15 P(B) = P(A) P(A) (NTMobile) via Relay Server or End-to-End
16 P(A) = P(B) P(A) (NTMobile) via Relay Server

17 P(B) = P(C) P(A) (NTMobile) via Relay Server

G: Global address, P(A): Private address in Network A
P(B): Private address in Network B, P(C): Private address in Network C
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MN Virtual IP MN Real IP MAC
MN's NAT IP MN Virtual IP Original
FQDN MN’s NAT IP IP Datagram
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CN Real IP cader
CN Virtual IP Node ID
NTM Update Request CN's NAT IP Path ID
NTM Update Response :
CN's DCIP MAC
Path ID
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Common Ke
\4 Y [ ] Encrypted
MAC «— Authenticated

2 Ayt—Y74+—%v b
Fig. 2 Message format.

e NTM Header
NTMobile THH T % 2 vt — Y DIl v &% /RT.
Node ID/Path ID ®IHH I Capsulated Packet D356
I3 Path ID 25iisk s 5. 72, 2Rt x v &—
T D41 Node ID 25FLER SN 5.

e Registration Request/Registration Response
NTMobile ¥ KA B 3 L OB E#%, NTMobile fi 4
DT KLV AEHAEEFITHHEINDL A v =TV 2R

e NTM Update Request/NTM Update Response
LN YA VICET IR LoV -5 2 &
THHEESIND Z 2720, Eicxy -2
LAY Ay =T RRT.

e Direction Request
NTMobile i KA EEIR B L OUBE)R, b~ FIVEEE
Z DCIZERT BBRCHH T 2 A v =TV 2R,

e Route Direction
DC % NTMobile ¥R (2 b > A VSR IC L 2 1 &
WAL, P ANVEEZIRRTLIBICHAHT 2 X v
-V EIRY.

e Relay Direction
DC A RS2 b ¥ AV AHKICL S 2 fEH 2 @ L, NT-
Mobile 5 KB D b > A )b ik & f57R 9 5 B AN

© 2013 Information Processing Society of Japan

HAyL—=T%RRT.
e Relay Response
Relay Direction |29 A HERAIGE A v £ — T 2R T .
e Tunnel Request/Tunnel Response
NTMobile KA b > VS % BR$ B BRICFIH S
A= %RT.
e (Capsulated Packet
NTMobile 5K ANEE 24T I BRZ, 77 ) r—a v
T=8 WA TV ENTIP 7= 58 7T L %R,
hTEMEENE TP 7—4 7T LOEREILT KL A
EREELET FLAICIZT Y FEEROMEIP 7 FL A
PRI N TS,

3.3 EEREOIXR T I 3 eI

NTMobile DK & 2450, =¥ FiiRO—JCh 7/o—
SNVIP T R U AZHICHEAET 254, =¥ FiKBCTHE
HME M. TE A5 THADH. NTMobile TlE, NTMobile
Daemon 287 77— a YZEBIZBWTEIELTEBDY,
NTMobile D> 7 1) v FB %475 . £z, I —H V%
FIZBWTC, IPT—% 77208 7t) » 72479 .
ZD72%, NTMobile & i\ 7-B#& @M% EHT 5720
2, BGEO— T T =32 a Y OBIERLELR W, X3

384



BRI F=EmEE Vol.54 No.1 380-393 (Jan. 2013)

MN
=
Real IP : RIP iy Real IP :RIPy; v
FQDN: MN.exp B
Application

DNS Request for A Record

NAT Router DNS Server  Direction Coordinator Direction Coordinator CN

J Real TP :RIPpc ‘ = JRealIP'RIPM(N @ Real IP : RIP ¢
o - FQDN: CN.exp

[Remel [ Aplicaton]

Y

GED)

» | ( FQDN : CNLexp
Node ID 1D

A

< <
Store < <
DNS Reply

DNS Request for NTMobile

DNS Reply for A Record Node Real IP : RIP oy

Node Outer P : Null

Node Virtual IP : VIP ¢y

Y

Y

GED)

A
A

<
<

Dircction Request

Tunnel Request

A4

3>
»

o Yeai)

Tunnel Response

A

<
<

DNS Reply for A Record
<
RIP,,

Capsulated Packet

Do, JPath ID

A

<<

K3 Zu—NVIP &7I7AXR=FMIPBOIXT T a VT

Fig. 3 Connection process between global IP and private IP.
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