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Abstract: Recently, the increasing damage caused by information leakage has become a growing public con-
cern, and an effective security countermeasures selection technique is necessary for companies. In this paper,
we propose a method for security countermeasure optimization considering each project form. A number of
personnel, development, or business hours differ depending on project form and security measures selection
is also different. On the basis of these characteristics of the project form, the proposed method gives decrease
in total expenditure of a company’s security countermeasures selection. Finally, we conducted a case study
to evaluate the effectiveness of the proposed method and confirm the situation where the proposed method

is more valid.
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Fig. 1 An example of an analysis on information leakage.
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Table 1 An example of risk analysis.
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Table 3 An example of loss and minimal cutset of the risk.
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IV ERENGTAYS 300 Jj By, By, By, By, By
X2l T 4 H— 300
Nt daSin 7 (B, By, B,)
PC D2k 1000 J7 (B,, Bs, By
NS R 2 oD TR EE 500
o k2 i B, B, B)
G 0> Vi 300 55 (B,, By, By, B, (B,
9 100 B]2
X2 UT 4 h— 500 J5
N ,*rb—T@/r/nkngﬁ (Bl’ BIS)
PC 0¥ H 1000 J5 (B, B5)

R4 ) ATEGH OB

Table 4 An example of counter-risk analysis.

KRN SR | ERENE | RIR | xBES | R
OFfF | KTE | =24 BIES
k| k
BB e | 01 | 0 [B, By B | L0
éﬁffﬁﬁ* E# | 0.1 | 0 |B, B, By| L0
. 4 B, By,
¢§Q£2ﬁ$® e | 0.1 o | B, B, | 10
12
*Ef&ha;ﬂ;;/]\XT \ﬂLf(t O 2%0 BIB? B]/| 1' O
PCH B LA | [ | 0.2 o | BB |10
17
l "'\": s
U%%Q;;gﬁﬁ (B 0 0 B, 0.05
fii”ﬁ;% b | s | 001 | 0 B, 0. 05
Wt maEaite o B., B,
e T | 0.01 | 0 o Bo 10,05
FOR - Ereisin | S B,
WAZHEHL) (2D WTH IR MR L7-.

4.3 FHMEIEER
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EFEPMRN 225z L.
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A
540 0 0 7311399 262
450 0 0O 446 11.01 21.74
360 0 0 13 731 16.05
270 0 0 0 285 11.01

180| 1.82 0 0 0 446
120 7.87 0 0 0 0
90| 1642 1.82 0 0 0 > =E¥Y

5 10 20 30 50 (A)
3 ITHR10&E7aY s bOlREE (H3iHEEH : 8h)

Fig. 3 Rate of expenditure decrease in process flow 1.

(m) TRE TR s

A

540 0 4451431 2332 352
@ 450 0 2411341902 3053
B 360 0 028 8161431 2572
% 270 0O 0 445 978 1902
B2 180 4 0 028 4451134
=~ 120| 924 1.21 0 028 576
B go0l1704 4 0 0 24

> EEHN
5 10 20 30 50 (A)
4 TRE6OEKETOY s bOWIEE (HHEHR : 11h)

Fig. 4 Rate of expenditure decrease in process flow 6.

N

540| 3.47 952 21.52 2995 4508

450| 284 751 176 26.24 38.72

360| 2.66 54 1373 21.52 3199

270| 342 347 952 1565 26.24

180| 6.22 2.66 54 95872 176

120| 10.68 403 3.01 54 1089

90| 17.77 622 266 347 7.51 =
> BEHW

5 10 20 30 50 (A)
5 THA4OKETOY s FOFEE (LFHEE  14h)

Fig. 5 Rate of expenditure decrease in process flow 4.
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