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Domain Registration Date Retrieval System of URLs
in E-mail Messages for Improving Spam Discrimination

MATSUOKA MASAYUKIY'®  YAMAI NARIYOSHIZ OKAYAMA KIYOHIKO? KAWANO KEITAZ
NAKAMURA MOTONORI® MINDA MASATO?

Abstract: In recent years, many spam mails intending for “One-click fraud” or “Phishing” have been sent to
many unspecified e-mail users. As one anti-spam technology, URL Blacklist based on the URLSs in the spam
mails is well used. However, spammers have been avoiding this technique by getting many new domains,
using them only in a few spam mails, and throwing them away. In this paper, we focus on the domain
registration date related to the URLs in the messages in order to improve the discrimination accuracy of
spam mails. Thus, we address design and implementation of the domain registration date retrieval system
which obtains domain lists from some Top Level Domain registories and records registration dates for each
domain in the lists. With this system, we can retrieve the registration date of a domain by DNS.

Keywords: E-main, spam mail, domain, whois, DNS
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Fig. 1 The layout of the proposal system.
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01 D0000000000O0000000 URLOO [1]
Table 1 Spam URL Distribution based on Top Level Domain
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$ORIGIN NET.

$TTL 900

@ IN SOA a.gtld-servers.net. xxx.verisign-grs.com. (
1309579858 ;serial
1800 ;refresh every 30 min
900 ;retry every 15 min
604800 ;expire after a week
86400 ;minimum of 15 min

)

EXAMPLEO NS NS1.XXY
EXAMPLE1 NS NS17.NAMESERVER1.COM.
EXAMPLE1 NS NS18.NAMESERVER1.COM.
EXAMPLE2 NS A.NS1

(boooo)

02 0O00OOoboooooooboobo
Fig. 2 A downloaded zone file.
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Fig. 3 The processing flow of the prototype system.

02 0oooo
Table 2 The environment of the prototype system.
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Table 3 The number of domains registered in each TLD.
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$ dig ©150.46.47.206 example.net.zone txt

; <<>> DiG 9.6.-ESV-R3 <<>> @150.46.47.206 example.net.zone txt

; (2 servers found)

;; global options: +cmd

;; Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 12040

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;; QUESTION SECTION:

;example.net.zone. IN TXT

;; ANSWER SECTION:

example.net.zone. 3600 IN TXT "20110623"

;5 AUTHORITY SECTION:

net.zone. 86400 IN NS net.zone.

;; ADDITIONAL SECTION:

net.zone. 86400 IN A 150.46.47.206

;3 Query time: 1879 msec

;3 SERVER: 150.46.47.206\#53(150.46.47.206)

;3 WHEN: Tue Jan 24 16:53:30 2012

;3 MSG SIZE «rcvd: 81 J/

04 OD0O0O0ODODOODOODOOOOOODODO
Fig. 4 An example of the domain registration date retrieval with the prototype system.

ood available from (http://www.icann.org/en/registrars/ra-

ugd ooboobobobooboobooboooboo
00000000 (€)2350012200 0000000000
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