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Present Study Status on IT Risk Science
and Its Future Development

Ryoichi Sasaki™

With increase of the dependency of society on IT system, it is becoming difficult to treat IT system related safety issue based
on the conventional IT security approach. Therefore, we proposed “IT risk science” to deal with comprehensive
safety issues caused by not only the injustice but also a natural disaster, failure of hardware and human error, and
having the effect not only to information treated by IT system but also IT system itself and services treated by IT
system. We continued the study on IT risk science after establishing the IT Risk Science Group in Japan
Society of Security Management in May, 2008. In this process, we made the definition of IT risk science clear
and clarified elemental technology to constitute IT risk science and performed those technology developments
partly. The result of the study activities was summarized in the book titled “ IT Risk Science — Beyond the
Information Security”, which was edited by Ryoichi Sasaki and will be published from Kyoritsu Shupan in
January 2013. In this presentation, after introducing our study activities described in the book, we talk about
the future development of IT risk science.
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