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Abstract: With the increasing number of new malware species, traditional malware detection approaches
relying on signature files are being less and less effective, since it is quite difficult for anti-virus vendors to
keep up with the frequent appearance of new malware species. To address this problem, a system called
Anti-malware User Support System, which detects malware files using dynamic analysis and removes them
from user PCs, is developed. In this paper, we model this system as a queuing network model. Then,
using this model, we evaluate the performance of Anti-malware User Support System against the large scale

malware epidemics.

Keywords: malware, dynamic analysis, simulation

1. EU®IC

4H, BABT»SEITHBEO VY = 7 OF A
LTWa, ZRIZEd{Ww, V7= Fx 774V %xHIC
I—HFPCHALLIANAZRMTET v FIAIVAY T
M, Y2 F X T ANVOEEIH LY 7 OHE
BEIZHEICED T, MIEMET LT 5,

—J5, WAETIIZEHO L F 1) 7 14 X ¥ W 5o A
<N = TR Y AT 4 (1], (2], [3], [6] RIET T =
TOKRTAN)ARNT=FR=Z [4] % EHADOY VY =

U B AL BT

Hitachi, Ltd., Yokohama, Kanagawa 244-0817, Japan
2 KDDI #ha &4t

KDDI Corporation, Chiyoda, Tokyo 102-8460, Japan
2)  nobutaka.kawaguchi.ue@hitachi.com

© 2012 Information Processing Society of Japan

THAPFEARRE A B L CABM L TWwa. 2o oIz
DY F )T 4 FAiE GBS ONLED L. I,
T = TEIENT Y AT AL, TV 2 T OFE) E RS
W ZAT) 728, Y7 =F v 77 A VIHKEETIZ, <
VITEBERTLIENTESL. LAL, A4 OEEDOA
TN~V 273k &3 67, tFa) 7412
B9 2 HsA 2 L\ —fe 2 — A5G % O 138 L,
COEIBERETIIT, INLDOTILY = TR
REHESELI LT, FHEYLY 2 T ORI SBERE T
DI VT 2 TR EFEBRT S [~y = 7
I R— b T AT L] OWf3E - BEAEE SN TS,
TN TR AR — PV AT L [14] T, TV
7 = T T 7 A VEREIRRE - C, 22— PC D
SEEET 7 AN (VT 2T THALIIRENH L T 74

2584



BEAIEFREmNEE Vol.53 No.11 2584-2598 (Nov. 2012)

V) BRRTA. BERENIT AV, BRHIS VY =7
FIERRRE, ~ NV 2 TS L VTSNS, 774
WSV = 7 LW S A, BRER Y — VAR e S
BRERY — V& HE AR T 5. &I, BBy — v x 2—
PC ECHETLT, YWY 2 T7OWKBEEETT A, HLD
BERE XA RICEAR T TH o TH, RV AT LEN

L CHEBOBRIERET L 2T, — i1 —FE2i5e L
AN RV L TR ERT A I L EEE 2 5.

AETld, vV 2 7 EL - RE— AT LR
Fa—AY TRy NT=VEFNVTETMET S, LT,
KRBTV = 7RSI A LG E 0, 12—
K= NI AT A0 - BREMfes, 30 ¥a—%3 3
L=y a v #HWCEHEIT 5. 2hE TOBMEMEDE L
&, WRA~YNV Y  TIEG L TSRS NS £ TORY
& SR Ik T & 722 9], [10], [11], [21], [22], [23], &
RCEXa—A T hy NT—2ETFIVIIHEDE, MM
LR ICE R SND ) VY — 2B R E e ZE L THEB
T 5.

B2, REFNVTIE, <7 o THRA - BRER LR AL
HAEBROMIY L2 5E L TET VLT A LT,
BB DREREINE S ED Y AT WERkDINT + —<
AN 2 BB IR L Z LN TE DL, KfElE, <
oy = T EIRIRRNT - BRER Y — VAERIC BT A EE R Hil &
Weo7z, SHEHDOETIVERRL TN,

%10, SRR A IS, YUY o TR — Y R —
b Y AT ADKBBIERGER < Ly 2 I L THETH 5
ZEEIRLT.

Lth FTFTEENTAYLY 2 T A~OPEE LT,
<V = TEIRNT S AT A OFFIZNEEEZ 5NA,
Lo L, EELPMARY vV = TEIGENT S AT 4 %
FI 78 - BRERASSE 0 € 7OVAL - PERERHN & 47 - 72058
X, TNFETITRNW.

DT, 2 B CRAROMEMIEE, 3ETIE, v Vo =T
WHEL—FHE— N AT AOMELYHHT . HFWT,
4EBTIEYNY 2 TRFEL—FHR— 2 27 2 0EKE
TN OWTIRARD, 5 ETIIREARET NV ZHEIE SN
5 HEOETF VTS, YIal—Ya VIR TS.
6EEABDT LD ET D,

2. FEEMZE

2.1 LY T TR

BEO~NVT = TR A G b5 2 LT, HE
vy = TR e FEBT B FERICHE T 2 BT IR I3 B
%\ [5], [7]. CloudAV [5] 1, —#MRT v F 74 VAV
T NREIIENT S AT L% EOBEO VIV = TRRIERE
AL THMELIT) 7Ty b 74 —L4THA. CloudAV
T, 2= PCEEHRL, 77 LAEELIZT7 74V
RN R T 7 ANE LT, BT AT LICEET A, |

© 2012 Information Processing Society of Japan

MY AT LTI, BEO~VY = THRIHIEEEZHWT7 7
ANEGHT S, LT, GHRHREREG LT, ®REHZR
Bk R % KD 5.

LA L, CloudAV TiE, 77 A A<y =7 LHM S
NGEID, By —VIER S N ewio, v vy
T T D AEA R FEBH L T, 72, BBk
TrANEERTAEREEAELTEHT, PCHoE7 7
ANVDFRS R E R, TS AT LRy NI =271k
SHAMDPNDL ) MEND 5.

2.2 YITITOREREIaL—D 3

A7 —=Fy R KRRy NI =T 205 e L, <
7T DG I 2 L—3 3 Y ETIVIE, Epidemiological
Model [8] ZfAFIZ, BAIZIRESI N TS (9], [10], [11].
INEDETIVTIL, BYmARRL X 2 ) 7 4%y FH%5E
M SN B RO ZAb %, o RS20 T
HY 5, ARTIE, V2 T7OFERYyI2L—va v ET
)Lk LT, Analytical Active Worm Propagation (AAWP)
ETNV 9] V2. AAWP € 7OV IS b AR EL O B [ 4
BAMHI RO 5720, < = 7HERE S -k
DR 2 B I RO B L —FH K- P AT 2D
Xa—A T2y NT—=0FTNVEDHMEEDLES T2
Th5b,

F72, BA»OBTHREOHEEZFRE LYV 2T
WETEE, Y32l —3a ICLVEEiLRIgEE LT
Sk [12], [13] 7% &E05H 5.

L2L, EEHESHPMARD, w7 o 7xpkL—
R—= P ATFLDEIN, YN 2 TEHINBN Y AT 4%
GV 2T HEFRDOY I 2L —va rE TV
L, KEBEGEM <Ly 7 120bd 2 YWRESE % 47 -
TWAIIEIEEINETICA V., IhETICIZEEN T
L, VI xTHEEZED R IEGEY IaLb—varng
< [9], [10], [11], [21], [22], [23] TI&, He - BRERHER 2, fif
FITRKD TS (55 1 FPRICERER S L5 2R = 0.001
&), TS L TARIRTIRET 2 ET ML, Fa2—A
YT AV NI =7 BTNVEEAL, BAROBNTRE SRR
FENTICER SNA) Y —AEh EEEETHI LT, T
Y TR LR E, L) IEREICEET A Z YT
&5.

3. WY THREKRI-—YHER-—F N XTFT LA

YNV TR R - AT LIS, KA R
Yo TAPSEASRE A XA 2 LT, YL = T OB
SERE COWREMN R IVY 2 TR K1 ISR
AT LOBEEZ IR,

K AT 2L, VT =2 THRICLELFIHE 4 FEO
<V TR (Vv = THRGTE T 7 A VR
BE, BEHGE~ VY = 7HIERRE, ~ vy = 7T RE, BK

2585



BEAIEFREmNEE Vol.53 No.11 2584-2598 (Nov. 2012)

(Exa7<oF

BIRME

JLITT
FRATHERE

a—ypc (RO 1R

[Osd%rEYe 113
TP —EORMEG EFIYTIRUE
BETIFTH YIEHIFRUE
prom I ) Fono=r
vy DRE-ET
: = BAIDETLHTT
Ty (S)RATLAR— Rk IR @) -
: BB LORE PIANE)T
EFIYTFARA I
_J RHIYTFARA
Ah— b
[ ] wnoarsismmme T

<:> SRT L S E AL A

1 YUY TR R— N AT L OME

Fig. 1 Overview of Anti-malware User Support System.
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Fig. 3 Comparison of detection-removal times for five models.
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Fig. 6 Convergence number of susceptible hosts on SIS model.
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Table 3 Effect of distribution of behavior monitoring time on SIR model.
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Fig. 10 Effect of the number of sample execution processes on

SIR model.
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Table 4 Simulation parameters of sample execution process on
SIR-Similarity model.
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Fig. 18 Effect of number of malware analysis systems on
SIR-MultiAnalyzer model.
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