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Abstract Bilinear pairings on elliptic curves have been applied into many cryptographic
schemes, for example ID-based cryptography and so on. Generally, the pairing computation
is complex and its cost is much larger than the general arithmetic on curves, and much more us-
ing curves of higher genus such as hyperelliptic curves. In this paper, we consider a parallelized
algorithm for pairing-friendly fields, and we report how to construct extension field effectively
for pairings. We focus on parallel Karatsuba method for arithmetic in extension field, and also
consider the pairing algorithm suitable for our parallelized algorithm.

1 Introduction Generally, the calculation method of pairings

is complex and its cost on pairing is much

Koblitz [8] suggested a hyperelliptic cryptosys-
tem such that using Jacobians of hyperelliptic
curves as generalization of using arithmetic on
groups of elliptic curves. Arithmetic on Ja-
cobians of hyperelliptic curves is more com-
plex than on elliptic curves groups. Alterna-
tively, we can take smaller finite field if using
curves of higher genus as keeping a same secu-
rity level.

Pairings on elliptic curves or higher genus
ones have attracted a lot of attention, and have
been applied into many cryptographic schemes,
for example ID-based cryptography and so on.

larger than the arithmetic on curves, and much
more by using algebraic curves of higher genus.

Nowadays GPGPU technology based on GPU
computation has enhanced and it has rapidly
spread in high level implementations for cryp-
tography.

In this paper, we consider a parallelizaion
of arithmetic on extension field and the pair-
ing algorithm suitable for our parallel algo-
rithm. Katoh et al. [6] implemented 1y pair-
ing on GPU, similarly we parallelize arithmetic
on extension field constructed by irreducible
polynomial. So that we compute elements of
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extension field as polynomials, and parallelize
their arithmetic straightforwardly. Addition-
ally, we consider an approach for combining
the parallelization of Karatsuba method and
parallel arithmetic on extension field as men-
tioned above. Finally, we mention about the
algorithm of Eta pairing suitable for our par-
allelization of arithmetic on extension field.

This paper is organized as follows. We re-
call background on pairings on hyper elliptic
curves, especially describe nr pairing in de-
tail in section 2. Section 3 gives a brief sum-
mary of pairig-friendly fields and Karatsuba
method. Section 4 discusses the paralleliza-
tion of Karatsuba method and arithmetic on
extension fields, and we report timing result of
implementation on GPU. Section 5 discusses
the np pairing algorithm suitable for our par-
allel algorithm discussed in section 4. Finally,
we draw our conclusion in section 6.

2 Eta pairing on hyperelliptic
curves

In this section, we describe general form of
Tate-Lichtenbaum pairing on hyeprelliptic
curves and give overview of 1y pairing.

Let C be a hyperelliptic curve defined over
F, and let Jacc(~ Picl) denote Jacobian of
C. Let r be a positive integer and suppose
that Fx is an extension field of F; such that
r|(¢"—1). For a divisor class D € Jacc(F)[r],
fr,p denotes a rational function associated the
principal divisor rD. Let E = > npP be a
divisor class disjoint from D. Then we call T}
the Tate-Lichtenbaum pairing as follows

T, Jace (Fye)[r] x Jace (F i) /rJace(F )
()

(D,E) = frp(E) =[] fro(P)"".
P

The map T is bilinear, non-degenerate and
the value of T, is independent of representa-
tion of the divisor classes.

We describe np pairing [3] and give some its
good properties. Barreto et al. exploited nr

pairing in [3] for supersingular curves as gen-
eralization of the Duursma and Lee technique
[5].

Suppose that C/F, is supersingular curve
which has embedding degree k£ > 1, and there
is a distortion map

¥: C(F,) — C(Fy)

which allows denominator elimination (i.e., for
P e C(Fy), ¥(P) € C(F) has x-coordinate
in Fi/2). Then for T € Z, eta pairing (nr
pairing) is given by

nr: Jaco(Fq)[r] x Jace(Fy) — pr C IFqu
(D, E) = fer.) ((E)

In general, this map nr is not non-degenerate,
bilinear pairing. Barreto et al. give sufficient
conditions on T" under which 1y can be modi-
fied Tate-Lichtenbaum pairing.

nr pairing is one of the twisted Ate pairing
[2][64.7] and can be often implemented more
fastly than the other pairing. Barreto et al.
generalized Durrsma-Lee techniques [5] such
as effective calculation of divisors and using
Frobenius map directly in Miller’s algorithm.
Especially, they succeeded to generalize loop
shortening idea to many other cases.

3 Pairing-friendly fields and
Karatsuba method

Koblitz and Menezes [7] suggested effective ex-
tension fields which called pairing-friendly fields
for calculating pairings. In this section, we de-
scribe definition of pairing-friendly fields and
Karatsuba method used for arithmetic exten-
sion field which constructed as pairing-friendly
field.

An extension field Fx is said pairing-friendly
fields if p =1 (mod 12) and k is of the form
237 (if j =0, need p =1 (mod 4)).

Suppose that an extension field F x is pairing-
friendly field, F x can be constructed from F,
as a tower of quadratic and cubic extensions.
If we first extend from [F, as cubic extension,

that is constructed such as Fys ~ Fy[z]/(2® —
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f3), then elements of s are written as a poly-
nomial of degree 2 and arithmetic on field as
calculation of polynomials.

In F 3, Toom-Cook method reduces a multi-
plication to 5 multiplications in IF, rather than
9 multiplications by using Schoolbook method.
Similarly, Karatsuba method reduces multipli-
cation in quadratic extension field to 3 (rather
than 4) multiplication. Thus the cost of mul-
tiplications in pairing-friendly field can be re-
duced by repeating Karatsuba or Toom-Cook
method.

In this paper, we focus on Karatsuba method
and we implement arithmetic on extension field
by using only Karatsuba method. Karatsuba
method can be generalized for polynomials of
arbitrary degree [10][§3.2, Algorithm 2]. We
consider two polynomials of degree d,

We compute for each i = 0, ..., d,
‘/i = aibia (1)
and for 0 < s <t <d,

Vvs,t = (as + at)(bs + bt), (2)

24
then we can compute a(z)b(z) = > ¢a’ as
i=0

follows
co =Wy
c2d = Va
> Vie— >, (Vs+ V)i odd,
s+t=1 s+t=1
ci=9 > Vst— > (Va+Vi)+ Vi even,
s+t=i s+t=1

for0<s<t<d, 0<i<2d.

(3)

Thus we can use Karatusba method for mul-
tiplication in extension field F » and reduce a
multiplication to respectively 3,6, 21,78 mul-
tiplications in I, if respectively k = 2,3, 6, 12.

4 Parallelization of Karatsuba
method and arithmetic on
extension fields

In this section, we discusses the parallelization
of arithmetic on extension fields. We focus on
pairing-friendly fields and multiplication using
Karatsuba method. We show how construct
effectively extension fields as pairing-friendly
fields suitable our parallelization.

4.1 Parallelization of arithmetic on
finite field

Katoh et al. implemented nr pairing on GPU
by parallelizing Comb method on finite field
[6][63.2, Implementation II]. In this paper, we
implement straightforward parallel computa-
tion of polynomials for arithmetic on extension

field. For a(x),b(x) € Fyz]/(f(z)),
a(r) = Zaﬂi,
i=0

b(x) = i”: bia',
=0

we compute coefficients of a(x)+b(x), a(z)b(z)
in parallel. That is for a(z)+b(x) we compute
a; + b; in parallel, and for a(z)b(x) compute
¢k = ., a;bj in parallel.

i+j=k

4.2 Parallelization of Karatsuba
method

In addition above parallel method, we con-
sider parallelization of Karatsuba method for
arithmetic on pairing-friendly fields. As men-
tioned previous section, we use only Karatusba
method for multiplication on pairing-friendly
fields. We parallelize precomputation phase
of Karatsuba method, first compute V; (1) in
parallel, and compute (as+0b;), (bs+0b:) (2) in
parallel then compute V;; (2) in prallel. After
that we compute ¢; (3) in serial.

4.3 Combining the Parallelizations

We combine the parallel methods as mentioned
above and adapt this method to arithmetic on
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pairing-firendly fields. For efficient parallel im-
plementation and computation of pairing, we
consider finite field which has small charac-
teristic p such as p = 2,3. Supersingular hy-
perelliptic curves of genus 2 have embedding
degree bounded by 12. We implement paral-
lelized arithmetic on F x when k = 2,3,6,12
and ¢ = 2™ or ¢ = 3™ for efficient paral-
lelized computation of nr pairing. We imple-
ment arithmetic on F r by three methods as
follows.

I. We compute in serial.

II. We compute elements in F)" in parallel
(4.1).

III. We combine parallelize methods that is
compute elements in F r by Karatsuba

method in parallel (4.2), and compute each
element in Fpm shown as coefficients of

Karatsuba polynomial in parallel (4.2).

We implement our parallel algorithm on
GPU, NVIDIA GeForce GTX 590, and CUDA
[4]. For comparison, the case I we compute
on GPU in serial. We implement multiplica-
tion by Karatsuba method on F x where k =
2,3,6,12 and q = 279,2103 for nr pairings on
genus 2 curves, ¢ = 397,¢q = 319 ¢ = 359
for nr pairings on elliptic curves. Calculate
time seems to be depend on extend degrees
m that is the degree of parallelism. Thus we
show the case ¢ = 2103 ¢ = 3193 ¢ = 3599, We
use cudaEvent part of CUDA Runtime API,
for timing, and note that this calculate time is
measured when calculating on GPU, thus do
not take thought for timing to memory trans-
fer on GPU. We call this timing GPU time,
and call whole running time Host time. GPU
time of calculating a multiplication in Fxm by
using Karatsuba method as follows. Note that
in the timing tables, entries which has no ele-
ment mean that we do not implement.

As shown Table 1,2, we can say that the
computation cost of Karatsuba method in
F36m /Fam is smaller than in Fsem /Fyam /Fam
constructed as tower extension because a mul-
tiplication in Fsem equivalence 3 multiplica-
tions in F33» by using Karatsuba method, and
cost of addition is enough to small. Similarly,

Table 1: GPU time of a multiplication in ex-
tension field Fsr.103 over F3ios (ms)

Implementation 1 II 111
k=2 38.803 | 0.209 | 0.172
k=3 80.863 | 0.456 | 0.153
k=26 301.528 | 1.777 | 0.383
k=12 1.765

Table 2: GPU time of a multiplication in ex-
tension field Fsk.500 over F3s00 (ms)

Implementation 1 II 111
k=2 273.906 | 0.734 | 0.268
k=3 575.911 | 1.503 | 0.507
k=6 2162.24 | 5.437 | 0.925
k=12 3.304

Table 3: GPU time of a multiplication in ex-
tension field For.103 over Foios (ms)

Implementation I 11 111
k=2 10.408 | 0.132 | 0.094
k=3 20.954 | 0.299 | 0.103
k=6 75.580 | 1.231 | 0.318
k=12 1.504

Table 4: Host time of a multiplication in ex-
tension field F3k.193 over Fgio3 (ms)

Implementation I 11 111
k=2 39.029 | 1.919 | 0.615
k=3 81.141 | 4.804 | 0.790
k=6 302.018 | 21.715 | 2.931
k=12 38.767
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Table 5: Host time of a multiplication in ex-
tension field Fsr.500 over Fsso0 (ms)

Implementation I 11 II1
k=2 274.081 | 2.078 | 0.686
k=3 576.146 | 5.159 | 1.134
k=6 2162.74 | 23.071 | 3.719
k=12 41.383

Table 6: Host time of a multiplication in ex-
tension field For.103 over Foios (ms)

Implementation 1 11 111
k=2 10.565 | 1.441 | 0.461
k=3 21.163 | 3.858 | 0.661
k=26 75.985 | 18.390 | 2.747
k=12 38.185

the cost of multiplication in Fsem /Fs2m /Fam is
higher. Thus if £ = 6, it is efficient to con-
struct extension field directly for nr pairing
on elliptic curves.

In the same way as we consider above, and
as shown Table 3, the computation cost of
Karatsuba method in Fzi2m /Fgem /Fgzm /Fgm is
smaller than in F3i2m /Fam. In the case, a mul-
tiplication in Fgzi2m equivalence 9 multiplica-
tions F33m by using Karatsuba method recur-
sively.

If we consider a whole running time, Host
time, as shown Table 4,5 it is efficient to con-
struct extension field directly for nr pairing
on elliptic curves because an addition in costs
F3m about 200 ps. Similarly, we can say that
it is efficient to construct extension field by
starting cubic extension for nr pairing on hy-
perelliptic curves if k = 12.

5 Computation of the Eta pair-
ing

In this section, We discuss the algorithm of
pairing on hyperelliptic curve with parallel com-

putation on extension fields that we describe
previous section. Barreto et al. described nr
pairing on genus 2 supersingular curve in de-
tail in [3][§7]. We use this curve and consider
17 pairing in same condition.

We consider the supersingular curve

C:y2+y::c5+m3

over Fom where m is coprime to 6. This curve
has embedding degree 12, and as shown pre-
vious section we construct Fyi2m by starting
cubic extension as

]F212'm /]FQGm /]FQSm /FQ’m

for parallel arithmetic on extension field.

Now, we construct extension field that it is
different from choice of basis of field in [3][§7.1].
We define Fy3n using irreducible polynomial
23 +1x+1 over Fom thus let w be one of the root
of 23 4+ x4 1, we represent elements Fysm with
basis {1,w,w?} over Fom. Similarly, we con-
sider irreducible polynomial y% +y+w+1 over
Fy3m and let s be one of the root of this polyno-
mial, Fosm has the basis {1, w,w?, s, sw, sw?}.
Finally, for irreducible polynomial 2%+ z 4 s +
sw? over Fosm, let t is one of the root of this
polynomial, thus we can represent elements of
Foi2m with basis.

{1,w,w?, s, sw, sw?, t, tw, tw?, st, stw, stw?}
Let 1 be a distortion map such as
U(z,y) = (z + s,y + tox® + t1x + 1)

where t; = s* +s%, to = 2t +1 (v + 5 €
Fsi2m/2). Then we can construct nr pairing
in the same way as using technique described
in [3][§7]. In the case, we can use octupling
formula for computaion of divisors such that
for a divisor D = (P) — (c0), 8D = (P’) — (o)
where P’ = on%(P), 7 is 2-power Frobenius
map and ¢ is an automorphism of C such as

o(z,y) = (:1:+17y+x2+1).

Then we set ¢ = 2™, v = ™, the same
parameters in [3][§7.1, 7.2], we can see [3][§7.2
Lemma 9] is true in the case that we choose the
basis of Fy12m as above. Thus the conditions of
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[3][64 Theorem 1] which define the nr pairing
are also satisfied in our case.

In this paper, we do not describe detailed al-
gorithm of pairing in this case and implement
the pairing on GPU. We will tackle these as
future work.

6 Conclusions

We show that parallelize algorithm of arith-
metic on extension field and how to construct
pairing-friendly field effectively for our paral-
lelization. We focus on Karatsuba method for
arithmetic in extension field, and consider to
combine parallel methods of Karatsuba multi-
plication and arithmetic on base field. And we
mention about how to construct the effective
pairing-friendly field for pairings on hyperel-
liptic curves.

In addition, we describe that we can com-
pute the np pairing on hyperelliptic curve [3][§7]
with pairing-friendly field constructed suitable
for our parallel method without transform dis-
tortion map and conditions of nr pairing. How-
ever, we do not describe the algorithm of pair-
ing in detail, therefore we are going to consider
the algorithm and implement the pairing on
GPU.
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