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Abstract Malicious websites that attack web browsers have become one of the most serious threats.
To collect attack information for protective use, client honeypots have been developed. However, the
attack information that can be collected by a honeypot is limited. This paper proposes a new method for
collecting attacks more effectively. Our method makes use of IP addresses, WHOIS, and FQDN strings
and it constructs a statistical feature vector. We apply a supervised machine learning to generate a URL
list with crawling priority. We validate that our new method can generate an effective URL list for client
honeypots.
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