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Abstract In this paper, we describe software and hardware implementations and evaluation
results of Enocoro-128v2, which is a lightweight stream cipher proposed by Hitachi, Ltd., and is
submitted to Cryptography Research and Evaluation Committees (CRYPTREC). We estimate
Enocoro-128v2 on an 32-bit CPU Intel Core2 Duo in C and assembly language and it is shown
that the speed of Enocoro-128v2 achieves 14.8 cycle/byte. We also estimate gate count of
Enocoro-128v2 on ASIC and show that it requires 2.4 kGE.
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