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Abstract Most of modern malware are obfuscated by a packer. A packer encrypts a malware code
while it is transmitted as an executable file and adds a decoder to decrypt the code upon its
execution. It is essential to unpack the malware executable to read and analyze its code. However,
full automation of an unpacking procedure is difficult with variety of packers especially with a
multi-layered decoding and a highly complex decoding. In this paper, we propose a method to
support human analyst to understand malware’s self-modifying behavior by visualizing execution
of instructions and their memory accesses as a movie. We show some examples in which

characteristic self-modifying behavior of sample program and in-the-wild malware are visualized.
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