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Abstract Certain program self-modification techniques are useful to enhance tamper-resistance
of software. A self-modifying code changes its appearance when it is executed. However a
typical embedded microcontroller, which adopts the Harvard memory architecture with separate
instruction and data memories, prohibits a code from changing the contents of the instruction
memory during execution. To apply the self-modification based tamper-resistance enhancement
methods for codes to be executed on such an embedded microcontroller this paper develops a
“simulation” technique, which converts a given code into another output code. The output code
consists of an “interpreter” part to be located in the instruction memory and an “intermediate
code” part to be located in the data memory. In addition, for a microcontroller with the von
Neumann memory architecture the speed overhead of the tamper-resistance enhanced code
against its original version becomes small compared to the conventional self-modifying code
located wholly in the instruction memory.
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