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Abstract Multivariate Public Key Cryptosystems (MPKC) are candidates for post-quantum
cryptography. We proposed a new signature scheme in MPKC which uses non-commutative
rings in CT-RSA 2011. Enrico Thomae insisted that the complexity of Rank attacks against
our scheme could be reduced because of some properties of non-commutative. In this paper, we
analyze the attacks of Thomae, and then conclude that our scheme yet has equivalent security
to that estimated in the original paper that our scheme was proposed.

- 477 -



1 0000

0D00000000MPKCO[5 000000
000000000000MPKCOOOOODO
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
00000000000001024000 RSA
000000000000000000000
MPKC O 0000 Rainbow 000 [13]000
000 RSAODO 15000000000 2000
0ooo

00000000000000000000
O000D0O0ORSAOOOOOOOOOOO
0000000000000 [19,3]00000
000000000 Pollard O A D [17, 11] O
000000 ROMPKCOOOOOOOODO
000000000000000000000
000000000000000000000
000000000000000000000
0000000000000 [20, 23, 14, 16]0
000 CT-RSA 20120 00 0 0 NC-Rainbow
(2000000000

00000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
00 ADDD0D0O0OOOOOOOOOOOOB
000000000000000000000
0000000000000000AOOOB
000000000000000000000
000000000000 AO0O0O0O0O0O0O00
0000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000

O00000ooooooog

000 CT-RSA 20120 0000 NC-Rainbow
O MPKCOOOOOOOOOO Rainbow|[6] O
O0000000RanbowO OO OOOOOO
Od0d0oooooooooooooooon
4000 MPKCOOOOOOODODOOOOOO
0000000000000 O000OO Rainbow
0000000 KOOoDODooooooooo
000 ROODODOOOODOODOODOODOODOO
0000 [240000000000 Rainbow O
O0o0dD0D00o0oooooooooooon
O000d00odoOooooDooooooon
O0o00DOOooDooooooooooooon
0 O O Enrico Thomae 0 NC-Rainbow O O [
O0ORanbow D OO OO0O0O0O0O0ODOODO0O
o0odooooooOoooooooooon
0000000 RatbowOOOOOOOOOO
O0ooO0ooooo 18O

0000 ThomaeOOOOOOOOOOOO
00000000 ThomeeOOOOOOOOO
O00d0oooooooooogooooon
000000 ThomaeOOOOOOOOOOO
O00dooDOo0ooooooooOooooon
00000000000 0000d NC-Rainbow
O0do0ooooooooooooooooon
O0o00do0oooooooooo

2 UJO00oboobooo MPKCOO
oad

000 CT-RSA 201200000 NC-Rainbow
O Rainbow (6|0 0000000000 COOO
0000 RainbowOOOOOOOOOooooOO
gbooooboboobooooboooo
OO00OO00OONC-Rainbow OO ODOOOOOO
O0O000O RainbowO OOOOOOOOoOoOO
OONC-Rainbow OO0 O0O0O0OO0OO0ODO0OO0OO
OO00D00 RainbowOQOODOOO

21 MpPKCOOODOO

Rainbow, NC-Rainbow 0 O 0O O 0 MPKC O
gododooouooouooouooooooo

- 478 -



gboooboooboobooboboobg

gobodgbooobooooo

MpPKCOOOOOOOO KOOOOODOO
gbooobooboboobooboobooba
oo

> ajme+ Y0 Wair M =d

1<i<j<n 1<i<n

> awa+ Y 0w+ =dy

1<i<j<n 1<i<n

Z az(‘?)$i1'j+ Z b 4 ™ = d,,
1<i<j<n 1<i<n
goboboooooooobooooooon
o000 F:K"—-KmQOQooo

F(x) = d (1)

0000000000000000000o (1)
doodooooodoooo rFrOOOOOO
00o0dooodooooooooooooo
000000 rFr000d0ooooooooooo
0o0oorooon z,...,zsy1,..., 5000
O0yy, 00000000000000000
0JodoooDoOoOo0o0000ddo0®,...,xs O
ooooooooooomoy,...,y, 000
0oo0dooDo0oooooooooooo
oooooo

000 MPKCOODODOODODOOODOOO
00o0doooooDoooooooooooo
0000d000D000000oo0oooooono
doodooooooooooooooooo
0oo0doooDoooooooooooooo
0000000 FOOO0OD0OO0O0ODOO0O0DOODOO
doodooooooooooooooooo
0oo0dooDoDOoooooooooooooo
00000000 00o00oOoo0oooooooo
000000000000 00000Rainbowd
000 NC-Rainbow O OO0

22 0000

KOODOqUODOOOOooRrRODDOOOD
ooobobooooon

(1) RO KOOOOOoOOoOoooooo

(2) a(vw) = (av)w = v(aw)
(Va € K, Yu,YVw € R).

OOooDOdbOROOOOODO KOOOOODOO
O0OROOv,wOovw#wrOOOOOOOO
gooorRO0O0O0OO0O0ODOODOOOODOODO
ogoboooboooKOooooooooooooo
goooooooog

021 (0000). KUOKO 20000000
be KXODOOOOODO Qub)00D00ODO
goooom

(00) Qub)=K'-18K'-e,
(0) e2=b, ac=ea (VacK').

Q)0 KD 400 (r=4)00000000
O0000000000K = GF(256), b = —1
0000000000000000 Qo0
000000000000 Qa6 = Qase(—1).

oooboob0o ROODODODOOr0 RO
KOooooooobooooobobooooobo
00000KOODODOOO ¢: K™= ROOO
god

2.3 NC-Rainbow

NC-Rainbow OO0 O0OO0OD0OO0OORDO 2.2
00000 (-00)00000000nODOO

Uddids,vy,ve,...,vs41 U

0<v1 <V < - <5< Vgq1 =1

gbobobobde=1,...,s0000000
oooood

° S,-:{l,...,vi}, Oi:{vi—l—l,...,vﬂ_l},
® 0, = Ui11 — ;.

S, 0000 v000;00000,0000¢t00
00000O00gy,...,2, 000000000
i=1,...,t0000&y41,... %0, 00300
000000000000000000000
0 2,...,2,000000000000000
00O00O0000O000O0o0o00

G:(gv1+17"')gn):Kn—)Km (m:n_vl)

- 479 -



gbooobobooboboooboboobg
RN

gk (1, ..., xy)

+ >
i,j €S

+n®)

Z (zia ()x]+a:] ") ;)

1€0p,jESH
k k k
miflyr+ Y O Vet an?)
iESh+1

(k=v1+1,...,n). (2)

O0000AD k€0, 00000001<h<
nDDDD%jﬁ”,ﬁlﬁﬁﬁﬁmeRDD
0o

uboooooboboobonoboboono
gooo

goo

000 000000000000 Ay:K™
K™ A, K" - K. 00000000
0000000 ROODODO o0OO0OOO
oo

%

000 F=A10¢9p"m0oGo¢"0Ay: K"
K™ 0000 ¢ ™= (¢"Y)y"0Ooom

ﬁ

0000 000000 MeK™OOOOa
(¢™ 0 ATH(M), b = G"L(@) (00 D), ¢
(Aytop™)(b) 000 a,b,c000000c
0000D00000b=GYa)000000O
ooooog:

Step 1 by,...,b,, c RODODOOOOOO

Step2 h=1,...,s00000000000
OO0 ROOOO0DOOODOOO

{Gont1s 3 Gup } 000 21,00, Ty
O0o0oo0ooooooooooon

0000000 z1=by, ..., &y, =by,
O0000000Zy41,---Tu,, O
00000000000000000
oooooon

§Uh+1($vh+1a s 7xvh+1) = Ay, +1

Gupy1 (xvh+17 ce 7th+1) = Qupyq

00 byytiy---rboyyy, € ROODOODOD
0000000 Stepl 000 M

Step 3 b= (by,...,b,) 0000

00 F()=MOOOOOOOODO
000 NC-Rainbow(R; v1,01,...,05) 0000

v1,...,0,0 NC-Rainbow 0000000000

2.4 Rainbow 0 NC-Rainbow O OO

Rainbow 0 NC-Rainbow OO0 OO ROOO
Ooo0oooooooouoonbo Koooooo
O0OOORainbow OO OO KOOODOOOOO
(200000000000 ODODOODOO

(k)

ge(Z1,. ., 2pn) = Z ;T (3)
1€0R,JEV
F Y #nt 3 AP

i,j€ Vi, i<j i€V

000a,8%,4" 4% e k. 00DDDDO
O000000000D0000004d NC-Rainbow
000000000 RainbowOOODOOOOR =
K, 00000 vy,01,...,0,0 NC-Rainbow O O
Rainbow(v1,01,...,05) 000000000
NC-RainbowO OO OO0OO0OODOO Rainbow
ddodoobooooooooooooodgo
0o0odooo00o0o0ooooooooOog Ko
O00000000NC-Rainbow OO O OO0
ooooooooooon

NC-Rainbow(R; v1,01,...,0,) 00000

m(m+ 1) +n(n+1)

S
+ Z 70} (2vh0h + v% + 2vp41 + 1) ,
h=1

Rainbow(rvy,ro1,...,ro) DO 00O

m(m+1)+n(n+1)

t
rop(rop, + 1
+ Z TOp (rzvhoh —+ 7h( h )

> + rop41 + 1> .
h=1

00000000 NC-Rainbow O Rainbow [
goddoboooooooouooo n0oOoad
OO0mUOOd0dooooooooooooooa
000000 NC-RainbowOOOQOOOOOO
OO0 Rainbow O OOOOOOOODOOOOOO
ooooooooo

- 480 -



gboooobobooboboobobo
gobooooooooooboboo RODOO
Or-0poobo“cbgbob’ooonboobn
oooboROOOODOrxr0oooO
gugbobobobooooboboboddrxrbd
0000000 -20000000000000
gobobobooogr-O0b00000b0obo
O00000000K 000 K~00000
O0000bDO0dO0Rainbow OO OOODOO
gboooboboobogobbobooobobo
gboobooboboooboobobodobg
goboooooooo

3 oo

Rainbow OO OOUOOOOOOOOOODOO
gbogbogooboobuoobobodbd
gbooboooboobooboooboboonog
gboobgobobooboobooboonoo
oooboooooooobooboobooOon0 Min-
RankOOOOODOOODOOODOODODOODO
OO0 HighRankODOOOODOOODO

3.1 MinRank OO ([9, 21, 2])

MinRank 000 0000000000000
000000000000000000000
000000000000000000 Rain-
bow0OODDDOOOOOOOODDOOOO
0 HighRank O 0 0 O O O ORainbow(v1, 01, . . .
000000000 G = (goyg1,---,9n) OO
0000200000000 g, 0

D000 ¢ 000000000 7,0000

7xn))

000000000000 00000 S; (@ =
n+1l,...,n)0 8 ="T+7/0000000
A = Spang{Sy,+1,--.,5,} 0000 MinRank
0000 A0000D0O000O0O0O0OOOO0O
O00000ORainbowO0O0O0OOOO0D0OOODO
000000 w4+, 000000000000
000000000000000000000

0 (%) = x X", (x = (1.

70t)

gooobouoobooboobobboboo
gboobbooboobboobooboo
MinRank OO OOOOOOOOOOOCOO
gbooboboobooboobobonooo
gboboobboobuodgboobbod

SteplveK"O000000000O
Step2(Z?:U1+1:ciSi)v:0DD Avg+1y -5 An
0000000000000 Ay41,---.A, 00
00000000 Stepl 0000

00 §=350, 1 \Si

00000000 Step2000000000
00+000000000000000000
00000000000000R'00000
000000000000000000000
000000000000000000000
Ouv+0,000000000vek 0000
00000000 1/¢"t 000000000
000000D000000MinRank 0000
000000000000000 ([21),[13)0

¢ rm(n?/2 —m?/6) D00 DO0. (4)

3.2 HighRank OO ([9, 7, 14])

HighRankOO OO MinRankOOOODOOO
gobooobooooooooooooobooon
oooooboboDbDDODODOOO Rainbow
gboobobooobobobooboboboa
00000 A0 MinRankOOOOOOOOO
O000D00ODOHighRankOOOO AODODODO
gboobobobobboobooboboa
OUORainbow OO O OOOOOOOODOOODO
UO0oOooboooooooboobooon
gboobobobobooboooboboa
goboobooooooooboobooon

HighRank OO OOOOOOOOOODOOO
gboobooboobooobooboboboa
goooobooboobooobobon

Stepl M e ADDODOOOOOOO

Step2 MOOOODODOOOOODOOODOOO
0000 Step1 0000

oo M.

- 481 -



000 MeAD gPoR (k=v1+1,...,n)
00000000000MO00000000
D0000D0000000000000000
0000 g@,,0R,...,¢¢?cRODDOOOD
00000000000000¢P0000(@3)
D000000Y 000000000000
000000000000MO0000000
000000000 1/¢» 000000000
oY 0000000000000000000
0oo

00000000000000000000
000000000 HighRank 0000000

Oo00oooooooooo [7,13)0

¢nd/600000.

4 ThomaeOOOOOODOO

Thomae 0 NC-Rainbow D 0D 0O O000OO

O0000000000000000 [18]0Thomae

0000 R=Q,0Q,00000 §22000
000000000000000000000
OD000O0O0RO K-00 {uy,us,us,ug} 00
000000000 ROODOOO K400OO
00000000u~u; (1<i,j<4,7€R)
00000000000000000 K400
0D00000000000000000000
000000000 f1,fe,f3, 000000
00000000000zz; 0000 (i,5)-0
0000000 41,4y, 45, 4,0000000
0KOOO (4x4)00000000 Thomae
0000000000

00 4.1. Ay, Ay, A3, A, 000 K-O0OOOO
00000 ¢0200000100000003
OD000000A;, A, A5, A4, 0000000
ooo

00 Ay, 4,45, 4,00000000000
0D000000000000000000Min-
Rank 0000000000000 O0000C
00000000000 Step2000000
000000000000000000000
000000000000000000000
000000000000000000

00 4.1. NC-Rainbow(R; vi,01,...,0;) 00O
O0O0MinRenkOOODODOOOODOOOOO
godoooouooooooooooooo
000 /24000

gt (n?/2 —m?/6) 00000

000000 ThomeeO OO [18/0 00000
oooooooom

¢ tom((n?/2-m2/6) 00000 2000,
q4U1+301m(n2/2—m2/6) googno goOogoo.

O0O0D00OD0HighRank O OO OO OOOO
ggoobboogoobooooobbod
Step2000000000000OO

00 4.2. NC-Rainbow(R; vy,01,...,0) 00
O000HighRenkOODOOODOOODDOOOO
Oodoo0oooooooooooooooon
00D /24000

¢“'n3/6 00000

000000 ThomeeO OO [18/0 00000
gboooooogmm

#on3/6 00000

00000000000 ThomaedO0000
0000000 [18)0

00 4.1. NC-Rainbow(R; vy,01,...,0;) 00O
O0MinRenkOOODOOOOOODOOOOI

q4v1+01m(n2/2—m2/6) goooo 2|q[||:||],
q4v1+301m(n2/2—m2/6) goodno gooo.

00 4.2. NC-Rainbow(R; vy,01,...,0;) 00
00 HighRenkO DO ODODOODOODOM

¢#nd/6 00000

5 ThomaeUUOOUOOODOOOO
obooooggo

5.1 000

Thomae 1 00 4.104.200000 4.104.2
gboboboboboboboooboooood

- 482 -



goobgoob 410420000000000
0000000 MinRank 0 0O 0O HighRank O
goboooboooobboobooooobooboboo
MinRankOOOOOOOOODOOOOODOOO
ooom

1. 00b0bOobooobooobooooboaoono
000000000 SO00mMDOO0 Thomae
ubboobooboooboobom

2. $0000000000000000O00
Tyytt,.--,2, 00000000000

3. V) =v1401,0] =02,...,0,_1 =0, 00
UoooogoboOddD Rainbow D OO
ooobmooooo

Oo0o0 MinRankOOOOODOSOOOOOODO
Uddwn+o 00000000000 Tyyt1,---
Oo0000OooooooooooDOOONC-
Rainbow OO OODODO 41000050000
bdwnw+o,000o0noooooooboonog
00 zy40,41,---,2, 00000000000
OO0000O00DO0OO000D0O000ThomaeO
000000 410000000 00MinRank
ooboooooobOoOiDHighRank 00
gbobooboogbod

5.2 0O0OO

OO0OD0OO0Thomae OODOODOOQO Min-
Rank 000 HighRank OO DO OODOOODOO
oooooooomoooooooooooo
o00O000o0ODO0oOooobOoOoooDbog 410
420000 410420 00000000000
OO000O0OC0O00O0D0O0Thomae OO OOODO
000 MinRank 0 00O HighRank OO 0O 0O O
ooooboooboobbooooooooooo
ooooooooob 1b0boo0ooooboooo
00000000 NC-RainbowO OO OOODO
O NC-Rainbow D OO O0OOO0OO0O0OOOODO
OO0 Thomae OO OODOOODOOOOOODODO
o00oOOo0o0o0obDoOoooboboboboOoooo
O00D0O00O0ThomaeDOOOOOOOODO
O0O000oo0o0b00d NC-RainbowO OO OO
OO000o0oO00DOOO00obOoO0oooooooo

y T

000000000000 0000000ORain-
bowOODOOOOODOODOODOOOOOO [1,22]
0 UOV-Reconciliation O O [7, 13]0 Rainbow-
Band-Separation 0 0 [7,13] 000000000
udooooobobobdodooooon

O 1: NC-Rainbow(Qas6; v1,01,02) 00000
ooooa

y [ (5,4,4) ] (7,5,5) [ (9,6,6) |
00000 (bits) | 83 96 107
MinRank (bits) 112 160 208
HighRank (bits) 96 120 144

6 0404

000 CT-RSA20120 0000000 NC-
Rainbow D OO0 O Thomae D O OOODOONO

ODO000b0DbO000ob0DbO000bDOOOThomae

gbobooobooboobobobooboanooa
gobooobobooboobobbobooo
gboobobuooobboobooboboa
OO0O00O0OO0O00OO00DO0OOO0OO0OO0ONC-
Rainbow OO OOUOOOOO0ODOOOODOOOO
gbooobogabooan

gooooobobobo 0bobo BOOOOOO
24r400780 000 0O0O0OOOO0OODODOO
Ooo00O0JSTOOOOO0O0O0O000000OO
gbooboboobonooobooobobooo
gbooooog

good

[1] Bernstein, D.J., Buchmann, J. and Dahmen,
E., “Post Quantum Cryptography”, Springer,
Heidelberg 2009.

Billet, O. and Gilbert, H., “Cryptanalysis of
Rainbow”, SCN’06, Springer LNCS vol. 4116,
pp. 336-347, 2006.

[2]

Boneh, D. and Durfee, G., “Cryptanalysis of
RSA with Private Key d Less Than N0-2927
IEEE Trans. Inform. Theory, vol. 46, no. 4, pp.
1339-1349, 2000.

- 483 -



[4] Chen, A. L-T., Chen, M.-S., Chen, T.-R.,
Cheng, C.-M., Ding, J., Kuo, E. L.-H., Lee, F.
Y.-S. and Yang, B. Y., “SSE Implementation
of Multivariate PKCs on Modern x86 CPUs”,
CHES’09, Springer LNCS vol. 5747, pp. 33—48,
2009.

[5] Ding, J., Gower, J. E. and Schmidt, D. S.,
“Multivariate Public Key Cryptosystems”, Ad-
vances in Information Security 25, Springer,
2006.

[6] Ding, J. and Schmidt, D., “Rainbow, a New
Multivariable Polynomial Signature Scheme”,
ACNS’05, Springer LNCS vol. 3531, pp. 164-
175, 2005.

[7] Ding, J. Yang, B.-Y., Chen, C.-H. O., Chen,
M.-S. and Cheng, C. M., “New Differential-
Algebraic Attacks and Reparametrization of
Rainbow”, ACNS’08, Springer LNCS vol. 5037,
pp- 242-257, 2008.

[8] Galbraith, S. D. and Ruprai, R. S., “Using
Equivalence Classes to Accelerate Solving the
Discrete Logarithm Problem in a Short Inter-
val”, PKC’10, Springer LNCS vol. 6056, pp.
368-383, 2010.

[9] Goubin, L. and Courtois, N.T., “Cryptanalysis
of the TTM Cryptosystem”, ASTACRYPT’00,
Springer LNCS vol. 1976, pp. 44 57, 2000.

[10] Kipnis, A. and Shamir, A., “Cryptanalysis
of the Oil and Vinegar Signature Scheme”,
CRYPTO’98, Springer LNCS vol. 1462, pp.
257-266, 1998.

[11] van Oorschot, P.C. and Wiener, M.J., “Par-
allel Collision Search with Cryptanalytic Ap-
plications”, Journal of Cryptology, vol. 12, pp.
1-28, 1999.

[12] Petzoldt, A., Bulygin, S. and Buchmann, J.,
“A Multivariate Signature Scheme with a Par-
tially Cyclic Public Key”, Proceedings of the
Second International Conference on Symbolic
Computation and Cryptography (SCC2010),
pp. 229-235, 2010.

[13] Petzoldt, A., Bulygin, S. and Buchmann, J.,
“Selecting Parameters for the Rainbow Signa-
ture Scheme”, PQCrypto’10, Springer LNCS
vol. 6061 pp. 218240, 2010.

[14] Petzoldt, A., Bulygin, S. and Buchmann,
J., “CyclicRainbow - A multivariate Signa-
ture Scheme with a Partially Cyclic Public
Key based on Rainbow”, INDOCRYPT’10,
Springer LNCS vol. 6498, pp. 33-48, 2010.

[15] Petzoldt, A., Bulygin, S. and Buchmann,
J., “Linear Recurring Sequences for the UOV
Key Generation”, PKC’11, Springer LNCS vol.
6571, pp. 335-350, 2011.

[16] Petzoldt, A., Thomae, E., Bulygin, S., and
Wolf, C., “Small Public Keys and Fast Verifi-
cation for Multivariate Quadratic Public Key
Systems”, CHES’11, Springer LNCS vol. 6917,
pp. 475-490, 2011.

[17] Pollard, J.M., “Monte Carlo Methods for In-
dex Computation mod p”, Mathematics of
Computation vol. 143, no. 32, pp. 918-924,
1978.

[18] Thomae, E., “Quo Vadis Quaternion?
Cryptanalysis of Rainbow over Non-
Commutative  Rings”, SCN’12, ePrint

http://eprint.iacr.org/2012/270.

[19] Wiener, M.J., “Cryptanalysis of Short RSA
Secret Exponents”, IEEE Trans. Inform. The-
ory, vol. 36, no. 3, pp. 553-558, 1990.

[20] Wolf, C., Preneel, B., “Taxonomy of Pub-
lic Key Schemes Based on the Problem of
Multivariate Quadratic Equations”. Cryptol-
ogy ePrint Archive, Report 2005/077, 64

[21] Yang, B.-Y. and Chen, J.-M., “Building
Secure Tame like Multivariate Public-Key
Cryptosystems: The new TTS”, ACISP’05,
Springer LNCS vol. 3574, pp. 518-531, 2005.

[22] Yang, B.-Y. and Chen, J-M., “All in the
XL Family, Theory and Practice”, ICISC’04,
Springer LNCS, vol. 3506, pp. 67-86, 2005.

[23] Yang, B.-Y., Chen, J-M. and Chen Y.-H.,
“TTS: High-speed Signatures on a low-cost
smart card”. CHES’04, Springer LNCS vol.
3156, pp. 371385, 2004.

[24] Yasuda, T., Sakurai, K. and Takagi, T., “Re-
ducing the Key Size of Rainbow using Non-
commutative Rings”, CT-RSA’12, Springer
LNCS vol. 7178, pp. 68-83, 2012.

- 484 -



