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Abstract Generally information security attackers spoof their IP addresses so as not to
be identified. Some IP traceback techniques have been developed to detect attacking
routes on the Internet, but there is a problem common to the conventional techniques
that related organizations such as ISPs are loaded with much cost for the IP traceback.
Therefore we suggest a new method with which the organizations could perform the IP
traceback with less cost in cooperative use of a DNS based information exchange

infrastructure.
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