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Abstract: This paper proposes a man-in-the-middle attack against the passkey entry mode in the secure
simple pairing for Bluetooth. Bluetooth is a wireless communication system used to connect between digi-
tal devices. The mutual authentication procedure between Bluetooth devices is called pairing. The secure
simple pairing is a series of the pairing specified in Bluetooth 2.1 + EDR. The passkey entry mode achieves
the authentication by entering the same passkey into the devices. Its specification claims the passkey entry
mode is secure against eavesdropping and man-in-the-middle attacks. Recently, Lindel, Phan and Mingard
proposed man-in-the-middle attacks against this mode. These attacks need to abort the pairing procedure
and to make the user to retry it. Moreover, the attacks require that the user enters the same passkey as
before in the retries. The proposed attack allows the different passkey in the retry, so that it is more practical
than the previous attacks. This paper also discusses the countermeasures against the proposed attack.
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Fig. 1 Sequence of Secure Simple Pairing.
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Fig. 4 Proposed attack (Step 1-3).
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Table 1 Comparison of proposed attack and known attacks.
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5 RELEE (A7 v 7 4-6)
Fig. 5 Proposed attack (Step 4-6).

HEEZBEGIETALORT) 72O L, FRE
BCEICHINT 5.
RELEEDORAT v T 4-6 OWMEER 5 12K,

4.2 BEIFOWEE ERENEEDLE

BERM OB A2 L RELELEOLE R 1 1R,
TRRYELE, BRI OZEL: L FERIC, RT) VTR
BEPTR—- I LTI—HFIIRTY Y2 HRITEE5
VWD 505, BATOL I =D LURT & [7— D78 2
F—m ANTEHEV, BHOBENLEL T HME % U
BEEPTICHBERIT) ZEPWEETH L. —F, RERE
Bk, MK ADPXRT ) v 72T A= L7, WK B
DB L BER I L TWD 2 L IZ 2 —FREMA D%
VENRD L. ZOMER, BEAORBEEI LT R FRllie
LT, KVBENRKETHLLEZONL, o
%5IE, MK BIZTA AT VA B WwFdF—K— FTd
D, =FA ¥ 72— AZZLVOTHD. BHWERE
REEZ FRT 5 LED #2 TWABASI2IE, 22—
BEMEFTHLZ EIZEMN X, WEY T I 7247
HriohnwledbEzoNL, LaL, %@ﬁa 2y M
BARLBZYTELTCBEDORTY Y ZIZHILTEY,

2231



BERAIEFREHEE Vol.53 No.9 2225-2233 (Sep. 2012)

BEOBWIIMIR L LT T LEZOLNS.

F70, BBAMOWEIL, EEHO L (MimEK? & DI
F—K—FTH5b) E—R1OADPEEGETH 7. —
Ji, IREBEEZ, BEAOBBESLE L § B 08 & L%
ELBRVOT, PCEF—KR— FOHMAETEDEEG OB
BE—R2ICWLTCOAMLBETH S,

X512, BAOBBIINSAF—D4E v ORI
k/2BDORT ) ¥ 7OT R— MNABPLETH LD, =E
WBETKIETHY, ZoH2s bERAMOFHKET
FEThrEEZOLND.

5. RENEEANDIR

RETIE, 4 BECTIREL P ERB~ON K% Z55
5.

Phan 5 [13] (ZBEAIO B [12], [13] ~OxH & LT,
T =R 2IIBVWTSAF—% 1bit TEITHEET 5D TR
G & kbit L THIET A2 L E2HITTVE, 2O
FRICE > TFHL T2 M7 K= TR0 EL
%0, BEAMOBEIH LTI OMEIENTH L. REWL
B B OYUEE D L FARIZ N A £ — % 1bit & & IZHEE
FTHAMAZFHLTWA, LEA>T, ZOMFKITIRE
WERBEIH L TCHOEITHLE26N5. 72720, B
DBETIEWMAD S DINECBIGE L TRAF—HE 217>
T2, IRERBELECTEHEZONREHEIC L > TR
F—EETo>TVDLDT, ZONEEIET I & THEE
DIEREMIZHEAT 200, 7HK— M —ERITEEKIZ 1
O THE. L7z oT, wWikEL%ZICH, /SR
F-—0Yy MRk &, REZLBEEDVELE L2 0WGE LK
LTEWRLLEBVEDH L. 72, Passkey Entry £ —
Fid 1bit &I kAN TRAF =2 EHET 5 2 & T,
TEENSAF =B L TWAA, &Yy b OMIET —E
LTAT ) 7291213 v & 2. B 11 DInkEO AR D KR %
BEPULEL 5.

BEA OB Ly, REWBETIIRES M LK
AD1EHORTY ¥ 7IZBWT M H» PK, % PK, &
LTAWZEYELTWS, LA ->T, TOLXIZAN
PK, # PK, #HiE L, PK, = PK, ThAHEIZAT)
Y7 T AR= ML, REBEEEHGL L %\, ECDH
DTV F LN HEDE— I AERIT SO TR,
DOMFEIZFERN 2 EE 5.2 v, F72, ZOx5EIE Phan
B OXHE B L OMNUBE R AT CEBTRETH 5.
L72h3 5T, ORI RBBEEANDR S RRAY 05K
ThhbrEZOLND.

6. F&&b

AT TIE Bluetooth Dt F 273 v FIR_TY V7D
Passkey Entry € — NIZx3§ 287 I EREL LS L
oo RERWEER, RT) U TERBEENTRK—-FLT

© 2012 Information Processing Society of Japan

L—WIIA_T ) T THFAT S B UEND LD, FFAT
DB =P LUFT & F—D/SAF —% ATI$5 &) B
MOWEPLIEE T HIRERLE LT, Dars £ 58
AX—DANEHFTIVRENLRETH L. 72, A
DBBETIERT ) v 72 BHE 7 A — F-FkTT 2 0%
W o P REGEETIZ1IRTH Y, &5 ICHMOBE
FIEFEEAPFHELZVE— NI T 55 DTH - 7208,
PRFEWBE T EEBIHDAAET 5 E— NI L CTH#FTEE
Thb. KL TIE, RELBEAOHRIZONWTHEE
L7

LSHOFEL L TIRERBLEOEENHIToN L. EE
TR0 BN O W I OB [12], [13] 1, R o IE o
E2 MW HLENH L. Lo L, Bluetooth %5 i #E i
WMIBEOHKETH 5720, UK RHEAS % HE T AE 2 R &
BRoD, LA T, WEBORENLRZWE WRAT 572
OITIE, RELELOFELERSLETH L. 72, 1A
F—D—FERIEIC L BRI BVT, HEORENE155
T2OICE LA F =Dy MEDIBEDS, IREWRED
FEFEBRPOGONDLEEZ NS,

HE AWM LICHEL AR TSR Wi witERT
SN L E T

SENH

[1]  Bluetooth SIG: Bluetooth 4.0 Core Specification, Blue-
tooth SIG (2009), available from (https://www.
bluetooth.org/docman/handlers/downloaddoc.ashx?
doc_id=229737) (accessed 2011-11-11).

[2]  Bluetooth SIG: Bluetooth 3.0 + HS Core Specification,
Bluetooth SIG (2009), available from (https://www.
bluetooth.org/docman/handlers/downloaddoc.ashx?
doc_id=174214) (accessed 2011-11-11).

[3]  Bluetooth SIG: Bluetooth 2.1 + EDR Core Specification,
Bluetooth SIG (2007), available from (https://www.
bluetooth.org/docman/handlers/downloaddoc.ashx?
doc_id=241363) (accessed 2011-11-11).

[4]  Bluetooth SIG: Bluetooth 2.0 + EDR Core Specification,
Bluetooth SIG (2004), available from (https://www.
bluetooth.org/docman/handlers/downloaddoc.ashx?
doc_id=40560) (accessed 2011-11-11).

[5]  Jakobsson, M. and Wetzel, S.: Security weakness in
Bluetooth, Topics in Cryptology — CT-RSA2001, LNCS
2020, pp.176-191, Springer (2001).

[6]  Shaked, Y. and Wool, A.: Cracking the Bluetooth PIN,
Proc. 3rd USENIX/ACM Conf. Mobile Systems, Appli-
cations, and Services (MobiSys2005), pp.39-50 (2005).

[7]  Blanchet, B. et al.: ProVerif: Cryptographic proto-
col verifier in the formal model (online), available from
(http://www.proverif.ens.fr/) (accessed 2011-11-11).

[8]  Blanchet, B., Abadi, M. and Fournet, C.: Automated
verification of selected equivalences for security proto-
cols, J. Logic and Algebraic Programming, Vol.75, No.1,
pp-3-51 (2008).

[9] Chang, R. and Shmatikov, V.: Formal Analysis of Au-
thentication in Bluetooth Device Pairing, Proc. Joint
Workshop on Foundations of Computer Security and
Automated Reasoning for Security Protocol Analysis

2232



BERAIEFREHEE Vol.53 No.9 2225-2233 (Sep. 2012)

(FCS-ARSPA2007), pp.45-61 (2007).

[10] Haataja, K. and Hypponen, K.: Man-In-The-Middle at-
tacks on Bluetooth: A comparative analysis, a novel at-
tack and countermeasure, Proc. 2008 3rd International
Symposium on Communications, Control and Signal
Processing (ISCCSP 2008), pp.1096-1102 (2008).

[11] Haataja, K. and Toivanen, P.: Two Practical Man-In-
The-Middle Attacks on Bluetooth Secure Simple Pairing
and Countermeasure, IEEE Trans. Wireless Communi-
cations, Vol.9, No.1, pp.384-392 (2010).

[12] Lindell, Y.A.: Attacks on the Pairing Protocol of Blue-
tooth v2.1, Blackhat USA 2008 (2008), available from
(http://www.blackhat.com/presentations/bh-usa-08/
Lindell/BH_US_08_Lindell_Bluetooth_2.1_New_
Vulnerabilities.pdf) (accessed 2011-11-11).

[13] Phan, R. and Mingard, P.: Analyzing the Secure Sim-
ple Pairing in Bluetooth v4.0, Wireless Personal Com-
munication, DOIL: 10.1007/s11277-010-0215-1, Springer
(2010), available from (http://www.springerlink.com/
content /730t872p4t720180/) (accessed 2011-11-11).

HEESL

Kim X, Bluetooth DX F o7 Y TART Y TD
Passkey Entry € — NI T 287 2 hHERELZIREL
Twb. ji4E, Lindel X Phan, Mingard |2 & - T[FE—
IS4 2 PRBERBEIRESIN TV IEY, 5 ORE
BT, WEEDPART Y 2 72 @7 K- LTa—¥
2T ) T HEATSEALENDH Y, TOBIZ—F
PEEE—DNRAF =% AT HZ Ex2REL Tz, K
WLClE, S oRMBERBELEESARELT, BET R
B2 1ETHY, 2—FFLT LLLATE R C/ YA F —
AT BULEE B, L) SHICHENREREE T TO
HREEREELIREL T D, F7-, KT, -FEK
BB T AR EE SN TS, K, Bluetooth
DEFaT vy TNRTY) YT b REkom I,
W WBEB L ZONROMEA» S EHEKT 5 L& 2,
ML e LCHEE T 5.
(av¥a—%txa) 742 RI Y L2011

Jurz 7 AZFEE WHNER)

TR KR

2010 R EFRAEIFESHE T A FEl B i
SRR, 2012 FEIEHREF 2 T4
REFEBERFERL F 2) 7 1 WFFeRHE
LRI T

© 2012 Information Processing Society of Japan

NEERRIDN

1988 4 H e K KA be B LA Ze
AR E R T ERE 7. A4
FEEEERE (k) AtE. 2001 AEHRK
Sy MR 20 P SR b i S
WLFHERET. i (L5, 2002
A gL K A2 B S T R AR B 350
2003 fERIBREEEZ. 2004 FIEHRE F =) 7 1 RFERKRS
Pz, 2012 4 X0 MA)REBAEEE R AR R, TR
¥ a7 REREKFEBHE. BT HERERFEYS,
A%, EBRETHSEE5E.

(IE%H)

2233



