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Abstract: A quantitative model based on the game theory of IT-security promotion and implementation in
organizations has been proposed. This model clarifies what state an organization is in and then determines
which security measures an employee should or should not perform. In this study, we examined this model
using an actual IT-security incident that occurred with a PC used by teachers at a school. Using public
statistics and survey data, we calculated the parameters of the example in the model quantitatively and
were able to clarify in what kind of state the example was and identify the state of the example within the
dilemma state. By these, we showed that the model expressed this example appropriately. Furthermore,
we determined what changes to the parameters were effective and examined the subsequent improved IT-
security measures quantitatively. We pinpointed the optimal conditions for IT-security measures within an
organization and showed the possibility that this model can express the IT-security implementation of an
organization appropriately. The results showed that this model has the potential for practical use.
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Table 1 The parameters.
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Fig. 1 Five games between promotion section and employee.
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Table 2 The parameters of the actual security incident.
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Fig. 2 The state of the actual security incident.
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BUTRVAE LT Uy M 5. P ODREVHE,
WEa A Lo [(1) BEERS— L OFICH D2 LD
5.

5. EE

5.1 EfFIOIREHD S RAETILORY M
REFOWE, 4w, HEER (FHE) 13527 — P2k
FXLOTHELTVWAY, ZORINEENIZEWVIK
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K3 C, 2UFHELIZLEEDINTXA—FDfE

Table 3 The value of the parameters at improved C,.

INTGA—=R E =R ivi =N
Yy 134.4 A (X)) T R ERERICLDEBNEDETE
c, 1,478 A |EXa )T RKIZHSHOxEmaXkE
Y, 43,008 A [E8EARELELEDIEXE
v 10,752 A RFILTa
P, 7.62 % |REENRBILIEROHKLERE

Wb, Tk, b L OHETBMA 1HEM T L DI/vA
T— ROEHEERR L Doz b, FONAT—F%
FOFFHBEL > TV LERLTWS, DF D,
HEAEERFI DS mE [/S 2T — Fa 1AM I & I2EZ R %
BT IUETEE B I [ /AT — P2 HZ 5 (%
WZEX DRV | BERL, SICHEETMD [SAT = F
1AM EIERDL] B EIHEERIE [z
AT — RZ2EZ%W (fKIcEELDD)] Z2@IRLTL
ForZkichd. Thbb, [BRIEEHIL <7 —
L] BREAELTVD ZEPBBEHPS bRENDL. KET
VMEINZEEMIIRLTWA,

T/, ETNVICE DM ORI, TERD O REBRIICH
SNTWVAEBOMBGO tF 1) 7 1 5P FEOEB L b A3
LCTWwWa, $4bb, HERBNHEROFAMEL DD L
CIEHFEFBITNES DD LR L TWAEAITIE, HEAELRM
PHENTZT X ) T AR AT ST FERICIESE
Ji L7, RS, FORAEMRIIEFITRE v &Rk
LTWAIGAITIE, EERITHEERMOIBROEEICHD
HDOTHLEFX 2 ) 74 REFEITL CHCH# %2479 .
ZLT, SREBEMEENEL v EBbLN IR TIE,
ZLOFHTHELLOLHEERITABRNICHEELITH
A, HEEFI S OIRIREB Y I4T ) LHEMEREEE L
TNIEHR 2L ) BRBEICE, 201232 71135 %
FAT LW EDH L., RETIVIZE DG oG R
EINEDREBREAHT 5.

5.2 WEK

—EIATON TV DL WL DD F 2 7 1 w5 & ARSH
BHZHEHA L, ZNOPKRERZ &0 L) ICWET 20 %
5.
WEWETNDEZINT A= DHEOZELE ED L) IZH
T LWL, TNOERFFNIEH LA
EDX ) BMEND B E, EFTNVETELL., FLT,
PERORERE I C, ZORYEEHET 5.

(1) #EBOREEBOIET A b C, D

HETIE, WEESMAIA T — N2 1AM E ICEE L
TV, TNELAHICIELERT LA 425, /8
AT — FOZEBRE, @O 1N ZE-IC 11 [ oZEH
EBHDT, HEBOMIEI AL O, 1T,

C, =134.4 1 x 11 0] = 1,478 [H] (14)
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Fig. 4 A decrease in C, by the extension of the password

change period.

AT 5.

B, WNAT— FOEFEHMIIARIZENTHiR s N D
BRI 2 & S ICHAMTIICEH L CRESNARETH L7,
KL TIZZORBEIZRTHEAS NI LT 5.

KINT A—=FEFR 3 ITRT.

ZOWE, r— ADNE I

Tr = —Yd + P2Y2 = 3142.8 (15)
y=x—C,+ PV =2484.1 (16)
b, I, T() BHERTS—L] THH. bLo

KAEDS [(3) HRIEFERTY L VT — 4] Tholzdb D
5 [(1) BEERTY—L] L4bDT, vF 27 135
FEFLVWHKTHA.

EHIZ, PRV ONICE LS GBED 2 Ly
DEZERL7-bDEHHLETCH 4 1IRT. DL &, fit
EBORRT 2 HMOFAEME Py 25 0% 205 0.25%D 5
& 1(5) HHIEERY — 211220, 0.25%%55 0.31%DH
T [4) ¥WIEERI L ~F—4] 124D, 0.31%7 5
3.0%0/, [(3) $HRIFEERY L <7 —2] 12, 3.0%L
ETTQ) BEEETy—L] Eb. b LORETIIEE

2166



BRAIEF=EHEE Vol.53 No.9 2160-2170 (Sep. 2012)

RKda XFVT 4V EEENTHINS S/ ED/8T 2 =5 Ofii
Table 4 The value of the parameters by the increase in the legality of penalty V.

INGHA—A & B =X
Y, 134.4 A (X2 T A EERICIIEBZNEDET=
c, 6,854 A |EXa)T4R/FRICES-HDOXIEIRE
Y, 43,008 A |ESRHARELEEEDELE
14 21,504 A RNFILTA
P, 7.62 % |REEHNRHILIEROREME

B O 5 FMOMERI 13%L LT [(1) ®HERKT —
L 72o72b 95, KFETIE, 3.0%L T [(1) HEER
Fen] kb Thbb, EFEENLF ) T KL
LVERTLH LR, ZOEPLY, KhKITEF 2
DT axRbEZEEF L VwEnR B,

I, ¥ 2) TR ERT Ao 0REI DR
WHRTHINIL S OREEBDPZNEER_T S &), it
K LRBICELN TV LHEEO LT 2 7 14 WK DFE
HLLAZL TV,

(2) XFNT 14V OB

WEERDHEHRICHE) &9, HEERISHTHFILT 1 %
WNEEEZendb. XFPVT 1 ORFEWRLDIL, #
B D 1 DOTHLBIATH D, HARIZBW TG E LM
F91&DEDIZE Y, 1 NOHEIEHESED 1 H 05
FHZ, BEF1EETHIIBTA2EEOBRED 10 4
D1HBATELRSZWVEWVIBELND S [24].

CHUCHED &, HEEBDBMDOF VT £ 1EFH GO,
Wb, XoT, TOREOFEAREDHKEOIER &
HIRITINZ, 1 HOORGGHDSRF IV T4V &b,

720 DX bhb,

V =2,688 (F) x 8h = 21,504 [F] (17)

L b,
BINT A= TR 4IRT.
DO, 5= LADAER

z =Y + PyY, = 3142.8 (18)
y=1x—Cy+ PV = —2072.6 (19)

b, IE [(3) FRRIEFERY L >~ 7 — 4] DIRRE
THh.

E51T, PRV OB SEgGED 2 Loy
DiExHHLETHRLIZbDOEE 5 IT/RT.
MEEBORBHET LRI DEAEMER Py 25 0% 5 0.21%D
Bt [ (5) WFEETZ — 411272, 0.21%2°5 0.31%D
BT [(4) ¥EIEERILYy~F =41 12420, 0.31%H
5 1% [(3) HRIEEmI L v ~7r—24] 12, 1%L
ET (1) BRERS—L] 25,

43 FHCTHRARATCOREL D ITLESN TV L5, [(1)
HEAERFOMEEB OB T A b C, DK DU & Mk
T5E, 5280 [(1) HEEFOEEROMILIA N C, ©
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Fig. 5 The change of the state by the increase of penalty V.

i) T — 2R [ (1) ®WIFERT — 4] 12T
L7z DB ZORTIE [(3) BRFEEHI L ~7r—24]
il FoTwaia, 72, [(1) BHERTZy—L] L2
72O DR ORHT 5 FIDOFEAMERD, [(1) HeEERE
DHREEBOIILT A ™ Cf O] TIX 3.0% ETH5E D
DWAEFRTIZ1NATHEE00, RIFEOHENHFRTH S
ZEDVHB.

EHRLHNDID, FHROEDEZBLZ TEHITNT I
FAVOEEPRELTHIEERKRHTAH. (1) OHAERED
HFEROMIEIT A C, DEJETIE, HEEBORHRT LFH
M DFEHERESR Py H53.0% LA 1T [(1) ®WHERy—2] &
oz, FIT, MU P, OfET [(1) BHEERT— 4] &
BhHEIBRFNT 4V OEEREIET S &,

V = 189,938 [] (20)

V) EVEIZT D2V EDSH D Z LG nb.

(3) Wim by 7 by = 7O L /XA T — FOZETEHH O
MERIC L2, HEEROEEROIET A N O, & FATE
HE L7 ZDHEE Y, DI

gty 7 by 272 FATAHILICL-T, &R
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x5 oty 7 by 27O ENSAT - FOBEHHOIER 217 5 725 D/8F 2 — 5 Off

Table 5 The value of the parameters by using encryption software and the extension

of the password change period.

INSA—4 & E-Rivd B
Y, 134.4 A | EF) T REERICLDIEBDEDET=E
C. 134 A | EFa)TARRITRSF-HDOXEIRE
Y, 4,301 A | BEIRELEEDELE
14 10,752 A NFILTq
P, 7.62 % |REELNRHIOIBFRDRELEREE

FIZPCHD 77 ANMIIT 7 AENTH FNIT L BHE
ERNRICE DL EDHETH L. 2T, BHILY
TRy L TOMAE PC OISR — FOZEBEROULEE D
2ODFEEFGIZE DA EEZD.

Gy 7 N 2 T R EBOMBHNTHHT 2 Z 12X
DEDREYF 2) T 4 OBEMUM S N D 2%l
VIR U725 T e i3 4 72 6 vy, 22 C, KRBFZETIE,
T7ANDOREFALY 7 vy 2T R FHT A LICE > TH
IS L 72 DIEE R DIREE Yo H71/10 127 5 L AE
$h., T2, NAT - FOERREMZEE, $hbb, K&
MO 1 EPANEERZRICD ) TRIEETL2b0ET5. 2
DEEDRINT A=Y %K 5 IIRT.

O, - LADREIX

= —Y,+ PY,=1933 (21)
y=1x—C,+ P,V =878.6 (22)

b, UL, [(1) BRERTS— L] %5, (EEEN
HREMICEF 2 T 43562 L 5DT, £F 2 7 1305
T B 2T, FEICEEFLVWIRETHS.

E51C, PRV ONICEL S ED 2 Ly
DIEZFRL72bD%E 6 2T, EEHORMTLHE
M DFEERESR Py 25 0% 5 0.89% D4 [(5) i IEEM
=0 2% Y, 0.89%7005 1.8% DT [(4) wIEFH
DLy =] 12hY, 1.8%%5 3.1%T [(2) fREM
=012, 3A%ET (1) BWERTS—L] &4 5.

Kk x L o 72856, FHOL L ORER 2 F TER
T OREHR T L7z [(3) FRIFFER T L~ 7 — 4 ]
DL BB KELREHT, X2 71315k E
LTCIEFICET LWEWR D, F72, b EDIRETIINEE
B O 5 FMOMERI 13%L LT [(1) WHERT —
L] 7Zofzb o, RIFHETE, 3.1%UET (1) wsE
Wir—2ol] &b, ZOEPS S, RFIIIFEFICET L
WHELWZ A,

C DXL, P OB AN X B AERRN 2 o) L
L, YAVAYPORBELIZX 2EHOBREE VD, FEE
WX 2 ) T A AROBIGTIThIL TV 5 RPN RS D
LHIERRLTBY, ZTHIIELSREE AT A.

5.3 EFIORTIEE ZFH
KL THW-H=HL, EBICEE HRE SNt d 2
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Fig. 6 The change of the state by using encryption software

and the extension of the password change period.

VFAA YTy b ThHL. ZOFEHN, (ELEED, +
F2) 7 A ROBHBEAR E WG A ICHEETSM OfR
DL FTIZENEETET, ZOMELF ) 7 1 FHfC
EoREBITH L. FHIOFA DK KRR NF S
TBY, BEM, BEU»DE. TTNVONTA—F 52 HE
T ABICHC -2 0MOERS, FHRECEEEDD 5
NHTERTH 5.

Ins xR, Kl ETIVICHEH L TET VDL
TA=IREWRL, FLT, NIXA—FDHEEETIVO
REEZIGTR L, RFEFNCHE L TIE TNV DHEDOL T HEY)
WCELTWAEEZONLZ LD yhol. T bbb, K
HEUZ L S5 TETNEETNDOEEDINT A — 5 OF- 4%
BERMICHAT A LD TE L TEETH .

$72, KFEHOLHIZ, vF o) 74w 5EoBEHEBEIK
SV EIEERDHEER I DIRR N — W IiEb T 125
MR 5 72BHNTI NI AL T b, RFEFIAHE S
NHEHL BT A1E8HL* 2 ) 7 1 Higo#HE [11]) <
L DFFPMEENT WS, HEOFHIERS 27
B, O LN/ HH PC UAND—BFIM PC THMED K
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Ty O EITS> T LT, ZOFER, BT 7 AV
ZDPC OWIRIREEINTL T » 72560, PC % JH\WV72#%
HREATERD O ID 8T — FEBENAMEIHmo
EREPSENS ZMHMT 5 L) BEDRRLFH, (5%
ATV HEORAIEPKENTZORNDO PC O F 2 51
Ny FOMME B T AV ARG L -5, HCT 2
L AMER % RET A Z LRI E % B 2OFHE SIS
TINT 7 ADWER%E H7-2 TLE o fER, oy I 2
DHFEOBIREIC L > TTRTDT 7 ANDRN DT + L5
WBEILTCLE 7256, 22 MmEsShTnws, $4b
5, ZNSOHEFNSTIUE, AFEFD, TFILTHN
TRRNT A= IZH LT, REMLEHTH L EMED
FTAHZENTEDLLEEZLNS,

5.4 BEROEMEICONT
ERLTUGERDPIRBICENTH 2089 »EGEET %
72OIZE, A YTV OB BRE > TEBIZZ DRk
EBLCHETLLEDS DD, L LARFFICBNTE
NEATHIDIZEDOTHETH 720, KL T, —iK
e EBbnsmEOREERE KL TEDOZLEOMIEL L
7o, FEBRE DR O THBUEIZIOWTIZE 5 % B RET D
SHH B DS, TN EISNT A —F OBEZ B EOMEE %
192 ENTEREEZL. 4, Trr— MRESCHS
EER TS HITRIBEET X 2RSS H V), RIFFEIL
FOREHFNC R EHEZOND.

5.5 EHIORBEIDZ LM

MRS 5 FIMDOFEAMESR P, OFMITHWH
BIOFAE [19] 13 2003 ED b DTH B, Z OFFEIF 2003 4F
DI ITbR Ty, 20720, I B L wIisks
BEHWAZLIIATRETH .

—J7, HEJ PC D+ F 2 7 1 FHIL 2007 4F 12
1] ENbDTH S5, 2004 F55 2006 4EO R
PR EFHRIL, T ) ¥ 7 %24To TIE L -RE T —
Z e Twb, 22X 2003 EE20 5 2006 EEORIZFEA:
L72FPIA s SN TBY, BAERNFHEE I TV
FHD I EENDAINS RIS L2 FF T
HHEEZDDOPRYKTHL, KL THW-#HEH PC
DtF )T 1 HOS, ERERSERTIIAHTS 525,
R EEZEZ N5,

T/, LX) T4 B B, 1999 EOFHRICE
VT % 1R 2 WEER, 2000 SEOELRITO Web A b D
FEWZFHEOZ AP LHBEIHEIN TS, 20720
2003 FEBME D, LX) T AIES K DIEERICE > TE
BRELETHoETFHREND, X2 T 41T 5
WS EHE R QMR ) A D, HfkotF )
T4 R) VOERERLEF 2 T BEEEORED L ) %
DHEOMEREIEZH 5 S OO, HLY HLADLERARG OBE L
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NS KRE LA H o 72D Tl e EZ NS,

D7z, 2003 FLFEOTET —F W2 LIlE -
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5.2 W HEMIEZH 50D, FNDARIFIED 5T OB
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DI, BENTEYLTHD LHBISND.

6. A

REHILTIE, Mot d: 20 7o KiEE 7L 2 HW
TeFx =) 74 F - FigoFH %, E=MITHH L.
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WTEDELI Rt F ) TAXNREAT) O F 2 T4
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HEELIZ, FNHDOLF 2 T 4 IR EIECED D OFRFER
LI L CE DN AR L 7.

CHIZEY, HOEFTVHBEOMBO X2 7 1
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WX BHFEDOEF 2 7 1 WK OO AT, £F 2
DT AR AT ABICEH T L RN D 5
ZEEIRLT.

7. SEDFRE
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bdEEEZROTENEBH L. 4%, X274
HE A L DFAICAET 22 LI0LoT, BT A—F D
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