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A Study on Secure Wireless Links Based on Distributed Transmission
Using a Secret Sharing Method
-Positive and Negative Effects of Narrow Beam Creation-

MASAAKT YAMANAKAL®  SHINICHT MTYAMOTO?'?)  SEIICHI SAMPEIZ©)

Abstract: The authors have proposed a secure wireless link creation scheme based on a distributed trans-
mission by providing a plural number of separated propagation routes to a destination. In the proposed
scheme, the transmitted information is divided into a plural number of “shared information” by a secret
sharing method and sent to the destination separately through the different propagation routes with indi-
vidually controlled antenna directivities. In this article the positive and negative effects of narrow beam
creation at the transmitter will be discussed. By creating a narrow beam at the transmitter, as a positive
effect, each shared piece of information will be transmitted to a limited area around each selected path which
will improve the secrecy of the original information. On the other side, as a negative effect, the transmitted
power of each shared signal will be increased. Both effects are evaluated quantitatively and discussed based
on a computer simulation.
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Fig. 1 Information flow of the proposed method
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(a) multipath routing in ad-hoc network (previous work)

path #1

(b) distributed transmission in wireless space (proposed)
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Fig. 2 Difference between our proposal and the previous work
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Fig. 3 Spatial distribution of the shared information transmis-

sion area
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Fig. 4 Receiving behavior of adaptive array
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Fig. 5 Block diagram of the antenna directivity control proce-
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Table 1 Simulation parameters

carrier frequency 5GHz
array configuration circular

antenna element separation  half wavelength
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Table 2 Reraltionship between the number of antenna ele-

ments and the beam width

Num. of elements 4 8 16 32 48 64

Beam width[ deg.O 70.9 | 43.5 | 148 | 9.7 | 9.6 | 10.5
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Fig. 6 Propagation model
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Table 3 Propagation gain and angle of departure of effective

path detected between source and destination nodes

Path number 1 2 3 4 5 6

Gain0 dBO 0 -9.4 | -11.1 | -11.3 | -17.6 | -19.2

AODOdegO | 330.3 | 55.0 | 299.1 | 197.1 | 227.1 | 23.5
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Fig. 7 Spatial distribution change of the area where the trans-

mitted signals can be well received and demodulated
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Table 4 Spatial ratio of information leaked area

Num. of elements 4 8 16 32 48 64
Spatial ratiold %0 222 | 176 | 176 | 3.7 | 1.4 | 0.9
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Fig. 8 Spatial distribution of the area where the transmitted
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Fig. 10 Transmit power change against the number of antenna

elements
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