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Identifying Unintended Inconsistencies Based on Mining Development Histories

HIGO YOSHIKI'"® KuUsSUMOTO SHINJI!-P)

Abstract: When we modify source code for performing a given bug fix or functional addition, we must recognize
all the code fragments to be modified. If not, unintended inconsistences occur in the source code. Before modify-
ing the source code, keyword-based search tools like grep are suitable for preventing the code fragments from being
overlooked. However, once inconsistencies occur in the source code, such tools cannot help us adequately. In this
paper, we propose a new method to identify unintended inconsistencies in source code automatically. The proposed
method analyzes source code modifications in a repository to derive modification patterns. A modification pattern
indicates what kind of code and how it was modified. The derived modification patterns are queries to identify un-
intended inconsistencies from the latest version of source files. We implemented the proposed method and applied
it to HTTPD and FreeBSD. As a result, we identified many overlooked code fragments for bug fixes, refactorings,
functional enhancements, and code comments.
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354
355 for (Ir = head_listener; Ir ; Ir = Ir->next) {

356  ap_get os_sock(Ir—>sd, &nsd); ﬂ){ ap_get_os_sock(&nsd, Ir->sd);
357 if (FDISSET(nsd, main fds)) {
358 head_listener = Ir->next;

380 num_listeners++;
381 if (Ir—>sd '= NULL) {

83,956

382 ap_get_os_sock(Ir—>sd, &nsd); ap_get_os_sock(&nsd, Ir->sd);
383 FD_SET(nsd, &listenfds);

384 if (listenmaxfd == INVALID_SOCKET || nsd > listenmaxfd) {

1083 /* Associate each listener with the completion port */
1084 for (Ir = ap_listeners; Ir '= NULL; Ir = Ir->next) [

1085 ap_get_os_sock(Ir->sd, &nsd); 83,956 ‘ ap_get_os_sock(&nsd, Ir->sd);
1086 CreateloCompletionPort((HANDLE) nsd, //(HANDLE)Ir—>fd,

1087 AcceptExCompPort,

1313 ap_log_error(APLOG_MARK, APLOG_NOERRNO | APLOG INFO, server_conf,
1314 “Parent: Duplicating socket %d and sending it to child process %d.”, Ir->sd );
1315 ap_get_os_sock(Ir—>sd,&nsd); —)‘ .
1316 if (WSADuplicateSocket(nsd, 50000 | 2P-get.0s.sock(@nsd, Ir—>sd);

1317 pi.dwProcessld,

1 server/mpm/winnt/mpm_winnt.c D—# (U £ 3 - 83,955)

Fig.1 a part of server/mpm/winnt/mpm_winnt.c (revision 83,955)
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ZERAWT, MRV —Aa— R F»oMECETINTWVD
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ap_get_os_sock (lr->sd, &nsd);
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ap_get_os_sock (&nsd, lr—>sd);
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1: A 1. A 3.4c3,4
2:B 2:B < changing 1
3: changing 1 3: changed 1 < changing 2
4: changing 2 4: changed 2 —-—
5C 5:C > changed 1
6:D 6: D > changed 2
7: deleting 1 T.E 7,8d6
8: deleting 2 8 F < deleting 1
9:E 9:G < deleting 2
10: F 10: added 1 11a10,11
11: G 11: added 2 > added 1
12: H 12: H > added 2
(a) fEERT (b) EIEH (c) #=5r

B2 EEMY—AT7AN, BERY AT 7 AL, diff a~<~F
ERWIZZEN S OROES T
Fig. 2 Source files before and after a modification, and diff output be-

tween them
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3 http://svnkit.com/
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R OEFEEITH . EFILZEOEERT = — Ny L& ER
a— FRZEEL, TROMRFECTAITHHEEE, &
BN =2 LToOMBIF TR0y, AN TROF
JIECHLER AT 5 .
FIE1 svndiff 2~ RE2HWTES RS
FIE2 ZEHTHNATHDEENMEOa— RFOERE (%2
H, #7, BATXFOHIRR)
FIE3 EHILBEOBEERZO 22— R BE—XFH TR
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BT CHERE DB & R TEIE T T 7z, FreeBSD
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HFTIX, N—=Ya v 9 BT 25 OBINEITW,
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RQIZOWTHE L=f R 2R~ 5.

51 ROQl [T BEER
HTTPD 122U T I 145/737(=19.6%), FreeBSD (25T
1% 94/983(=9.6%) PDIETENRZ — B DY v ¥ T
BHLTWE, Zh b 145 8 & 94 AOEE S Z — 1220
T, PFEETEDOBEENEEZHER LY, 4 >OBT7 IV
I TOBBM L, BERLOBRICIEICI IRV EIES
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*5 http://svn.apache.org/repos/asf/httpd/httpd/trunk/
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K1 MRV 7 hy=T OME
Table 1 Outline of target software

V7 bhux7 BHBEUEYar (B ®TUEYar (A ®BUIEYar KTUEYa ORITHR
HTTPD 81,442 (1998-06-02) 90,607 (2001-08-24) 2,784 131,675
FreeBSD 196,121 (2009-08-12) 225,533 (2011-09-14) 7,689 3,570,021
90605 : write(c—>fd,request,reglen);
- if (posting) { } deleted line
if (posting>0) { added line
z,‘ | write(c—>fd,postdata,postien);
é ‘ “I. | totalposted += (reglen + postlen);
w || b LA R
[ @) HTTPD
83,343 °
BENRS—
if (ste_newbuf(sc, cur rx) '= 0) {
(a) HTTPD ifo—>if_ierrors++; } deleted line
2555 ifp—>if_iqdrops++; > added line
I cur_rx—>ste_ptr—>ste_status = 0;
continue;
| }
Y | 1
5 I
4 | | - (b) FreeBSD
~
| |||| : | 4 HLEWMIChE > THRNZEERFY—v DY —2Aa—F
. | ...... ' Fig. 4 Source code of modification patterns occuring longest period
196,121+
BE/5—

(b) FreeBSD
K3 RQI Tl L7EIE % — o B

Fig. 3 Occurrence periods of extracted modification patterns in RQ1 in-

vestigation

LT (2. ATV ICHONWTHATS.

NTIEE N7 ERY RS ZDOEBETE

DI27HR)0g V7570 R2) 0 TORODEE. B
G OERFEOMBAEEL BT

HAREZS T - HEEIBIN I CICFESNTMEEDOEFL, #r
HEBEDIBIND 1= DIEIE

AV Y—Ra—RfoaXy MIHTLEE. £&
U CEEHERR DOFER D 7=

R FEOBIE R = BDANTEEISES N, Zhb

%, BAREDS AT 2R RS EDIEE LRI 572

Wa—RFFEREELTWEZEER LTS, 117 HO

BIERY — DA - B EIS . Zhb

HLEIERENIE L BEINTWARWY BV a3 UIMFE(E

&2 RQIl OFE CTHIH L7EEFZ — > DNFR

Table 2 Extracted modification patterns in RQ1 investigation

Ny YTry
BE 2V 7

PRREATE - =X

V7 hu=T AR
- MeasEm o b

HTTPD 145 19 22 93 11
FreeBSD 94 23 39 24 8
DIETEDOE T ZFRAE LTz,

© 2012 Information Processing Society of Japan

LTCWeZ tZERLTWS. 61 HOEENRZ—2NY 77
72V I ES L. KR EgRs o~ n 0%
BThote. TNHIEY 7 MU =T ORDENCHEBETE
52 B0 TIERWR, Y—Aa— FiZ—EHDR
I—RABHFELTVD LWV JTIFEE LI 2. 19
BOEENRZ —rpa Xy MISHENTE., 2 TOBEES
H— X, BAEHERR IR IC BT BB OEFRNTH -
7. BEHERHREELSERT D E VI HTHE, Zhbb
PELIEAR.

30, #E) EYa THBIL Tz 145 i & 94 {#
DIEIEARZ — 2 OHBBIMZE L TN D, Bl EE R
Z—UBWRHRTEY, filli) eva 2R LTN5S.
Y $ih 5 OBy OIRIE, FOBE T — NN D )

=3 mORWREICh > THATEE Y —

(a) HTTPD
Vevar A A BESNEZT7 7 AL
83,946 1999-10-08  support/ab.c (2 places)
88,628 2001-04-02  support/ab.c
(b) FreeBSD
yevay A BESNTZT 7 AV
200,965 2009-12-25  sys/dev/ste/if ste.c
213,438 2010-10-05  sys/dev/usb/net/usb_ethernet.c
218,832 2011-02-19  sys/dev/dc/if dc.c
223,648 2011-06-29  sys/dev/gem/if_gem.c
223,951 2011-07-12  sys/dev/cas/if_cas.c (2 places)
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DYV EYarbEgEOIEYara2HLTWD. L2
i¥, FreeBSD (X 3(b)) O—FLITHE I TWVDHIEES
2=, VEY a2 196,386 THRUICEN, VEYar
203,049 THREZEICHN TS, BIEASY — 3R
72U EYa yBRRVBEICERLNTWVWS. ZoKED, K
BBy DMRY BV g BT, D &b 1 DOELER
NREENTNWDHZ ERbNnD. BRI, HTTPD @
92.7%, FreeBSD D 98.4% DY) ¥ a LN+ 5.

X3 kv, BEYIChE> THERT 82— HFEEL
TWDHZERLID. RbEHMIChE > THE L T\
BEENRZ—rvDa—REX 412, ZOBEAY—VRH
BLEYEYa rofffE# 31277, HTTPD OEES
Z—> (4 4@a) TiE, if LOEFMERBEF IR TND.
FreeBSD OEIE/R &% —2 (X 4(b)) Tik, 127V Ak
TAEENEFEEIN TS, b 2 ODEE A% — 0%
NRIEEIZEENT. WTNLBRMARZEE Tidd 503,
BAIDEIE & B OEEN—FFL E LB TN D,

Lo Z &5, RQUIZK LTELFD L 9 IZEIZETE
5 BEAE =D IBHD 19.7%E 9.6% 085D £ 3
VBRI TWE, F, IO OEENRT— U, iR
g VBED 92.7% & 98.4%IZAFE L TV 2.

52 RQ2I(Zx3F BEER

~A = ZHERCHIE L7= 737 8 & 983 fHDIEE X —
VU EHWT, HTTPD ® U £ 3 > 90,607 & FreeBSD D U
vV a 2225533 MO EERNL— K2R L (8%
FEOBRHAEZIT>72) . ZOHR5%, HTTPD 75 18 {H,
FreeBSD 725 94 fHD = — R ARH Iz, Zhvb T
TOa—RFFZFEEICIVMREL, —HLEE Y —
VOBEEHB I RFROLIICETTRENE I DEMHRL
78,

#41x, AEOFMEEZEZL D, 15 HOARTEER
nAmHENT. K5 1EF0—FlThsb. ZDEEN
H— 2 ClE, BRSO HEFE dump_avail[1] O FHE G IENEE
INTWD., EENZ—URBENEZVEYarnasy
kv 7121, “dump_avail layout should be sequence of [start,
end) pairs, not <start, size>.” LR INTEY, ZOEIE
NRE—=UWARTEETHEHZ L EKLTWS. FreeBSD
DY BT a 225533 D7 7 A /L ar7lxx_machdep.c |21
“deleted line” \ZRITATHHFELTEY, ZOITIXEIEN
Y= DEERI2— R E—ET 570D, NTOEERNL
ThH D LR LT

55DV 7y o2 s TR OR I S L. X 5(b)
WEZEDO—HITHD., ZOBEIEAAF—TIE, V7 MNEREB
FORMHEBE AT OIRR~/ 0 ilEEEN TS, 20~
7, ZOEBEASRZ—CERELIZY BV a 205,014

B FHEONVRY NI onY, EEARY—VEDOa— R, ZO%
DIETEDRE T 5 Il L7z
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dump_avail[0] = phys_avail[0]; I .
dump_avail[1] = phys_avail[1] - phys_avail[0]; } deleted line.
dump_avail[1] = phys_avail[1]; } added line

physmem = realmem; |

(a) NTIEIE

ap.fd = uap—>fd; I
ap.offset = (uap—>offsetlo | ((off t)uap—>offsethi << 32)); } deleted line
ap.offset = PAIR32T064(off t,uap—>offset); } added line
ap.len = (uap—>lenlo | ((off_t)uap—>lenhi << 32));
return (posix_fallocate(td, &ap));

O V72T

if (port < 0) {
device_printf(ch—>dev, “SATA connect timeout status=%08x¥n",
status);
device_printf(ch—>dev, }

+ deleted lines

“SATA connect timeout time=%dus status=%08x¥n",
timeout * 100, status);
}else {

+added lines

(c) BRAEASTE - FEREIBN

-
* Copyright (c) 2005-2010 Pawel Jakub Dawidek pjd@FreeBSD--DPw
* Copyright (c) 2005-2011 Pawel Jakub Dawidek <pawel@daw:** - added line

: g =
* All rights reserved.
*

@ =A b
5 UEYa 225533 128\ THRDM o I EERILOA

Fig. 5 Examples of detected overlooked code fragments in revision
225,533

TEMENTWE. £/, Zo~7alZzol 7772
VIR SN T 7 A MCEZESRL TV Eo T,
HHEICERICELD Y 77y 22 ) T ET2DH. ZOa—F
Fix, VEY 32205014 ICBWCEBLIZY 7727421
VI ERRICRE E S EEIBND.

12 EOMRERE T - BN Sz, X 5() X
ZO—HITHD. TOEENRF =T, ¥A4LT7 0 M
7o TR & R T HHERE B STV D . EIER
H— L DIEEH 2 — R THE L TV A ZEH timeout 1,
M S — FRTIIFIAMEETH D720, MHICHEE
BMEITZ5.

3omaity MEERNWAHRE S, X 5d) Iczn—
BITHD. ZOEERZ =T, WEEREEDA—L
T RUARHWEROEE TH T,

F, 27THOa—RFAZBRoTRHLTWEZ, Zhb
W, PEECIZREICIVERNEEEZ{T/2> TR
WS Tz,

Dbz &n, RQ2IZKLTUTO LS IZEETES
HTTPD & FreeBSD 75, 16 & 69 {[HOE EfwiLE M T
7=, HTTPD {22\ CiE 8,229 1772V 12 12, FreeBSD
WZOWTIE 51,739 1T H 720 1 DOEIEIRAVAIEE L TV =
HEICRD. Fe, MHOREEIL88.8% & 73.4% Th 7.

53 a—Fo/o—UBREY—ILEDER
2HICTIRARZ LD, EFEOBMITa—Fre—r
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&4 RQ2 OFAETHIH L7-EERIBEAM DR

Table 4 Detected overlooked code fragments in RQ2 investigation

e
A7 NV E I . - =0 HU s e
T T BE 0o s 007 REEN - R = A F ’
HTTPD 18 2 10 0 2 88.9%
FreeBSD 94 13 51 2 3 25 73.4%

MHEFIECEHRETCERWBERNERHT 2L THS.
FOHWMNER SN TWEIDERET S0, a2— K7
0= Y — v H RQ2 THIHI L7 Bl =2 — F R &

MHETE200ER/E L. ZOH& TIiX, CCFinder &

Nicad R L7z, b0V — /L ORE A LLTISRR S,

CCFinder [2] FHHEN. Ca—K/o—raBRHTHY—
V. BEEASCEBATEO—YERAZER L ET
a—Rra—rERET DD, TALRERSTH
ba— KR CThba—Kr/a—r L L THRIETES. o
FY, FALNVVTOBEERNLEZRETE 5.

Nicad [5] BB HI° 7 0 v 7 AP Ta— R n—
A4 %> — L. Nicad 1%, LCS (Longest Common
Sequence) 7 /L= Y RN E FI W THE L CFAIN —EL
LCWBE Sy ERET 5. O o BN
2y 7 2EO—ELU EOFIE ThHIuX, ZoBESeT
gy rZPa—Kra—rlL TSNS, 2FD,
Nicad [ZFAJHAL7ZT CldZe <, XV RERBEAOR
—E o nEEN TN T a—Kr7a—r & LTHRI
TE 5.

ZOERTIE, T7ANVFOREEMNTa— R n—
VEBH L. £51%, VI LB EERN OB R R
% L CW\5%. CCFinder & Nicad 3£i2, #REFIENRE L
TEERNO KRB EMBTERhole. ZOBBIE, &
ERNOHIZIC AR ERa— RPFELTBLT, a—

#& 5 CCFinder & Nicad IZ &V Bl ShizfEERNh O
Table 5 Number of overlooked code fragments detected by CCFinder

and Nicad
(a) HTTPD
. N7 U Ty HEREAT - X
Fik 4t ) . s
fEIE  HV v HreBm b
RRFIE 16 2 4 10 0
CCFinder 2 0 0 2 0
Nicad 2 0 0 2 0
(b) FreeBSD
. N7 U Ty HREAT - X
FiE it . -
BE 2V HegEEm b
RREFIE 69 13 51 2 3
CCFinder 39 1 38 0 0
Nicad 2 1 1 0 0

Ko —r b LTI TERD 72720 THD.

FreeBSD MO ¥4 1%, CCFinder (238 DY 7727 % U
YRR ERHETE L. IO IEBEEEANEE IR
Ty 2 YT THY, FRBLTOEIERNTH D20,
CCFinder CIIMHHITE /=, —F, ZOEHOEEL=— R
Ty 7 NIZBITAEIEMEN 57272912, Nicad TidkR
HT&E 7ol

Fo6lTy—nickoThittanizzrn—rty M0L
a—Rrua—rOFEFRLTND. 250V — 3£ <
Da—Rra—vERHLE. UL, RSIDRTEIIC,
BEIERNOZ ZRHTERp o7 ZORRIE, =—F
7 a—rORHEY — v E RO THENIEERNE RS
DO LNWZ EARBLTND.

6. Eim

6.1 IERRIEIZCDNT
BAEOFEETE, A, 47, WITXFERYERL HH
RIEFAL LT > TV, 2D, ATV A%
R PMENFREER L ChEa— N 2EETH D
LHIETERWY. o, DX HRa—FRHFIIRLTX
BEERNOFERHS TE 720,
ETOEHKCY T I NEF—OFRRIZRSIFICEEIZ 5
EHIEZIT 2, RVEZOBEERNLERETES7EA9.
LrL, 20X R EBEIT LdIlZlE, Y—AT7 74
JVARRICKRET DA SN 24T 5 BN S SH. BIFEIE, svn
diff 2= REAWTWA 728, HU BV a UREIZREWTE
DO EAT D 2— RORIIZ L 2. Ko, KBEAR
VAT AN THERM T~ A = T AT 5. £ 7T

% 6 CCFinder & Nicad Mg L7ca— Ro7 m—r 0¥
Table 6 Number of code clones detected by CCFinder and Nicad

(2) HTTPD
By —n  suo—rty bk a—kKrzu—r%
CCFinder 1,004 3,435
Nicad 117 324
(b) FreeBSD
By —n  so—rky Mg a—kKrzo—r¥
CCFinder 47,016 357,353
Nicad 3,871 138,233

W ZZTTuy s L, if XX while XD X DT, BN TOREE
MeELEVDHIHHERT.
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A a—Ryo—r L. 1 o0ra—rty MIEENATED
aO— RFOXRTIZEWIa—R7a—2rThb.
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DIEYa DI —AT 7 ANEF 27T LT (F
JEIZF U — RLTC) MR Z1T5> Z L b ARETH 5
2N, MHEFFMNE LS ELSR->TLE).

6.2 FHEICKDMEREE

ZOFERTIE, FH OIS EERNOMERIEE
EiTo7o. Lo LEERGITHR Y AT AOBFEE TIEan
72, NTEERY 77 7 XY v T EAOFENRE-S TV
BHAEREME B 5. L 0 EfEIC FiEZ 21T 9 72 012iX
KB AT AOBIRECH I L TN TEREIT O &
ERH 5.

6.3 EERTHW=LZE=UME

AREBRTIX, FFE, MIEE, —S@&EITEo 1 SO
LSO HREEFRIVEHO LEVWEE LTHW:. f#ilx
WX, XREZ 212757, LVBEVNLEWEZHAWSZ
L2k, EHIEL OBEERABRE SRS, ZOFER
THFEELMRHE SN BEERNE FEE THRR LN
FEEOITRMB T AT LAORFEE TIXRWIZDIT, HBEE
IRV 2 %3 L=, RQI & RQ2 THiEh7-1&
ERNAETERT D72 DI LRI 20 BFE Th v
IR BN WA ITIETERIC L AR NN T
bole. MRV AT LOBRKEN Z OMEGEEZIT o125
A2, S EERNVOEREZEZER B TE 572
A9,

64 HBRY—IL

Z DFEBRTIX, CCFinder & Nicad 7 7 # /) F DR T %
HWnwTa—krra—rzmiiLe. L, i3 550
Da—RI/a—rDOREIREOBRTEEETTHZ L TH
HERIZERAR D720, FRHDY—ILRE Y %< DEER
NemEcx2AEERH S, £z, ZOFEBRTIE, #E
FEMRE LIEERLEZ 2 — R 7 a— Uiy — sk
HAEEDRELZOLTHD. LirL, BEFETIIHRE
SNZBRVA, a— 7 a— Y — LTI S 28
ERNOFET DA, s, BETEE, BRI
FFERDETEMTHOILTWAZ L EMIELT A0, a— K7
0= Y = VESNEE LWL THD. DFD, K
EROMFRLAbED L, BEFELa—F7 o — KRl
Y — VIR BRI H D L2 D.

7. HYIC

LTI, Y—RAa— REnLETERLVE BEINICKR
HT B RFIEARE L. #EFERL, MRy 7270
BREEERE AN TS0, BiiEhs=0iciidh s
BEL LEOKREREHa— R TRIFUEAR LR, L)
BEAF IEOTR 8 Z R 7200,

RTFEEY -V ELTEEL, A7 V=AY T |
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T 7K LCEREITHT-. TOME, ZHONTEE
i, V777520 7iwh, SEER - Bk,
a Ay MEEERNWERE TS 2. 5%I1%, AT L0
FIH I L TR TEREITY, YV —LORHEERD
ELSZ L0 ERICGTHMET 2 TETHA. £/, a— KD
EEEZTRL, REOBELED TV FTETHD.

it

ARWFFEIE, B AR B B A 90 2 Al B A HAE TS
(A)GREETE 5 - 21240002), #HIFNIE GREZ 5 : 23650014,
24650011), # FHF58 (A)GREE 5 : 24680002) OBk %
5.

SEH

(1] SREFRS, MERZRL, WRERE, A, R v
7 MU = TRSF OO OB a — FRE Y —v, B
W55 s0EE,  Vol. 86-D-I, No. 12, pp. 906-908 (2003).

[2] Kamiya, T., Kusumoto, S. and Inoue, K.: CCFinder: A Mul-
tilinguistic Token-Based Code Clone Detection System for
Large Scale Source Code, IEEE Transactions on Software En-
gineering, Vol. 28, pp. 654-670 (2002).

[3] Li, Z., Lu, S., Myagmar, S. and Zhou, Y.: CP-Miner: Finding
Copy-Paste and Related Bugs in Large-Scale Software Code,
IEEE Transactions on Software Engineering, Vol. 32, pp. 176—
192 (2006).

[4] AREHER, HHARE, CEISH, AR ", ¢ EsEs, fx
RS, AT, RIS a— N e—UMRIc kD
LR B A M o KRER RN, &1 1E R SGE
D, Vol. J91-D, No. 10, pp. 2466-2477 (2008).

[5] Roy, C. K. and Cordy, J. R.: NICAD: Accurate Detection of
Near-Miss Intentional Clones Using Flexible Pretty-Printing
and Code Normalization, Proceedings of the 2008 The 16th
IEEE International Conference on Program Comprehension,
ICPC ’08, pp. 172-181 (2008).



