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Signature Data Update and On-Memory Data Inspection
for a Hypervisor-Based Malware Detection System

Abstract: Much literature has been published on approaches for security enhancement that are based on a
virtual machine monitor (VMM). Examples of them are BitVisor and BVMD; BitVisor provides many secu-
rity facilities including storage encryption, and BVMD is an extension to BitVisor that provides a malware
detection facility by matching I/O data with malware signatures. Unfortunately, BVMD does not support
dynamic update of malware signatures or detection of malware that is stored only on memory. In this work,
we propose two mechanisms for BVMD: a mechanism for signature update and a mechanism for detecting
on-memory malware. The user of the first mechanism places new signature data on the guest OS and requests
the VMM to read them. Since the signature data may be modified by an attacker, the mechanism guarantees
its integrity by using electronic signatures. The user of the second mechanism specifies the address range of
the memory that the user requests to inspect, and then the VMM matches the content of the memory with
malware signatures. We extended BVMD with these mechanisms and conducted experiments of signature
data update and malware detection.
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Fig. 1 Structure of a parapass-through VMM BitVisor

2, JOooooo

2.1 BitVisor

BitVisor OO0OOOODOOODOOOODOOODOO
ooooooooooooboocovMMODOOOOOO
gooooopoooo oSooooooooopooooo
0000000000 (o)ooooooooooo
ooo0oobOOoooOOoOoobOoooOoobooboOoo VMM
O00000O0O0DOO0OBtVisorDODOOODOOOO
gogoobobbboooooooooooooooboo
goooooooboobgooboobuoobooooon
BitVisor O Intel Virtualization Technology (Intel VT) O
AMD Virtualization (AMD-V) 00O CPUOOOOOOO
gbobobooooooo

BitVisor 00000 1000000000D0O0ODO BitVi-
sor 000000 /0000000 O0Oo0ooOoooOO
0I;0000000000BitVisorDOOOOOOOO
gbobooooboobobooooooboboobooo
ooO00ooosSooOooooolI/oooooIoooo
000ooooooor/oooooooooooooooo
oOoo0ooOol/oooo0ooooooooUooUooooo
O0ooO00ooO0o0ooUoooOoooooolI/oooOon
oOooooor/oo0ooooooooooorI/oooon
BitvVisor 000 I/O00000OO0OOOOOOOOODOO
000 looooooo0ooooooooooooon
ooboOoOoboosSOoboOOoOoDpoOoOoDpoOoooooo
gbobobooooooooboobon

2.2 BVMD

BVMD O0OBitVisor 0O0O0O0O00O0O0O0DOOOOOO
oobooooooooooboocoooooooboooo
00000000o0o0ooo000BVMD O BitVisor OO
ooboooooboocooooocoOooboooooboooo
[yjo000000000o0o0oo0ooooUooo



gogoooooood
IPSJ SIG Technical Report

E- VAV & I S E A

ST FRFr
F—hzhr

U RFv

“dKri3tjSpAw
LAzFg..”
“oPsF9R...”
“U61YvCdleuf
2rgpMb...”

02 BvMDOOOOOOOOOOOOOOOOOOO
Fig. 2 Structure of an extended parapass-through driver in
BVMD
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Fig. 3 The format of a signature file
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static int vmcall(unsigned long a, unsigned long b,
unsigned long c, unsigned long d){
int ret;
__asm__ __volatile__
(".byte Oxf,0x1,0xcl"
¢ "=a" (ret) : "a" (a), "b" (b), "c" (c), "d" (d),

)

return ret;

04 VMCALLOOOOOOOOO
Fig. 4 A function calling VMCALL instruction
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Fig. 5 Address translation and data copying
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Table 1 Values of the registers for updating signature data

oooo oooooo

RAX 1

RBX go0ooooooooooooooooooooo
RCX ooooooooooo

RDX 0000000o0ooooooooooo

gobooooooooooooo

4.2 00OO0OO0OOCOOOOCOOOOOOOO0
cooooboooboooooOoboOooboOoooooa
O000oo000 VMCALLOOOOOOOOoOOOOooOo
oooooboooooooooobooooo 100000
oobobooool1ooobooooooocoooooooo
000000000000 VMCALLOOOOOOOOO
oboooooooooocooboooooa
ooovMMOOOOOOOODODOOOOOOOOO
uoboooooboooooboocoooooooboOooo
ubobocoooobOoobooobooboooooboOooo eO
uoboooooboocooooocooboocooobooOooo
O0O00o0oooooMDSO0C0OO0O000O0O0O0DOOO
ooboooooboocooooocoOoboooooooboooo
obOoobOoobOOoobOoobOocbOOoocbOoooooao
ooooMDbsOOOOOOOOOOOOOOOODOOO
ooooooooooooboocoooooooboooo




gogoooooood
IPSJ SIG Technical Report

DY RFYT—H N -
iR ) A BVMDAS A o1=5t E 1%
. VM® £ D Guest 0S VMM
SYRTFY
74
1AF...C8 | 1AF..C8 | 1AF..c8
B6...5D4 “| B6...5D4 “| B6..5D4
MD5/\w 1
MD5/ 1\ 2l
\ 4
4D3..EC
TWEEA
fE &1t /;B
v
%7—%% ]
A S A
24 >T2 %
—] S|

06 ODOOO0O0DDODDOOUODDODOOOOODO
Fig. 6 How to verify the integrity of the signature data
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