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An Entropy-Enhanced Password Authentication
that uses Brute Force Attack
TAKUYA KANEKO' EISEI HONBU'" MASAKATSU NISHIGAKI'

Password authentication has trade-off between security (attack resistance) and usability (memory load). The security of password
authentication is depending a great deal on the adversary’s attack ability, and therefore, it is expected that attack technique can be
used to control this trade-off. So this paper proposes to effectively increase password entropy by using brute force attack that is
one of typical attack techniques against password authentication. The proposed scheme achieves to improve password
authentication so that the resistance against attack is ensured even when adversary’s attack ability increase and that the burden of
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memorizing passwords is reduced.
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