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A Domain Specific Language to represent Information Systems and Malware
for examining Advanced Persistent Threat

HirosHI KOIDE ,it12 AKIRA KANAOKA  and MASAHIKO KATOf™

It has been becoming a problem that Advanced Persistent Threats, APT, are cyberattack-
ing information systems of enterprises and organizations. The activities of APT are examined
by specialists but they are so complicated. However, it is very difficult to analyse the cyberat-
tacks objectively and comprehensively on the latest realistic complicated information systems.
So we propose a tracer which traces the activities of cyberattacks on the information systems
comprehensively to help the examinations of specialists based on their expertise and experi-

ence. In this article, we discuss a domain specific language to represent information systems

and malwares to examine APT.
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object Sample extends MalwareSimulationLibrary {
val pcl, pc2 = PCTerminal

routerl = Router

malwarel = Stuxnet

tablel = RoutingTable

has a networkCard “192.168.0.2/24”

opens port (80, 22)

pc2 has a networkCard “192.168.1.2/247

pc2 opens port (80, 22)

routerl has a networkCard “192.168.0.1/24”

routerl has a networkCard “192.168.1.1/24”

routerl has a routing tablel

pcl connects to routerl

pc2 connects to routerl

pcl is infectedWith malwarel

run

val
val
val
pcl
pcl

B 1 DSL 2k 21 2 7 4 0t
Fig.1 An example of network written by DSL.
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Principal methods which are implemented in the model of malwares.

RouterlF{RouterZ

B3 7 MHDER:y b7 —74
Fig.3 A sample of network for testing.
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Fig.2 Configuration of all modules.

$ java -jar MalwareSimulator.jar
PCTerminal (pc1)

PCTerminal (pc2)

Router(routerl)

PCTerminal (pc3)

Router (router?2)

Malware (PCTerminal (pcl))

B 4 S7H1 (WHIIREE) |
Fig.4 An example of testing (Initial state).

Malware (PCTerminal (pcl)) :action
PCTerminal(pcl) :send Router (routerl)
Router(routerl) :send PCTerminal(pcl)
PCTerminal (pcl) :send Router(routeri)
Router(routerl) :send PCTerminal(pc2)
PCTerminal (pc2) :send Router (routerl)
Router (router1) :send PCTerminal(pcl)
PCTerminal(pc2) :call isInfectable true
print

PCTerminal (pcl)

PCTerminal (pc2)

Router (routerl)

PCTerminal (pc3)

Router (router2)

Malware (PCTerminal (pcl))

Malware (PCTerminal (pc2))

5 il (PC2 ICHH).

Fig.5 An example of testing (after PC2 is infected).

Malware (PCTerminal(pcl)) :action
Malware (PCTerminal (pc2)):action
PCTerminal (pc2) :send Router(routerl)

< <> >
Router (routerl) :send PCTerminal (pc2)
PCTerminal (pc2) :call isInfectable false
PCTerminal (pcl) :send Router (routerl)
PCTerminal(pcl):call isInfectable false
Router(routerl) :send Router(router2)

< <> >
Router(routerl) :send Router (router2)
PCTerminal(pc3) :call isInfectable true
Router (router2) :send PCTerminal (pc3)
PCTerminal (pc3) : send Router (router2)
Router(router2) :send Router(routerl)
Router(routerl) :send PCTerminal(pc2)
PCTerminal (pc3):call isInfectable false
print
PCTerminal (pcl)
PCTerminal (pc2)
Router(routerl)
PCTerminal (pc3)
Router (router2)
Malware (PCTerminal (pci1))
Malware (PCTerminal (pc2))
Malware (PCTerminal (pc3))

B 6 STl (PC3 i),
Fig.6 An example of testing (after PC3 is infected).
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