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it Parallel Distributed Processing by Task Scheduling Method

TAKUMI MATSUNAMI, "t HIROSHI KOIDE, 21 AKIRA KANAOKAT

and MASAHIKO KATOHTS

In these years, organizations, enterprises and governments, store and manage almost all in-
formation including confidential information to their cyberspaces rapidly. They also exchange
them in their organizations by using E-mail and their portal site. Therefore, strategies of
criminal organizations which try to steal confidential information have changed. Lately, they
bring out it electronically and cases of information abstraction are increasing. Especially, we
have to pay attention to cyber attacking threats which target to specific organizations and
persons. This type of cyber attacking threats are called APT (Advanced Persistent Threats).
In this study, we present a threat trace method and apply parallel and distributed techniques
including task scheduling to it. Many experts in cyber security field have analyzed each be-
havior of APT which is complicated and customized. However it is difficult that we analyze
behaviors of APT comprehensively, because current information systems are too complicated
and too large. Therefore, we propose the threat trace method which simulates behaviors of
threats exhaustively to complement the analysis by the experts based on the expertise and
experience. In this proceedings, we suggest threat trace method and applying it parallel dis-
tributed processing by task scheduling method for parallel distributed processing and discuss

about it.

11 JUN EHERER B 2R

Graduate School of Computer Science and Systems En- Kyushu Institute of Technology
gineering, Kyushu Institute of Technology 4 B RFRFBE Y AT LG LR
T2 MNEATBOE NG WAL B R Graduate School of Systems and Information Engineer-
Information-technology Promotion Agency, Japan ing, University of Tsukuba
13 JUN IR R BN A0 ERE 15 HABHA v =Ky =TT 4T
Faculty of Computer Science and Systems Engineering, Internet Initiative Japan Inc.

137



$530 TRTSIVS-LURTH L 20124

1. T L &I

AWFZED BH9L, —MIZ APT (Advanced Persis-
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WA, ARECBUFE O CIENITIE SO E b
DRBIHEA TR Y, BN T O HH 2 E I
S, FREETE L8 T, FNEMERS KX
<EHLATWDS. ZRILMHEST, BRLEMikICE -
THAE L7k x e B b, [FRRICE TR E
SN, BHEINDIHIICRSTWD., ZDOZ Lnb,
AR TIRE STV DR OBEUE X 5 [
WOGEIZHWD FELZEMLTEY, FESIL APT
XD HOREETVDY . BT, S¥EEEICHENT
gD T EE R E O ROBME I T 28R, B
SO HFYLAEFFIZ I T B8 EORECH B 2 1
BEREDL, BFREDOMRE L TULbheT . o
DX TEWIL, NI D L HxcEE 52 H L
LN, BTINRE - B INTWD DT,
ERMT 2 EBM0RTZEIFTERY. £7, HRY
AT HBEHEEOTEENCE O TIMRO CTEER S O
2725 TERY, VAT AOEIITEBEOEILICERET
720, ERY AT LD OIEE % — R
fFIE S, HECAHEGERESEL 2L TUEMRE
BFEED. 2O LI RBUE, SRRz T
52 LIk o TR IR IT AU AR 7R,

AP TIE, MEEOBHS 27 Acxd5 APT I
EABBORNH RRIE, ~ VT =T OFBIC L
LHEH Y AT DOE T HIBESCNEHEH O iR % 2
STedd TEER N L—Y) 28R T5H. £/, Zo0%
B R L—T 2 RET DI h o T, W BULEED
TmODE AT AV a—1 S OFEEZRWE, 83
DFFRIC X DR ETRMETH DL EEZ, XA
I ATV a—U T OFEEHOTERS AT LD
2 WAL LT 5 - DI2IE E D TRENEND
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EH5HE 97 Web N—T~EA LY, HEAH A —
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BDO— 2% GRS AT ANERICERVIAEFETLE D
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ZTIT, v =T BMERIAT ANEIZIEALT
LEDENWD ZEEBDIEET, WBEBENZNLL ED
WETHETHZENTE VLI, v ATy =TIZ
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L2 T 272DDRERMETHDL. e [HNO
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AW T, MBOEFHRI AT L E, ZHIZEA
THYNT =T EEETIMUEL, FHEBBICE > T
V=T OFBEBIT D TEE N L—t ) BRETD.
ZOBE N L=, T = TS K BB SR
toEFrickvvIalL— 5. ZOVIalL—
varE, BENL—R] LW RIFREORET D
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3.1 BEMR

<Y =T OFF AL DE AT B RS &
LTiE, kE® The Mitre Corporation® (BT,
MITRE & #3) 12X % MAECY® (Malware At-
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tribute Enumeration and Characterization) 723281
bs. MAEC 1%, < ofifix&ie, fitofic
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%, ET, R AT LADOEFMMEOESITE LT
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TR LR R B L, BRI V—T Mk,
FL T 22 LI2LY, HOEOVL T =T « T —H—
AEMESTHETHD. ZDD, AR TRET
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LR ETHETICE L UIRELTWA.
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T AEEIZ Lo TERV AT ARIEOAF v T v ay
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LE=VT =T OFE A Y I G T kT 57
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DRENEEND.

TAT T RUAT LANEIRAT L L, £T~L
VETIERO LI L THBOIME AL L LS LT
LEEZLND.

(Domain Specific Language;
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object Sample extends MalwareSimulationLibrary {
val pcl, pc2 = PCterminal
val routerl = Router
val malwarel = Conficker
val rtablel = RoutingTable

pcl has a networkCard ¢‘192.168.0.2/24°°
pc2 has a networkCard ‘€192.168.1.2/24°°
pcl opens tcpPort (22, 80)

pc2 opens tcpPort (22, 80, 443)

routerl has a networkCard ‘¢192.168.0.1/24°°
routerl has a networkCard ¢192.168.1.1/24°°
routerl has a rtablel

pcl connects to routerl
pc2 connects to routerl
pcl is infectedWith malwarel

run

R 1 HEHliZE®R S A7 5D DSL I X 5 ik
Fig.1 An example of simple network written by DSL.

(1) VAT LNEORY U — 7 iEHEEL, 20
BFMEREETOTA~L DD, C&C (Com-
mand and Control) ¥— "t Daxr g
EEOIDIC, No 7 RTEEKT 5.

(2) Fv FT—7 LOMOR~OBYGERE 7 -
720, WEENSD C&C +—1\05 DR
I, BEZT v 75— L0 T 28Ex
T 5.

TO%TNAT =T UE, ML AFIA LT,

RN MO BRIRCTRIENG MO USHE, ##k D> Web ¥

FOBE A, EDOMBEOY — " ~OHEE (DFsHA
LLTHED) HO®EEITI LEZLND.

ZIT, BIZIERT = T N O MR L X
9 ET5 L E0EEER DSL #HWTEIT L L, X
2 DX DI/ %. initialize Hil~ /L ¥ = 7Yy
L7720 1 ENRFATT HEE, control Hilk C&C
=D DR E ST, ERONFILESTA Y v
NEEE T 2EEE =T

3.3 BRtL—Y

B L—H1E, DSL I k> TEF /ML SN 1EH
VAT LESNY =T EFRL, WU AT A LETY
N =T BNEDRICENET 20E2 T IaL— T 5.
~AU =TI, AETCHALEL DI, Ny FTE
BV, C&CH—nNEeDaxrva &l T5Z L
MOIAEY, Xy NT—7 OFEERNEICEIELRZD,
Fv hNU—7 EOMOsRICBESOa—%%57k E
LT, WEEHITT D, ZDLE, HREED DD
DEEEATOHIZ L, BAERHD LI L2,

class Sample extends SimpleMalwareLibrary {
initialize {
makeBackDoor ()
communicatesWith(cncServer)

}

control {
case Invoke => invokeMalwareCode ()
case GetNetInfo => getsNetworkInfo()
case HttpMsgCom => communicatesWith(cncServer)
case Updates => updatesMyselfBy(cncServer)
case Infection => infectsTo(pc2)

}

}

B 2 KEIEMAMET S~ Y =7 O DSL I X %Rk

Fig.2 An example of simple malware that build
attacking platform written by DSL.
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WEMTHY, ERIZE> Ty =T BEHR 25
LEEDEIITBESNDNEHMDZ LN TED.
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BB HAVAANEM 7 Z 7 (Task Interaction Graph)
LLTRAZIENTED. XAJHAEEHZ 7 712L-
TRENIEZRY NT—7 OFF L, EEICEE b L—
REAT D 12O, BRGSO/, — 72T HY
TR AT, X AV KAFES T 7 (Task Flow Graph)
WCEWT D, ZOMBIT 0 s T IV IEREOa LN
ANWVFLE RSO O T, FHEREERIZ L > TRENIC
ZATHAENENZ 7 7 2R, £H45. Zhick
D, ZA7 %% < OFERIHESIZEN Y T 2 BEOH
NNBHFEIZEE Y, A7V a—TDAMNDRLD
LEbiT, FEEORMARIELED D Z ENARETH
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5. BEK3ITRT. Xy NT—27 D hARRYNDLH
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BN L— A BT O T2 O OB AT S & EIL,
BRI KD AR LT X AV 7 7 2B L
T, ZFRZEVOEOFHEKIZEN 4 THNEET
BEAY A a—TF W, B FOFEBICEINIC S
A7 EFIVET, HEEETSES.
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Fig.3 An example of network topology, task interaction

graph and task flow graph.
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