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Moment Approach for Quantitative Evaluation of
Randomness by RMT-test

XN Yance!®  Ryota ITor! MIEKO TANAKA-YAMAWAKI!P)

Abstract: In this article we develop a quantitative formulation of the randomness-test based on the random
matrix theory (RMT-test), in order to compare a subtle difference of randomness between given random
sequences. We employ the moment analysis in order to compare the eigenvalue distribution of the cross
correlation matrix between pairs of sequences. Namely, we compare the moments of the actual eigenvalue
distribution to the corresponding theoretical expression that we derive from the formula theoretically derived
by the random matrix theory. According to the test result of five kinds of random data generated by two
pseudo-random generators (LCG and MT) and three physical generators which randomness are high, and
the derivatives of the sequences, or the initial part of LCG, which randomness are distinctly lower, that
we determined the criterion of the quantitative RMT-test. Finally we point out that the RMT-test can
distinguish the randomness of digest output by MD5 and SHA-1 successfully.
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Fig. 1 Case of random data Fig. 2 Case of low random data
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01 00000Ooloo0ioooooUooUooooooooO (Q=3)

Table 1 Average and standard deviation of error(100 samples)

k LCG MT Toshiba Hitachi Tokyo

2 | -.0004(.0010) -.0004(.0009) -.0004(.0010) -.0004(.0010) -.0004(.0009)
3 | -.0010(.0026) -.0009(.0024) -.0011(.0026) -.0011(.0025) -.0009(.0025)
4 | -.0018(.0047) -.0014(.0041) -.0019(.0046) -.0019(.0044) -.0015(.0044)
5 | -.0027(.0072) -.0019(.0062) -.0026(.0070) -.0028(.0066) -.0019(.0067)
6 | -.0036(.0100) -.0022(.0085) -.0033(.0096) -.0037(.0092) -.0021(.0093)

02 000000l0000000000000000000 (Q=6)
Table 2 Average and standard deviation of error(100 samples)

k LCG MT Toshiba Hitachi Tokyo

2 | -.0003(.0006) -.0001(.0006) -.0002(.0006) -.0002(.0006) -.0002(.0005)
3 | -.0008(.0016) -.0004(.0015) -.0005(.0015) -.0006(.0016) -.0004(.0014)
4 | -.0014(.0028) -.0006(.0027) -.0008(.0027) -.0011(.0028) -.0007(.0026)
5 | -.0020(.0043) -.0009(.0042) -.0012(.0042) -.0016(.0043) -.0009(.0040)
6 | -.0026(.0060) -.0012(.0058) -.0015(.0058) -.0020(.0060) -.0010(.0056)
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Table 4 Quantitative evaluation of log-return sequences of
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Fig. 3 More than 95% samples pass the RMT-test for x=0.05
and N=200
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Fig. 4 Both LCG and MT failed the RMT-test for x=0.05 and
N=100
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Table 5 Result of log-return sequences test by NIST Random-

ness test

ooooo oo
1 goopoooo pass
2 goooooooooo pass
3 gooo fail
4 ooooooooooo fail
5 gooooog pass
6 ooooooooog fail
7 goooooooooooo fail
8 goooooopoooooo fail
9 Maurer U0 DO OO0ODO fail
10 | 0000000 pass
11 | 0000 fail
12 | 0000000000 fail
13 | 00000 pass
14 | 00000000 fail
15 | 0000000ooo pass
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06 MD50 SHA-1OOOOOOOOOOOO
Table 6 Quantitative evaluation of sequences output by MD5

and SHA-1
k | MD5(Q=3) SHA-1(Q=3) MD5(Q=6) SHA-1(Q=6)
2 -.0012 -.0019 -.0008 -.0013
3 -.0051 -.0032 -.0031 -.0033
4 -.0115 -.0034 -.0065 -.0049
5 -.0194 -.0029 -.0108 -.0058
6 -.0282 -.0020 -.0159 -.0057
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