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Privacy protection using masquerade pointer on Android OS

HARUNOBU AGEMATSU JUNYA KANI KOHEI NASAKA
HIDEAKI KAWABATA TAKAMASA ISOHARA KEISUKE TAKEMORI
MASAKATSU NISHIGAKI

Security of smart-phone is considered as important. Especially the number of leakage of privacy information, incorrect billing,
and one-click billing fraud has been increasing recently, and they cause many problems. This paper proposes a new security
measure to protect privacy information; “security manager” and “masquerade pointer”. The security manager returns the
reference pointer for the privacy information, instead of the privacy information itself, when any Android application sends a
request for it to the OS. By doing so, the privacy information is masqueraded in Android applications, and thus applications are
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prevented from abusing the information.
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frameworks/base/telephony/java/android/telephony/SecurityManager.java
public class SecurityManager{

static String[][] keyarray = new String[1000][1000];
IS RGBT — 7 L
static int i=0; /75T

/141 secretinsert
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public static void secretinsert(String key,String secret){

keyarray[i][0] = key;
keyarray[i][1] = secret;
i++;

}

/14471 secretsearch
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public static String secretsearch(String key){

int k=0;
for(k=0;k<=i;k++){
if(key.equals(keyarray[k][0])){
return keyarray[k][1];
}
}

return null;




