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A File Sharing Service with
File Name Encryption using CP-ABE

Megumi Goto”,  Toshihiro Ohigashi'’,
Kouji Nishimura™  and Reiji Aibara’

Recently, a lot of online storage services, e.g. DropBox, have been widely used. These
services have a weakness, which the storage administrator can obtain contents of user’s
files. Hence client based encryption systems like TrueCrypt are used in order to protect
user’s files on online storage server. In particular, several researchers discuss methods
based on Ciphertext-Policy Attribute Based Encryption (CP-ABE), which encrypt data
with flexible access control by client-side. However, previous methods don’t discuss
confidentiality of file name and directory name. In this paper, we propose a method to
protect not only content of user’s file but also file name of it by using CP-ABE and
Attribute Based Signature (ABS). The proposed method can protect directory name too,
and can control write permission of file/directory by client-side. We apply this method to
file sharing service with file name encryption.
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1GB) THF{b/ME =% 10 [BIRRTT L7 EME CEITRM A RO T\ 5. W55 7 7
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LEBREMOBE, X 8I1XBEMEEE RS LR OMBREZ R L WD, BRI
L CTIZEMEE AND A L7286 S OR A LI2GE b RERICE M ST L f) L Tl
FRERI 2N L T\ 5. E5HEIX OR F5 6 L7ziGA I @S s N U C & ALBREFRE] 23
HEIMLTWeWZ ERMRTEDL. El, M7V v RO EZRA L T D720,
T 7 AT A X IOMBIZHERC L7256 T 1 BlO R Bb/E 5 AL FR 0 21 TREM 1T 1sec
BREICIMZ BN ENGnoTz.

42 FPANEIT4 LY F)BRTEHEOER

Tr7ANDE T ya— RO (77 A V41T 4 V7 N AOER] ORE%ZEL
T5., —E—VEFr v e — REHZ 33 OD-1)~D-H=FETLTT 427 FID
BE#BIOZOT 4 L7 PINOTZ 7 ANART 4 L7 NI AERRIED. 2O
B 2 — P OBIEO P S I BT DO MRFMICEITTEDL ZENEE L.
ZITC, HOIWEICRBTHEMTHEZEE LS. VAN 7 A NVOEITOT — 21X
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500byte FREECH D LT 5. I, read EEFRFOT 7 ANBLODT 4 LI MUIZH
YT 2000 7 7 A NVRRIEBEICAR D EIRET D, ZOBE, VAN TZ7A L1007yl
DY A XL IMB FREEIZ72 % . read #EIXE S AlE e BIEZ IR T2 OREA T X % &
KET S &, IMB D OR DIE B TH D 0.2ec RET LoD T 1 v 7 NEEA[fEL
A F,BELRTNIERLBWI AN T 7 ALDT7 1 v 7 H 10 BE THIE,
0.2X10=2sec TTZ7 7 ANVABLYT 4 L7 NV A4ERRARTHD. £z, read HEIZ
AND 2\, 21T 10 Mo JEtEZ AND THA L THRWEIREZ 5 2 T A EATH
IMBD 7y 7 (X 04sec RETHETES. ZOHBATHL1OD7 vy 2#HET5
TEWRTFANGRT 4 VI NIVAERFTNL, TOREL/ NI TES.

I
wn

I
[

¢§ &
32 5
B —e—10MB B
L0 ——1MB pyl0
> —+—1byte °
E % —e—10MB
Eos | 05 ——1MB
@ i : —+—1byte
7 8
o ]

o0 e 0.0 — T :

2 4 2 4 6 8 10 12 14 16 18 20

6 8 10 12 14 16 18 20
B Rt

X7 JEEE L 1E SR O BAGR(AND #5 4 (42), OR 5 & (7))

——1mB
4 ——1lbyte

-

n
I
n

[
=)

—e—10MB

——1MB

—+—1byte
.

[=]
n

o
o

o
o

(99s) (FHhmivo)BmRes sk

4 6 8 10 12 14 16 18 20
-

N

(935) (ERANVIZ R o5
« o 2
| \
% L

2 4 6 8. 1012 143 18 2
8 R L WSS LR D BAER (AND A (&), OR # & ()

43 Z274NLDOFy FO— FEHEEOER

Ty Fa—RABOFTY R N7 7 A ARy 73T 5HMEELEST S, (U5~
(U-10)235t 053228, (U-10)D Y A N7 7 A VDT v 7 ur— R ZRTIE, (U-6)D
UA N7 7 A NOEZBLRU-9)D Y R k7 7 A LD SO RATRR] 23 X B T
HD. (U-10)IZB L CIERBED Y AT L TR S(LEZR S 2 VA THOLERUETH
57-%, ¥R CP-ABE IZ L W #INT 2 MHERFE & LT (VA F7 7 A IVEEREH) +
(VA N7 7 A NVEESEREH) 2F5HT 5.

FP, 2—PFIIU-D)~U2D)DBRIETT v T —FRFT57 741D read R LW
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write HEZTEBIRL TV D, LER-> T, (U-B) DY A RT 7 A VDIEZIIx5 L 725 read
Men7 v v 7% 1 OBIRLTETT A TRV, 4.2 i & FEEORE TEITRM %
REbL 2. 15071y 7 OE ST read HES 10 O JEME OR TG S NT-HE
({21 0.2sec, AND THEA & N7HAITIL 04sec TEHFTE S, (U-9THU AT 7 A
NORE LR G RIBRIC BB S 5. X 8 X 0 BFE{LRFR IS read #£2° 10 D&% OR
THEET2%HE L AND THREGT 25 E TEWERL, IMBDOT R v 7 2K B{LDAL
HEFRILE B O L 0dsec BRI L 72D, L2 - T, $#2%)720T CP-ABE (Z L v 844
DAL, AZETORED F Tl 0.6sec~0.8sec FLEE &+ /N S WHEIZ/R 5.

5. &hHYIc

AFETIX CP-ABE & BMER—ZRBAZHNTCI IV RDRA N L —Y ETT 7 A4 L4
EF AL PV AORRHIEB L OESHRIMEREZEHT D HIEZRE L. BES
KIZVAR 7 7ANICESTCR—DT 7R AED T 7 A NEZIT 4 V7 b U AHDEE
EfELTCHETTHIET, TRoORRERZEM L. b1, VAR Z7A4L
WCEOVF 47 FYOHBRREEL A ML —Y LD 7 7 A L OYBRRY 2 1S & B
T ETHEEDT DY bRV — NI LT 7 7 ANEEE—D2DT 4 LY R
LTI ZENARRE -T2, SHOMEI 7 7 ANELRT 4 L7 FULDORE
PREEAEIR N EE SN2 HE R EFEMAR FIEOMLIS L OV AT A2 EEZ B L TOE
TR ORHE AT BN 5.

BEE O ARWFZE O — IR SR 5 E A BD 42 (23300026) D Bk & 1T CTEME L TV B
BE W
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