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A Security Monitoring System consists of a Wiki
Software and a Portable Remote Control Device

" Ryoma Shirasawa’ Kentaro Oda’ and

Koichi Shimozono'

Takashi Yamanoue

A network manager of an organization sometimes wants to know the status of sub-LAN
behind a L3 switch or a NAT from IDSs of the central network infrastructure. This paper
discusses a network security system which consists of portable sensor devices and a Wiki
software which realize to monitor the sub-LAN from the central network infrastructure.
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Visualizer

Filter Wiki Access Engine

DAQ (JNetPcap)

Bridge

3 #ERAENG T /N4 A (The Portable Remote Device) D1 %,
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4, EHTLEIRT SA A DB
command: <3 ~¥ > K>
DOFVELICEVE#HKEIND. a~vr FOETHERIL, a~v > FOFIoRICEK S
7=,

result

PRIZEE ZEND.
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Eyama—linux—Ubuntu—VMwarE Waorkstation p— -_. — L‘
IrIL(F) WEE) T|RN) VM(M) &F(T) ~ILF(H)
- B0 Do m|o

[ yama-linux-Ubuntu l

°:§ Applications Places System e

File Edit View Search Terminal Help
yamanoue@ubuntu:"$ sudo trafficviewer
[sudo] password for yamanoue:
address-number=3
lo=00:00:00:00:00:00
address-number=2

Caution!

address-number=4
brd=00:0C:29:C3:2C:A8 | This program has ability to report frames
address-number=2
eth@=00:0C:29:03:2C: A8 | and packets in this LAN to a Web site.

Please use this program after getting permission

to use from users and the administrator of this LAN.

OK Cancel

5. BE S EBRORYIOIEREZRT V14 FY

IOV 4 RUTIOK) RE %27 Y w 7958, K6 OLH7% LAN NEEHEREL
TR 4V RUREREIND. VIMEEEITOIHAE, 22T, [Setting) RH¥ %7
Uy 2792%. [Setting] R¥ %227V v r35bE, TDEIBEEY 4 FUNE
IREND. ZOT 42 FUT Imaintab)] ZBINT DL, BEHA VX —T =2 —ADHE
WEAFREIND., ZOME TIE Linux (KB~ TRATE 2R3y hU—o A X
— T 2= AD—ERPERINTVD, BRI IS =T ==X (bt0) 227 U v 7
THEA L F =Tz —A b0 DBIRESN, EDITD Tcap) OHHIZ T BRI ND.
[PukiwikiCommunicator] # 7 %#&IRT 2 &, K8 OFREMANERIND.
lmanager url:] DA O Z OHiE CHEAT 5 Wiki X—T D URL ZREL, Z D
— VIR SN D 3~ REBRAIT KEHBER, 2~ FOETHEREE Wiki X—
VNCEE ZORFHMRR EERET D, [lsavesetting] R¥ %27V v o358, BE
LA FEESND. Thide) RALE7 Y v I THEREV A RUBEHLLNS.
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Traffic Viewer Yamanoue Laboratory, Kagoshima University

File Protocol Direction Term

Start Stop | Clear | watchi... | Sending | Setting | Exit |

4 D | to
5%

6. LAN Nl bR~y 4 > KD

File
i | save setting H hide | | exit | |
main-tab rtcpdump rmessage r’PukiwikiCummuniCatur ‘
| start | stop | clear |
O logFile  |test.pcap | browse
@ interfaceTable
cap if-name description mac address ip address mask
lo Mo descriptio... [00:00:00:00:... [127.0.0.1 255.0.0.0 =
ethl Mo descriptio... [00:0C:29:C3:.,
ﬁ ! bri Mo descriptio... [00:0C:29:C3:... [162.168.24.81 |255.255.255.0
ethd Mo descriptio... [00:0C:29:C3:..,
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| save setting H hide |

| exit |

main-tab | tepdump | message | PukiwikiCommuniCator |

) show debugger

manager url: ‘http:fﬁ&ama-lmux‘cc.kagoshlma-u.ac.]p_f\ndex‘php" connect

Disconnect

access interval: |1-min return interval: |1-min =

[] online refresh

command:

Mo

Command

Start

IMD

End

Clear

4

result:

message:

s:ﬁ Applications Places System w

1D

Passwo...

Basic Authentication

|security-bot-manager

8. Wiki 77 B AIZRT AR EEIT D HH

atching

Sending

[»sat e

| login cancel |

32 EROBR®E
6 @ IStart] RHL %227V v I 35HL, DAQ WHDO/N7ry NOBUENREGEND.
[Sending] "¥ %7V v 7 +5hHL, Wiki XR—=TU~DT7 7 ADETREBEND.
Wiki X— DT 7 RIEAEDBLERGA, K9 DO LD RFIHEE AR RTINS, Z

ZTID &2 U—REATSL,

B, BEIRABNIEFIZETSNEE,
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Mogin)] A& > %7 Vv 795, X6d [Watching]
REUEIY v 735 EEMAE Wiki R—=JICE Nl a~vy ROETEEROE
XIALNBEEND. BHABBEN, Wiki =TV ~DT7 7R L a<w s ROFERIA

REDV A4 RO Wiki 727 BRIZET 5

FEMAICHAAENT-a~<y RO, RE—VBAICHKI L=y FOE®RAK 10
DELIITERIND.

1112 Wiki X—=VICR# SNz a~y FolL 20 FETRHEROBIZ RS, 22T, =
<~ K
getip=<IP 77 K L A>
| save setting || hide |
["main-tab | I | Pukiwiki iCator |

result:

message:

command:

) show debugger

manager url: |hﬂp J’fyama-Iinux.cc.kagushima-u.ac.jp_mdex php?Testl ”

connect

Disconnect

access interval: return interval:

online refresh

Start

End

Mo Command
8 get starts\With PING o
9 get staris\With PONG =
10 get starisWith NICK —
" get staris\With USER. -

Clear

SatFeb 11 14:0257 JST 2012 00:22 (E2:59-=00:00 QY 20:624 192.168.24.75-=133 (. 20 tcp 17386667 -4
Sat Feb 11 14:02:58 J5T 2012 00:23 {§N-E3:59--00 00 (N 20:64 192.168.24 75133 4. 20 tcp 1738-=6667 -A(]
Sat Feb 11 14:03:17 J5T 2012 00:23/@ES:59--00.00 M 20:64 192.166.24.75-> 133 M. 20 tcp 1739-=6667 -A]
Sat Feb 11 14:03:18 JST 2012 00:23: WEEFES:59->00:00 WK 20:64 192.168.24.75->133 (I 20 tcp 17396667 -A(
SatFeb 11 14:03:38 JST 2012 00:23 MN-ES 59-=00:0 0N 20:64 192.168.24.75-=13 3 M 20 tcp 1740-=6667 -AQ
9at Feb 11 14:03:38 J5T 2012 00:23 fNES:59--00.00 R 20:64 192.168.24 75133 .20 tcp 1740-=6667 -4

(]

-

)
setting get startsWith NICK
setting get startsWith USER
writeResult

[Tl Tv]

(]

D
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Testl
http://yama-linux.cc.kagoshima-u.ac.jp, iGN i dex.php?Test1

[#R | —5 | H5EER

PUKIWIKI

[FoP ] [#RE | R | =0 | Ve dwed | & | UO-F ]

BHER | ~ LT ]

index MenuBar
What treonmand: zet ip=163 . ([ -+
feomnand: get ip=199. -+
How ttcommand: get ip=163 . (. 150
command : get ip=91 . .31
i conmand: get ip=93. 0N .1 01
Client pag commnad: get ip=125. (. 156
€5 command : get ip=130. NN .20
v Testl command : get ip=140. M. 35
v javatest command = get ip=140. (- 29
conmand = get ip=?13 D53
FAD 20 command : gat ip=213. R .3
2012-02-11 command : get ip=216. (. 130
O b1-28 command: zet startslith PING
+ javatest command : get startsWith PONG
v MenuBar command = get startsWith NICK
2012-01-17 command: get starts¥ith USER
v FrontPage result:
2006-06-04 . 0a. .Eo - i . .
v Pukiwiki/1.4/M Sat Feb 11 14:10:03 J3T 2012 00:23: @EE:E5 :59->00:00 : SEE: 20 :64 197.165.24.75->135 . (.20 tcp 1769-38667 -ACK-PEH- NICK vamachan. .
anual/Plugin/L- Sat Feb 11 14:10:03 JST 2012 00:23: (S :E0 :59->00:00 : S: 2D ;64 197.166.24.75->133 S .20 tcp 1769->6667 -ACK-PSH- USER vamachan 8
, ;uki'-‘fiki" a/M Sat Feb 11 14:10:23 JST 2012 00:23: W £S5 15900 :00 : GE: 20 :64 197.168.24.75->135 . (.20 tcp 1 770-3B667 -ACK-PEH- NICK vamachan. .
anL].z;I}'PI{@i'n}'H- Sat Feb 11 14:10:23 JST 2012 00:23: G ES :59->00 :00 : S: 2D 84 197.165.24.75->195 . .20 tcp 1770-36667 -ACK-PSH- USER vamachan 8
K ' Sat Feb 11 14:10:44 JST 2012 00:23: o E5 :58->00 :00 : §E:20 :64 192.1658.24.75->133 . M0 .20 tcp 1771-26667 -ACK-PSH- NICK vamachan..
+ PukiWiki/1.4/M Sat Feb 11 14:10:44 JST 2012 0023 o0 1 £6 :55->00 :00 - 20 :64 192 .166.24.75->133 (I .20 tcp 1771-6667 -ACK-PSH- USER vamachan B
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IZDAQ TAN L7y FOKRETLEIIISEHIP T RUARKIP T RLA>E —E L
723 E, TOERE Wiki X—DICEX AL Z &2 KT
get startsWith <3 741>

[T v— FOMEE & <CFH>N—F LIS, TofFMEd Wiki X—IVIcEX AT
ZEEET. Zoflo4E, PING, PONG, NICK, USER [ IRC Tibhbda~r Ko
—ETH L. EWmMNB#HTHEE > TWAITIZa A N THD.

result: DITO T2 5, I~ ROFETHERNBEREIN TS, #{TiE=~ > KT
EINTEARNE— =KL Try hD, ZOANGL, 2O ry veEr7 L—
LADREFBILESLHEMAC 7 RUA, P Xy FOREFILESEEIP T RV A, Fa k=
b, FETL LR — FEE, A o0 — ROLEHEESDERENTWES., ZOHTIE,
AL T3 Sub-LAN OFE A RS IRC @G 21T mBEEOEHRAR LRI TN D,
MAC 7 RLRAZHAZ LN TE D720, ZOBEEIToTZARA NOKENES IR
2.

4. BAEMR
A =72V —=ZDIDS & LT Snort” N E L b TW 5. Snort 133 7 % F ¥ O HENHE
HHERE L FFD.ACID 2LV, Web TRy U= ORMEMRT I ELHTED. L
DL S, NAT OFE% D Sub-LAN (T Snort Z % L, BT 554G, S
Snort DR ELL T2, BHMEREZNBCHIBLIZVTHZLEZRETHS.
W 513 NAT O #1285 5 MAC 7 R L R %, S S#kBIT 5 ke k~Tn5 2,
LLRR S, ZOFEIZEHFED NAT V—4 % 2 2 TIRESNTWASH -7 NAT /v
— X CEIBZDILENELS.
HE B SNMP IZHIGE L TWARWER Yy b U — 7 JSas 2 B0 > AT LTl 5 ik
ZRELTWS Y. ZOYAT AT, JIBOXR Yy MU — 7 5SSO E OWEILZ
OF FiEW I, BHICLERBEOANRIAIGE S EHHIELRE-TBY, KV AT
HEFELL LTS, L LM 5, NAT DA & O AEIBEHERITR - T2,
Kaseya O/XY a VEH T X T A 9% Furuno Systems D EHE LAN 7 7 & AR A o NE
BlY AT A(UNIFAS) VIZ A Y A 7 A L AERIC, EHMNICZ—Yx v 7 r s T A0
Web —RIZT77®AL, ZZEINTHEREZT Y2 PRETL, BERE
Web — I RET & E2ToTWVWE, =— Yz a2y 5 A58 Web H— 3%
NAT #B 2 CTHEIZEBETED. LrLARL, TNOHDOVATATEX=2Y T 1
L EHHE LT b DO TR, £, TNHDOT AT AIZF{E L7 Web — 2 LB
L35,
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