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Automatic Detection Model of SQL Injection
Attacks and Prediction Error

TAKESHI MATSUDAT!

The method of web application attack has been becoming diversified, and
the detection methods, such as pattern matching processing and black list, has
been developed. However, it becomes increasingly difficult to detect attacks
because new attacks are developed and the black list becomes enlarged.

In this paper, we proposed a detection model of SQL injection attacks, and
defined prediction error to measure the performance of the detection models.
Then we compared our proposed model with the detection model applying sig-
moid function, and showed that the prediction error of our proposed model is
less than the sigmoid model.
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