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Safety analysis method based on hierarchical
state transition diagram

Zoohaye KIMT, Yutaka MATSUBARAT, and Hiroaki
TAKADA'

In order to analyze exhaustively affects of failures in small embedded systems, we
proposed SASTD (Safety Analysis method based on State Transition Diagram). SASTD
assumes that system specifications of an embedded system have been modeled as only
one state transition diagram. Therefore it is difficult that we analyze exhaustively the
state transition diagram including many states and state transitions by using SASTD. In
many cases, a hierarchical state transition diagram is used to reduce the number of states
in a state transition diagram. In this paper, we propose SAHSTD (Safety Analysis
method based on Hierarchical State Transition Diagram). We applied both SASTD and
SAHSTD to the system specification of an electric boiling pot, and compared the results
of them. Consequently, we confirmed that all deviations derived by SASTD could be
also derived by SAHSTD. Since several system states with same characteristics were
integrated to hierarchical system states, the number of derived deviations that analyzer
must decide its severity could be reduced from 92 to 61 in the analysis for system states,
and from 284 to 134 in the analysis for system state transitions, respectively.
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Figure 2 Hierarchical state transition diagram of the electric boiling pot.
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An example of duplicate analysis between a higher state and a lower state.

b. FHLOIREE
Figure 4

A EE O THRAOSHHERIZETCR L TH D Z L 2v5, SASTD THH AlFE R
HAiLIX, SAHSTD THOMTAIRETH A Z L 2R LT

WIZ, SASTD & SAHSTD D43k a # 4 & 3% 5273, SAHSTD O4r#rkix, Lk
KDL FAEOSEIZS T TRLTWS. [ B ToONEA] X, FRTHHTL
725D 56, BN CREICFR — D& FEE L TWAEERLTWa. [Frosy
WrasR) X, EAL (BBIB1T 400 L RIBATAIREE) OB\ T, TALOoHrE
RESBT DL TIRAE R L= TH D, [RENLROITE 1T, £ ToNIK
o, [ ENLCHOWER] OE RO 2SR OBERW -, BRAIE 2 Mk
WE Lo Tdh 5. KRBT 25387 Tik, SASTD 1% 72 {8, SAHSTD 4k T
R DT 24T T2 NARB I W EUL 61 H T H o 7= REEER x4 5 494 Tl
SASTD % 215 fHT& 5 DIZ% LT, SAHSTD 12K T 284 HOGM A24T o 7208, A
BRI 134 HTH - 7.

A EIOFEFTIE, SAHSTD OSHTICIWT, Efid FAECEBET L0 LA L
EHIZ, EMLOSHICEBWNT, TMNOSHEREZRT LI TOMOEHEEZESZ
LIZL D, SASTD LV b REMICHER SN ERM ST N T, 2o LT,
1 SOREBEBRICB W Ti7Z T _REEENFC THILEKOREL, MEERKEES
BRCTEELTHZ LT, BEHLEONMERITIENTELZLEZEKRTS.

5. 8hYIc

AFSCTI, BEBALREER KIS B2 Tk SAHSTD % L7, RiEE
BREZRERELTSHZ LT, 1 2OREEBRICEENIRERLZBOTZ L THHro
AHEPRF XS, X512, WHEHIZBWT, B FMOSHCEE LS
78T & T, SASTD ICTHARTHOW AR TCE L2 L E2H LM L. #oT, 1
DODOIRBEES X & RBIZT D SASTD KW B G Itz d. 72720, #

(©2012 Information Processing Society of Japan



IPSJ SIG Technical Report

RBY AT DOBREFHIICBNT, SHOMELEZ I VR ST

SAHSTD ¢ DL FELZMAEDETCHAT I EREE L WVWEEZLND.

SHOMEL LT, FEEBEA Yy MOl L 2RO, WHNICEET S
2 DDIRIEEBR BFET DV AT DT DL TEERFT 5.

* 4 CIREEISHT D i R

Table 4  Analysis results for system states.
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Table 5 Analysis results for state transitions of the system.

SASTD SAHSTD | A2 CHMTHE A [FOLD 54T % 5 [ IR E #7232 53 BT
R0A iz
arvivry h>7A K 10 11 — — — 11
T A R A — 11 — — — 11
7 A K- 13 — — — — —
B IEAT 2 — PRIRAT % — 12 | — — — 12
RIBAT 2> PBIETT 2 — 12 | — — — 12
1T A>T 7 — — 12 | — — — 12
T V% P& ARl 13 — — — — —
(i, H — Nk 15 — — — — —
(RIRAT A>T — — 12 — — 12 0
g T A —T A KL — 12 | — — — 12
(RIRIT A>T A RV — 12| — — 12 0
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PRIRAT 25— m#h — — 12 7 — 5
NER R — 7 L %4 & 14 — 13 0 — 13
A —7 A KL 14 — 13 11 — 2
INFREP>T A v 13 — 13 11 — 2
n# - 7 — 13 — 13 11 — 2
ANFREPoTT — 13 — 13 11 — 2
T VX P E P oRIRIT A — — 13 11 — 2
BT % — PRI — — 12 11 — 1
TR IR - FRIEAT % — — 13 11 — 2
PRI T —Fa 8 15 — 13 0 — 13
e PRl 13 — 12 0 — 12
R —7 A K 15 — 13 11 — 2
it —7 4 Fv 13 — 12 10 — 2
R —>= 7 — 15 — 13 11 — 2
e —T 7 — 13 — 12 10 — 2
L 215 284 126 24 134
S & X
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