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Countermeasures for unwanted communication
with certificates

Hiroyuki Sakakibara'and Shoji Sakurai'

In an organization such as an enterprise, taking countermeasures against information
leaks via the Internet is a challenge. Various ways of information leaks include Phishing
and malware. Checking legitimate SSL(Secure Sockets Layer) communication between
a browser and a Web site by an end user is recommended as a countermeasure for
Phishing. However, recently it was reported that a CA(Certification Authority) certificate
issued by an attacker was implanted in a trust store of a user computer by a malware and
a Phishing mail guided the user to a Phishing Web site which supports SSL. On this site
the user was not able to notice that the site was rogue, because the server certificate was
validated with the CA certificate in question and the result of validation was legitimate.
Likewise it was reported that in Advanced Persistent Threats which cause information
leaks some of malwares communicate with a Command & Control server over SSL.
Therefore countermeasures against unwanted SSL communication between an
organization and the Internet are needed for reducing damage from information leaks. In
this paper, we propose detection of a certificate which an organization does not accept by
monitoring communication and warning to a user communicating with the certificate in
question.
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