Vol.2012-DPS-150 No.12

g UL e i e Vol.2012-CSEC-56 No.12
IPSJ SIG Technical Report 2012/2/29

Android OS ETO7 F) 45— 3 VB AR
CBEF52EXa T IEVATLDRE

faFFEsE s WRER—y EFZR+ mmEEE

Android ¥R TIX, 77U —Ta VEARL, 7Y r— g URIAT
LR A = — Il LARE M Z L2 Z2EoRME LTnaE. Ln
L, RBARZHEM L TR, £REMRE2 B RERE R —F OFEMEI MM
Lo TW5h. Fio, BEOBRENSHEAG D INTZEAOREKREEZ T 5 2 &
I, HFICHEBE L WA — IR CH D T TARIETIE, TS
— g VEARHL, 22—V OHMXIEEITI VAT LAEREL, T2 hEATD
FIEAEITHT=.

A Proposal of Security Advisory System at the
Time of the Installation of Applications on
Android OS

TAKAYUKI MATSUDO ¥  EIICHIRO KODAMA +
JIAHONG WANGt+ TOYOO TAKATA t

For an Android-powered device, its security is established such that an application, when
it is installed, declares the functions and other information that it will use, and user
approves or rejects the declaration according to reviewing results. The problem is that,
however, it is difficult for users to completely understand the details of a declaration, and
careless users may neglect the approval process. In particular, in the case that a
combination of multiple functions is involved, it would be impossible for users who are
unfamiliar with technical details to evaluate its risk. In this paper we propose a system
model for supporting users’ approval decisions when an application is installed, and
describe an implementation of a prototype of the proposed system model.
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Figure 1 Example of confirmation permission.
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Figure 2 Example of rules definitions.
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Table 1 Market evaluations and the corresponding weights.
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Table 2 Download numbers and the corresponding weights.
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Table 3 Market evaluations and the corresponding evaluations of the system.
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Table 4 Market download numbers and the corresponding evaluations of the system.
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Figure 3  User interface.
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Figure 4 Detection rate of the related study.
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Figure 5 Detection rate of the proposed approach.
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Figure 6 Response time.
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Figure 7 Percentage of correct answers.
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Figure 8 Survey results of the risk levels.
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Figure 9  Survey results of risk types.
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Figure 10  Survey results of the market reputations.
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Figure 12 Ratio of malwares with respect to evaluation number.
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