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Evaluation of Anti-Virus Software based on the
Correspondence to Non-Detected Malware

Ryota Hashimoto” Katsunari Yoshioka'
and Tsutomu Matsumoto’

Malware are evolving and the set of malware existing in the wild is constantly changing.
Therefore, the traditional evaluation of malware detection capability of anti-virus
software based on a fixed set of samples is not feasible to correctly estimating their
ability to detect existing malware in the wild. It is important for anti-virus software to
follow the rapid changes in order to maintain its effectiveness. In this study, we propose
a new evaluation method of anti-virus software. In the method, we provide the
information of non-detected malware to the anti-virus vendors using several means, and
evaluate the quickness of their response against them. With the experiment using 11
anti-virus software products, we confirmed a notable difference in the way that anti-virus
vendors respond to non-detected malware. The non-detected samples used in the
experiment are “confirmed threats”, as they were collected in the wild by our honey pot
and indeed have capability of remote exploitation. However some vendors never
responded to them in our experiments.
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