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Clustering of Android Application using HTTP Traffic

Hirok1 Kuzunof!

An Android’s application includes advertisement modules which collect user’s
privacy-sensitive information and transmit it across the network. That’s infor-
mation will be used for targeted advertisements or user behavior statistical.
However such application’s behavior is not intended by user. To address these
problem, we propose a new classification technique that describes applications
network behavior in terms of HT'TP packet destination and HTTP packet con-
tent. We provide a method for hierarchical clustering these HTTP traffic or
applications into cluster that reflect similar network behaviors. Our proposed
method is empirically evaluated on a dataset of 131 android’s applications net-
work flows. Results from our evaluation, which shows that our method can
group a similar HTTP packet including privacy-sensitive information for de-
tecting user’s unintended leakage by application.
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# of HTTP packet including sensitive data in the cluster (6)
# of all HTTP packet

Precisioin =
# of HTTP packet including sensitive data in the cluster
# of all HTTP Packet including sensitive data

2
measure (1/Recall + 1/Precision) Y
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Recall = (7)

© 2012 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

gooooooDoo0oooooD 24500HTTPOOOOOOO 9643 00000HTTP
goboooboobooboobooooOobboOoboboobOHETTPOOOOOOODO
gooooboooooooooooboooooooobobooooooboboooooDbooDboo
goboooobooobboooooooooobooooooag

o3l 4000000000000000000D000COOOOOOOOOOOO
gobodoobooobodouo400HTTPOO0OOODOOOOOODOO S0000D0AO
obooouobobooooooboo0o HTTPOOOOOOOOOOOOOO

gsbtdebbOUOFOOOOOOODOOUODOOODOOOOOOOHTTPOOODOO
gooboodooooooooooooooOoOoOboOoooboOooOoOoDO HTTPOOOODOO
uobooobooooocoboooooooooosbb0onobt IMEIDOOOOO FOOO
6000000Android IDOISUD FOOOOOOOOHTTPOODOOOODODOOOO7?
Oo0O00O IMEIDISUOOOO0O000000007000 1300000 AndroidIDO F
gobooooOooHTTPOOOOOOOOOOOOYOO0OOOOOOOO  FOOOODO
gobooooOoobOobOoooOoobOOo0o HTTPOOOOOOOODOOOOO HTTP O
goboooooboooobooooboooooooo

oobooooboooooooo  HTTPOOODODODOOOOOOOOHTTPOOODODO
goooobooooooooooooooooooobooooooooooooooooDooboo
goooooooooooooobooobooooooboooooooboooDbobOooooDoboo
goooo0  rOO000D0OO0O0HTTPOOOOOOODOOOOODDOOOODOOODOOO
goooooboooooooooooooooooooooooooooboooooooDoboo
goooobooooboooooooooogTTPOODODOOODOOOOOOODODOO
Oooooo0 HTTPOOOOODOOOOOO HTTPOOOOOOOODOOOOOOOO
gboodboooboooboobooooobooooboooooooooo"dTTPOOOQO
goooboooooooooooboooooobooooooboobooooooooooooboo
goooboooodoooooocoooooboobooooooooobcOoobooobooooboo
gobodooboooobooooooooboooooooboooobboooobooobooOoo

6. 0 O00O0O

Android 0 iOSOOD0ODODOO0O0O00OOOOOOOOOOOOOOOOODODOOOOOO
00000000000 000000000000000000000000000000
00000000000 0000nio5.202600 Android 0000000000000

Vol.2012-DPS-150 No.19
Vol.2012-CSEC-56 No.19
2012/2/29

00000000000 0000Android 0000000000000 00000000O
0»®000000000000000000000000000000'#2%9 0 Android
0000000000000000000000000000000000000000
000000 O0000000000000000000000000000000000
0000000000000000000000000% 000000000000000
0000000000%0000000000000000000000000000'0
00000000000000000000'YO

0000000000000 000000000000000000000000000
000000000000 0000000000000000000000000000
000000000000000000000Y3-98:192028000000000000

03 NOONOO0000O000O0000000000000000000
Clustering Rank Application

# Cluster Min Max Avg
1 1 1702.571 1702.571 1702.572
2 2 348.376 2268.065 | 1308.221
3 4 108.5926 | 2135.405 800.186
4 8 42.082 1684.958 441.467
5 16 16,261 1124.349 230.937
6 32 1.028 431.450 85.837
7 62 0.303 183.609 34.280

04 HTTP OOOOOOOOAOO0OO00AO0AOO00000A0O0000MMM

Clustering Rank HTTP Traffic

# Cluster Min Max Avg
1 1 3662.566 3662.566 3662.566
2 2 1656.513 | 2236.767 | 1946.640
3 4 722.731 1207.793 881.114
4 8 268.819 625.78 402.898
5 16 51.982 313.032 181.685
6 32 20.665 152.946 75.725
7 64 1.803 75.481 30.215
8 128 0.741 36.384 11.655
9 256 0.286 18.764 4.368
10 512 0.123 10.078 1.61
11 1024 0.03 4.911 0.604
12 2048 0.01 2.478 0.202
13 4012 0.01 1.277 0.111
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Clustering Rank Application

IMEI Carrier Android ID ISU
1 0.065 0.03 0.034 0.065
2 0.109 0.043 0.051 0.247
3 0.201 0.108 0.081 0.209
4 0.248 0.171 0.173 0.239
5 0.247 0.204 0.203 0.338
6 0.280 0.281 0.193 0.263
7 0.224 0.387 0.135 0.21

06 HTTP OOOAOOOOOO0O0O0O000OAO0A000000A0 F[1

Clustering Rank HTTP Traffic

IMEI | Carrier | Android ID ISU
1 0.067 0.03 0.034 0.065
2 0.079 0.046 0.036 0.104
3 0.084 0.063 0.068 0.159
4 0.111 0.067 0.127 0.336
5 0.17 0.13 0.246 0.412
6 0.272 0.224 0.401 0.574
7 0.377 0.326 0.557 0.827
8 0.318 0.478 0.413 0.566
9 0.318 0.603 0.326 0.329
10 0.172 0.355 0.181 0.179
11 0.09 0.195 0.108 0.094
12 0.046 0.102 0.084 0.048
13 0.065 0.1 0.571 0.028
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