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A Proposal of Detection Method of
Malware that Modifies Files inside PC.

TAKASHI SAWAMURA, ! BHED BAHADUR BIsTAf!
and Toyoo TAKATAT!

Recently, in order to cover a weak point of pattern matching method for
malware detection, many researches have paid attention to behavior method.
Though behavior method could be applicable to unknown malware, it cannot
completely detect malwares. Additionaly, a number of techniques to evade
behavior method are proposed and actually employed. We focus on actual
behavior of malwares after evading conventional anti-virus software for sup-
plementing conventional behavior method, in order to reduce actual damages
by such malwares as small as possible. In this paper, specifically, we consider
ransomware detection, whose damage are increasing considerably, by observing
their activity after intruding PCs.
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Fig.1 Overview of Ransomware activity
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Table 1 Example of calculate the score
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