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Abstract: This paper proposes two privacy protection functions for middleware collecting sensitive opera-
tion data. First, the on-demand collection function dynamically determines the minimum collection set of
operation types and their storage period for collection and erasing control. It automatically starts and stops
collection based on temporal-spatial-based rules to limit a timeframe and frequency of collection. Second,
the selective encryption function encrypts specific fields of sensitive operation data in the local database for
balancing performance and security. Our evaluation shows that sensory data collection consumes resource
heavily. The on-demand collection function is applicable to limit resource consumption of sensory data.
Encryption overhead in recording is from 2% to 57% in response to data size and the number of parameters.
Query time depends on the number of records decrypted. In order to maintain query time of one second or
less, the number of records decrypted should be less than 166.
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Table 1 Principles of privacy protection.
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Fig. 1 Architecture of operation history middleware.
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FOR i=1to N // N [ Z#lERERI%K
flag=0
FORj=1to A//AIXT 7V r—a ¥
IF K[i,j] = COLLECT THEN
C[i] = true
END IF
IF K[i,j] = SUPPRESS THEN
flag=1
END IF
END FOR
IF flag = 1 THEN
C[i] = false
END IF
END FOR

storage-period()
T[i] = max(L([1,i], == L[A’i]) / SiARRA7 IR
S[i] = max(L[A’+1,i],....L[A,i]) // P — MEAEHI R
RETURN

periodical-erasing()

RETURN

FOR i=1toN //N TR

IF S[i] =0 OR TI[i] >= S[i] THEN
erase-old-data(T[i])

ELSE IF T[i] < S[i] THEN
erase-old-data(S[i])
erase-uploaded-data (T[i])

END IF

END FOR

2 PUEEH () CREEH (h) ofifla—F

Fig. 2 Pseudo code of collection and storage management.
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<rule id="59“>

<condition/>

</rule>

<rule id="60“>

<condition/>

</rule>

<rule id="61">

<condition><and>

</and> </condition>

</rule>

<event><time><eq type="datetime“>2011-03-09T7:00:00</eq></time></event>

<action> <logstart kind="LOCATION"/> </action>

<event><time><eq type="datetime*>2011-03-09T22:00:00</eq></time></event>

<action> <logstop kind="LOCATION"/> </action>

<event><center lat="35.6810737056106" lon="139.767036437988” kind="LOCATION">

<le type="numerical”>100</le></center></event>

<time><ge type="datetime">2011-03-10T00:00:00</ge></time>
<time><le type="datetime">2011-03-17T00:00:00</le></time>

<action> <logstart kind="LOCATION"/> </action>

3 HRZESEIcHET  ECA V— bR — 2D YUEER

Fig. 3 ECA-rule-based collection request using temporal-spatial condition.
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xR 2 BOET— ) & UED:

Table 2 Types of operation data and collection technique.
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*4 https://guardianproject.info/code/sqlcipher/
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Table 3 Resource consumption on operation data collection.
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Table 4 Collection techniques and resource consumption.
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Fig. 4 Effects of Encryption on recording time.
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Fig. 5 Effects of encryption on query time.
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